HAPE/JBA 3A MUHUMAJIHUTE U3UCKBAHUA 3A MPEXKOBA "
NHOOPMALIMOHHA CUT'YPHOCT

B cuna ot 26.07.2019 r.IIpuera ¢ [IMC Ne 186 ot 19.07.2019 r.

O6nu. /IB. 6p.59 om 26 FOnu 20192., uzm. [{B. 6p.36 om 13 Maii 20222., usm. /[B. 6p.47 om 24
HOnu 20222,

I'naBa nbpBa.
OBIIH MOJIO)KEHUSA

Oo0xBart

Ui 1. (1) Ta3u HapenOa ce mpuiiara 3a CICIHUTE CyOCKTH:
1. aAMUHUCTPATUBHUTE OPTaHHU;

2. omepaTopuTe Ha CHIIECTBEHH YCIYTH 10 CMUCHJIA Ha 3aKOHA 32 KHOePCHUTYPHOCT OTHOCHO
TEXHUTE MPEKU 1 HHPOPMAIIMOHHN CHCTEMH, U3IIOJI3BAHHU TIPH MPEIOCTABIHETO Ha CHIIECTBEHH YCIYTH;

3. mocTaBUMIMTE HA U(PPOBH YCIyTH 10 CMUCHJIA HA 3aKOHA 32 KMOEPCUTYPHOCT OTHOCHO
TEXHUTE MPEXU 1 HH(POPMAIIMOHHN CUCTEMH, U3TIOJI3BAHU TP MPEJTOCTABIHETO Ha IU(POBU YCIYTH;

4. nuuaTa, OChIIECTBABAIIN IIyOJIMYHN (QYHKIIUU, KOUTO HE ca OIIPEICJIEH! KaTo OIepaToOpH Ha
CBIIECTBEHH YCIIYTHU 10 CMHUCHJIa Ha 3aKOHA 32 KMOEPCUTYPHOCT, KOTAaTO TE3H JIUIA IPEIOCTaBAT
aJIMUHUCTPATUBHU YCIIYTH TI0 €IEKTPOHEH ITHT;

5. opranu3zanuuTe, MPEeJOCTaBsIIN OOIIECTBEHH YCIYTH, KOUTO HE ca ONpEeAETICHH KaTo olnepaTopu
Ha CBIIECTBEHH yCIYTH WM HE Ca JOCTABUMIM HA IIU(POBH yCIYTH 110 CMUCHIIA Ha 3aKOHA 32
KHOepPCUTYPHOCT, KOTaTO T€3H OPraHN3alluy NPEeIOCTaBAT aIMUHUCTPATUBHU YCIIYTH 110 €JIEKTPOHEH IbT.

(2) C napenbara ce ypexxaar:

1. M3UCKBaHUs 3a MUHUMAITHUTE MEPKHU 33 MPEK0Ba U HH(POPMALIMOHHA CUTYpPHOCT;

2. IpenopbUUTETHH MEPKH 32 MPEXKOBa U MH()OPMAIIMOHHA CUTYPHOCT;

3. mpaBwWIIa 3a U3BBPIIBAHE HA MPOBEPKUTE 32 CHOTBETCTBUE C M3MCKBAHUATA HA Ta3H Hapea0a;

4. penbT 3a BOJIEHE, ChbXPaHsABaHE U JOCTBHII 10 PETUCThpa Ha ChLIECTBEHUTE YCIYTH 110 Y. 6 0T
3akoHa 3a KMOEpCUTYPHOCT;

5. oOpaser Ha yBeIOMJICHUATA 32 UHLUACHTH.

MpuHuunu

Ui 2. (1) ITo cBOst XapakTep MEPKHUTE 3a MPEXOBa U UHPOPMAIIMOHHA CUTYPHOCT ca
OpraHU3aI[IOHHH, TEXHOJOTHYHHU U TEXHUUECKHU U Ce MPUJIaraT B CbOTBETCTBUE ChC Clie(uKaTa Ha
neitHoctTa Ha CyOekTa u TpsiOBa J1a ca MOIXOASIIHN U IPOTIOPIIMOHATHHA Ha PUCKOBETE 32 IIOCTUTAHETO Ha
OCHOBHMTE 1I€JIM HAa MPEXXOBaTa U MH(MOPMAIIMOHHATA CUTYPHOCT.

(2) Mepkure 1o ain. 1 rapanTUpaT OCHOBHHUTE LIEJIM HA MpEKoBaTa U HH(POpMAIIMOHHATA
CUTYpPHOCT, @ IMEHHO 3aIla3BaHe Ha JOCTBIIHOCTTA, MHTErPUTETA (LSUIOCT M HATUYHOCT) U
KOH(HICHIIMATHOCTTA Ha HH(POpMAIMATA 10 BpEMeE Ha LeJIUs M KU3HEH UK (Ch3aaBaHe, 00paboTBaHe,
ChbXpaHEeHHe, IPEeHACSHE ¥ YHHUIIIO)KEHHE) BB U Upe3 HH)OPMAIIMOHHUTE M KOMyHUKAIIMOHHUTE CUCTEMHU Ha
CybexkrTa.

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



(3) Mepxkurte 1o aint. 1 ca ch00pa3eHu ¢ M3MCKBAHUATA HA HAITMOHATHUTE HOPMAaTUBHU aKTOBE,
pernameHTHTe Ha EBponeiickus Chr03 U MpueTuTe U mpuioxkeHu ot CyOekTa cTaHIapTH, KaTo ce B3eMar
MPEeABU] KPATKOCPOYHUTE, OCHOBHUTE U OOIIIUTE PUCKOBE 32 CUTYPHOCTTA 32 ChOTBETHHUS CEKTOP.

(4) Mepkure 3a MpekoBa 1 HH(OpPMAIIMOHHA CUTYPHOCT Ce TMpujaraT cboOpa3Ho yKa3zaHUsITa Ha
MPIIOKUMHUTE MEXKTyHAPOIHU CTAHIAPTH, IOCOYCHH B MpuJjiokeHue Ne 1, mpenopbKuTe Ha
MIPOU3BOIUTEINN U IOCTABUUIIU HA cOPTyep U Xapayep, KaKTo U ¢ JoOpUTe MPaKTUKU, IPEOpbYaHH OT
BOJICIIIM B 00JIACTTA HA CUTYPHOCTTA OPTaHU3AIIHH.

(5) Mepxkurte 1o ain. 1 Tpsi6Ba na ca:

1. pa3HOPOMHU - IOCTUTAHETO HA BCSAKA OT LIEJUTE HA MPEKOBaTa U HHPOPMAIMOHHATA CUTYPHOCT
Ce pean3upa ¢ Pa3IudHH 10 XapaKkTep U crenuduka Mepku, KOeTo Ch3/aBa yCIOBUE 32 MHOTOCJIONHA
3aIlKTa, WIH T. HAp. "1bI00Ka OTOpaHa';

2. KOHKPETHH U JIECHU 3a BB3IPUEMaHe, 3a JIa CE TapaHTUpa, Y€ MEPKUTE JECHCTBUTEITHO CE
MpuJiarar;

3. eduKacHU - 1a UMAT HAl-TOJISIMO BB3/ICHCTBUE BHPXY MOTCHIIMATHH 3aIlJIaXH, KaTo ce n30srea
HEHYXEH pa3XxoJ] Ha peCcypcH;

4. MpOTOPLIMOHAIIHY Ha PUCKOBETE - C OTJIE]l Ha MOCTUTaHe Ha ONTUMAIIHO ChOTHOIICHHE MEXIY
Pa3XoaH U MOJ3U NP pealTu3upaHe Ha IETUTE Ha MpEKOoBaTa U HH(OPMAIMOHHATA CUTYPHOCT;

5. mpoBepuMH - TapaHTHpaT, ye CyOeKThT MOXKe /1a MPEeI0CTaBH Ha ChOTBETHHUS HAI[MOHAJICH
KOMIIETECHTEH OpraH 10 CMHCHIa Ha Wi. 16 0T 3akoHa 3a KHOEPCUTYPHOCT JIOKA3aTeICTBA 32 €(PEKTHBHOTO
VM MpUJIaraHe B ChbOTBETCTBUE C U3UCKBAHETO HA Y. 16, aJ1. 3 OT ChIIUS 3aKOH.

(6) MuHMMaTHUTE MEPKH 32 MPEKOBa M HH(OPMAIIMOHHA CUTYPHOCT, TIOCOYEHHU B Ta3u Hapenoa,
He ca 0OBBP3aHM C OMPEACIICHU TEXHOJIOTHUH.

I'naBa BTOpAa.
MUWHHUMAJIHA MEPKU 3A MPE’)KOBA U UTHO®OPMAIIMOHHA CUT'YPHOCT

Pazpea 1.
YnpasjieHue Ha MpeKOBATA U HHPOPMAIMOHHATA CUTYPHOCT

Pa3snpenesienne Ha poJiM M OTTOBOPHOCTH

Y. 3. (1) AIMUHHCTPAaTUBHUSAT OpraH, CbOTBETHO pbkoBoauTenaT Ha Cybekra no uJ. 1, an. 1, 1. 2
-5:

1. HOCH Npsika OTTOBOPHOCT 3a MpEKoBaTa M MH(POpPMAIlMOHHATA CUTYPHOCT B 00XBaTa Ha
Hapendara, JOpH U KOraTo AEMHOCTTA € Bb3JI0’KEHA 32 U3II'BJIHEHUE Ha TPETH CTPaHH;

2. cb3/1aBa YCJIOBHUSA 3a MPUWJIAraHe Ha KOMIUIEKCHA CUCTEMa OT MEPKH 3a YIIpaBJIEHHE Ha Ta3H
CUTYPHOCT 10 cMuchia Ha MexayHapoaeH cranaapT bJIC ISO/IEC 27001; cuctemara ob6xBala BCHUKH
00J1acTH Ha CUTYPHOCT, KOUTO 3aciraT MpexoBaTa U HHpopMalMoHHaTa curypHoct Ha Cy0ekTa,
BKJIIOUMTEIIHO (PU3HUECKaTa CUTYPHOCT Ha HH(POPMALIMOHHUTE U KOMYHUKAIIHOHHUTE CHCTEMH;

3. ocurypsiBa HeOOXOTUMUTE PECYPCH 3a MpUjlaraHe Ha MPOMOPLHUOHAIHY U aIeKBaTHHU Ha
PUCKOBCTEC OpraHU3allMOHHU, TCXHUYCCKU U TCXHOJIOTMYHU MECPKH, FapaHTUPpaAIlld BUCOKO HUBO Ha MPCIKOBA
1 nH(OpMaIMOHHA CUTYPHOCT B 00OXBaTa Ha Hapea0aTa;

4. ynpaxxHsiBa KOHTPOJI BEPXY HUBOTO Ha MpeKoBaTa U MH(OPMAIMOHHATA CUTYPHOCT Upe3:

a) OpraHu3vpaHe Ha OJIUTH MO CMHUCHIIA Ha 4Wi. 35, aji. 1, T. 1 u 3 3a qoKa3BaHe HA CHOTBETCTBUETO
Ha MPEeANPUETUTE MEPKH C U3UCKBAHUATAa HA HOPMAaTUBHUTE AKTOBE U IPUETUTE CTAHIAPTH;
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0) mpoBeXXAaHe MUHUMYM BEHBXK B FOJJMHATA HAa IEPUOIUYCH MpETJe]] Ha MpeXoBaTa 1
MH(POPMALIMOHHATA CUTYPHOCT U Ha a/IeKBAaTHOCTTA Ha IPEANPUETUTE MEPKH;

5. onpenens, TOKyMEHTHpA U Hajlara OTTOBOPHOCTH 110 U3IIBJIHEHUETO, KOHTPOJIa U
MH(OPMUPAHOCTTA 33 BCUUKH MPOLIECH U IEWHOCTH, CBBP3aHH C Pa3BUTUETO, NOJAPHKKATA U
eKCIUI0ATalUATa Ha UH(OPMAIIMOHHUTE M KOMYHUKALlMOHHUTE CUCTEMH, KaTo Ce Ca3Ba MPUHLHUIIBT, e
€/IHO JIMLIE HE MOXeE J1a KOHTPOJIMpa cOOCTBEHATa CH JIEHHOCT.

(2) JInuero no an. 1 onpenenst CykKUTEN WIKA aAMUHUCTPATUBHO 3BEHO, OTTOBAPSIIIO 332 MPEKOBATa
U MH(OpMaIMOHHAaTa CUTYPHOCT, KaTo:

1. CIIy’)KUTENAT UM 3B€HOTO, OTIOBapsALIO 3a MPEXKOBaTa U MH()OpMAILMOHHATAa CUTYPHOCT, € Ha
IPSKO NOJYMHEHHUE Ha a]IMUHUCTPATUBHUS OPTraH, ChOTBETHO Ha pbkoBoauTens Ha CyOekTa, o uJi. 1, aJ1.
1, 1. 2 - 5 ¢ uen npsiko HHPOPMUPAHE 33 CHCTOSHUETO U POOJIEMUTE B MpEkKoBaTa U MHPOPMAIIMOHHATA
CUTYpHOCT;

2. IpenopbUUTETHH (PYHKIIMH HA CITYKUTEIS UM Ha 3BEHOTO, OTTOBAPSIIIO 32 MPEXOBaTa U
nH(pOpMaInMOHHATa CUTYPHOCT, Ca OTIMCaHU B NMpuJiokeHue Ne 6.

(3) Koraro cy0ekThT uMa TEpUTOPUAIIHU CTPYKTYPH U pa3npeaeiaeHn HHPOPMALMOHHU CUCTEMH,
3a BCsIKa OT T€3U CTPYKTYPH CE ONPEEIis CIYKUTEI, OTTOBAPSIL 3a MpeKoBaTa U HHPOpMAaIlMOHHATa
CUTYPHOCT.

IMonuTHKA 32 CUTYPHOCT

Ui 4. (1) CybekTuTe pa3paboTBaT U mprieMaT COOCTBEHA MOJIMTHKA 32 MPEXOBA U
nH(OPMAIIMOHHA CUTYPHOCT, KOSITO CE MPEPa3TIekKIa peIOBHO, HO HE TIO-PSIIKO OT BEHBK TOJUIIIHO, U TIPH
HEOOXOAMMOCT C€ aKTyaJu3Hpa.

(2) IlonuTukaTa cpabpxa crpareruueckure e Ha CyOekTa 3a MpexoBaTa U HHPOpMaIlMOHHATA
CUTYpPHOCT M MOJIX0/1a 33 IOCTUTaHETO UM B CbOTBETCTBHUE C OOIIUTE My CTPATErMUECKU U ONEPATUBHU
11€JI1, HOPMAaTUBHUTE AKTOBE U JOTOBOPUTE, TEKYIIUTE U MOTEHIIMATHUTE BHTPEIIHN U BHHILHY 3aIUIaXH 32
IIOCTUTaHETO Ha Te3U LIEJIH U 32 CUTYPHOCTTA Ha MH(OpMaLHITA.

(3) [HonuTHKaTa ©Ma OTHOIIEHHE KbM HJIM BKJIIOUBA BCUUKU CHOTBETHHU CIEUU(UYHU TOJTUTUKH 32
CUTYPHOCT Ha HH(OPMALIMOHHUTE U KOMYHHUKAIIMOHHUTE CUCTEMH, KaTO 0OMeH Ha MH(opMarlus,
U3I0J13BaHe Ha MOOWJIHU YCTPOMCTBa, paboTa OT pa3CTOSIHUE, U3MOI3BaHe HAa KpUNTOrpadCKu MEXaHU3MH,
yIpaBJieHUE HAa JOCTHIIUTE U aBTEHTUKALMATA, pa3pab0TBaHE HA HOBU CUCTEMH, YIIPaBJICHUE HA UHIIUJICHTH,
B3aMMOOTHOIIEHUE C TPETH CTPAHU, OBUILIABAHE HA KBATU(UKALUATA HA CITYy>)KUTEITUTE U HA
OCBEJIOMEHOCTTA M0 OTHOILICHHE HAa MPEXKOBaTa U MH(OpMAIIOHHATA CUTYPHOCT H JIp.

JoxymenTupana uagopmanus

UYn. 5. (1) 3a HamansiBaHe Ha 3aryOuTe OT MHIMICHTH Ype3 HaMaJsiBAaHE Ha BPEMETO 3a pearupaHe u
pa3pellaBaHeTo UM, KaKTo U 3a HaMaJIsiBaHE Ha BEPOSITHOCTTAa OT Bb3HUKBAHE HA MHIUIEHTH, IOPOJACHH OT
YOBeIIKH rpemky, CyOeKThT MoIbpiKa ClieHaTa JOKYMEHTALIUs:

1. onuc Ha UHPOPMALIMOHHUTE AKTUBH;

2. pu3nuecka cxema Ha CBbP3aHOCT;

3. jornyecka cxeMa Ha MH(POPMALMOHHUTE MTOTOLH;

4. TOKyMEHTAIsI Ha CTPYKTypHaTa KabelHa CUCTEMa;

5. TeXHUYecKa, eKCIUI0aTallMOHHA U OTPeOUTENICKa JOKYMEHTAIMsI Ha HH()OPMAaLlMOHHUTE U
KOMYHHUKAI[UOHHUTE CUCTEMH U TEXHUTE KOMIIOHEHTH;

6. MTHCTPYKLMHU/BBTPEIIHH MPaBHiIa 32 BCIKa JEHHOCT, CBbpP3aHa ¢ a/IMUHUCTPUPAHETO,
eKCIUIOATAlMATa U MOAJPBKKATA Ha Xapayep U copTyep;

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



7. BBTPEIIHY MPaBHJIA 32 CIYKHUTEINTE, YKAa3BalIH MPaBaTa 1 3aIbJDKCHUATA UM KaTO OTPEOUTEIH
Ha YCJIYTHUTE, IPEIOCTaBsIHU Ype3 HHPOPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH, KaTO U3MOJ3BaHE Ha
NEPCOHAIHU KOMITIOTPH, JIOCTHII 10 PECYpPCUTE Ha KOPIIOpAaTHBHATA MpEXa, TeHEpUpaHe U ChbXpaHEHUE Ha
MapoJIUTe, AOCTHII 10 HHTEPHET, padoTa C eJIeKTPOHHA T10IIa, CHCTEMH 33 JOKYMEHTOO0OOPOT U APYTH
BBTPEIIHOBEIOMCTBEHH CUCTEMH, IPUHTUPaHE, paKc, U3MOI3BaHEe HA CMEHSIEMH HOCUTENN Ha HHPOpMAITH
B €JIEKTPOHEH BHJI, M3TI0JI3BaHE HA MMPEHOCUMH 3aIMCBAIIN YCTPOUCTBA U T. H.

(2) HoxymenTarusTa 1o aj. 1 TpsioBa 1a e:

1. enrHO3HAYHO UACHTU(HUIIMPAHA KAaTO 3arjlaBue, BEpCUs, J1aTa, aBTOP, HOMEP W/WJIH Jp.;

2. moAIbpKaHa B aKTYaJIHO ChCTOSIHUE, KAaTO CE Mpepasriiexk/ia u Npyu HeoOXOJUMOCT ce 0OHOBSIBa
MIOHE BEIHBX T'OAMIITHO;

3. omo0peHa OT aJMHHUCTPATUBEH OpTraH, ChOTBETHO OT pbKoBoauTens Ha Cybekra o .. 1, aa. 1,
T. 2 - 5 WM OT YI'BIIHOMOILIEHO OT HETO JIUIIE;

4. xnacuduuupana Mo CMUCHIA HA 4. 6;

5. IOCTBIIHA caMO JI0 T€3U JIUIIa, KOUTO € HE0OXOAMMO Ja s MOJI3BAT MPHU U3IIbJIIHEHUE Ha
CITy’KeOHUTE CH 3aIbIKCHUSL.

(3) Cy6exThT moambpka HHGpOpMAIHSI, TOKa3BaIla Mo HEOCIOPUM HaYWH U3ITBIIHEHUETO Ha
M3HMCKBaHUATA HA Ta3u Hapenoa.

(4) UndopmanusTa no ai. 3:

1. ce moaabpka B aKTyaJIHO ChCTOSIHUE;

2. € AOCTBIIHA CaMo 3a:

a) Te3U JIMIAa, KOUTO € HeOOXOAMMO Ja s MOJI3BAT MPHU U3MbJIHEHUE Ha CIYKEOHUTE CH 3aAbJHKCHUS
10 CWJIaTa Ha TPYJIOBH, CITy>K€OHU WJIU TOTOBOPHHU OTHOILICHHUS;

0) mpelCcTaBUTENIN HA CbOTBETHUTE HALIMOHAIHU KOMIIETEHTHU OpPTraHu ChIVIacHO 4. 16, aj1. S oT
3akoHa 3a KHOEPCUTYPHOCT;

B) IpYTH OpTaHU3aIlIH, OTIPAaBOMOIIIEHH ¢ HOPMATHUBEH aKT WJIM JOTOBOPHHU OTHOIICHUSI.

Knacupukauus Ha nadpopmanusTa

Y. 6. (1) CyOGexThT npremMa BbTPELIHH IPaBUia [0 CMUCHIA HA 4JI. 5, ai. 1, T. 6 u 7 3a
kinacudukanus Ha nHPoOpMaNUATa, KOUTO YKa3BaT Kak Jla c€ MapKupa, u31oi3Ba, 00padoTBa, 0OMEHs,
ChbXpaHsABa M YHUIIOXkKaBa HH(POpPMALIUATA, C KOSITO pasnojara opranusamnusara. [Ipenoppunrenna
kinacudukanus e qaseHa B npusiokenne Ne 2.

(2) IlpaBunara no an. 1 rapanTHpat AOCTaThYHA, aJCKBATHA U MPONOPIIMOHAIHA HA 3aIlJIaXUTe
3alMTa Ha nHGopManusaTa ¢ orjie]] Ha HeiiHaTa BaJKHOCT, UyBCTBUTEIIHOCT M HA HOPMAaTUBHUTE U3UCKBAHUS
KBbM Hesl.

(3) Knacuduxanusra o an. 1 ce npuiara 1 BbpXy BCUUKH PECypCH, KOUTO y4acTBaT B
Cbh3/1aBaHETO, 00pabOTBAHETO, ChbXPAHSIBAHETO, IPEHACSHETO U YHUIII0)KaBaHETO Ha HH(pOpMAIUATa, KaTo
KBbM TSX TPsIOBa Ja ce Mpuiiarat MOAXO0 AN MEXaHU3MH 3a 3all1Ta, CbOTBETCTBAIIN HA WACHTU(DHUIIMPAHUTE
ot CyOexra 3amiaxu.

(4) HuBoto Ha knacudukanusara TpsOBa Ja € MoIX0/SAII0 HAHECEHO BhPXY JOKYMEHTHUPaHATa
nHpopManus.

(5) 3a knacuduxanuara no an. 1 He ce JoMycKa U3MOJI3BAHETO HA HUBATa Ha KiIacuduKanus 3a
CUTYPHOCT Ha nH(popmManusara oT 00xBaTa Ha 3aK0Ha 3a 3alUMTA HA KiIacupuuupanata uH(opmauus,
KaKTO U TEXHUAT rpud.

(6) UadopmarnusaTa 6e3 kiacupuKkaius € JOCThITHA 332 0010 MOJI3BaHE MPU CITa3BaHE HA
CTaHJApTHUTE MPaBUJIA 32 AaBTOPCKU IIPaBa M KbM Hesl HE ce IIpuUjIaraT MEXaHW3MU 3a 3alluTa.

(7) lIpu obmen Ha uHpopmanus ce uznonspa kinacupukanus TLP (traffic light protocol) ceriacHo
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npuioxkeHue Ne 2.

YnpasJjieHHe Ha pHCKa

Un. 7. (1) CyOekThT U3BBPILBA aHAINU3 U OIICHKA HAa PUCKA 332 MpeKoBaTa U HH(GOpMallMOHHATA
CUTYPHOCT PEryJIIpHO, HO HE TO-PSAJKO OT BEJHBXK FOJUILIHO, MJIK KOTaTO CE HaJlaraT ChLIECTBEHU
M3MEHEHHUS B IeNTUTE, BbTPEIIHUTE U BHHITHUTE YCIOBUS Ha paboTa, nH(OpMaIlMOHHATA U
KOMYHUKAI[MOHHAaTa UHPPACTPYKTYpa, IeHHOCTUTE WIN IPOLIECUTE, BIM3AILHU B 00XBaTa Ha Ta3u Hapexaoda.

(2) AHanu3bT U OLIEHKATa Ha pUCKa ca IOKyMEHTHpaH MpoIiec 10 CMUChIA Ha 4. 5, an. 1, T. 6, B
KOITO ca perylaMeHTHpaHU HUBAaTa Ha HEPUEMJIMBUS PUCK U OTTOBOPHOCTHUTE Ha JIMIIATa, y4acTBAILH B
OTJEJIHUTE €TAlH Ha Ipolieca.

(3) AHanu3bT U OlLIEHKAaTa Ha pUCKa Ce U3BBPIIBAT M0 METOIMKA, TapaHTHpallla CbU3MEPUMH,
OTHOCUTEJIHO 0OEKTUBHU U MOBTAPSIIM ce pe3yaraTi. Meroaukara ce 0100psiBa OT aAMUHUCTPATUBHUS
Opras, ChOTBETHO OT PBKOBOIUTENSI HA cyOekTa mo wi. 1, ajt. 1, T. 2 - 5, 1 € JocThITHA 3a JIMIaTa, Ha KOUTO
€ BB3JIO’KEHO J1a yyacTBar B npoleca. Moxe J1a ce mpuiara npernopbuynTesIHa METOIUKA ChITIACHO
npujio:xkenue Ne 3.

(4) Ha ocHOBaHMe Ha aHa/n3a U olleHKaTa Ha pucka CyOeKThT U3TOTBS IUIaH 32 HaMaJlsiBaHe Ha
HENPUEMIIMBUTE PUCKOBE, KOMTO /1a BKIIFOUBA MUHUMYM:

1. moAXoaAIIM U MPOIOPLIMOHAIHU MEPKH 3a CMEKYaBaHE Ha HETIPUEMIIUBUTE PUCKOBE;

2. HeOOXOIMMH peCcypcH 3a U3IIbIHEHNE Ha TE3U MEPKHU;

3. CpOK 3a Mpujiarane Ha MEpKUTE;

4. OTTOBOPHHU JIUIIA.

YnpasjieHue Ha HHPOPMALMOHHHUTE AKTUBH

Y. 8. (1) CyOekThT npuemMa BbTPEIIHM [TpaBUJIa [0 CMUCHIJIA HA 4JI. 5, aJ. 1, T. 6,
periaMeHTHpally Mpolieca Ha yIpaBlieHHe Ha )KU3HEHHsI LUKbJI Ha UHQOPMAIIMOHHHUTE U
KOMYHMKAI[UOHHUTE CUCTEMHU U TEXHUTE KOMIIOHEHTH. BbTpennuTe npasuia TpsioBa €IHO3HAYHO J1a
yKa3BaT yCJIOBUSATA, HAUMHA U Pelia 32 NpUJo0MBaHe, BbBEKIAHE B €KCILIOATALMSL, TOJAPBKKA,
IpeMecTBaHEe/N3HACSHE, U3BEXKIaHE OT eKCIUIoaTalys M YHHUIOKaBaHe HAa MH)OPMAIIMOHHH U
KOMYHHMKAI[UOHHU CUCTEMH U TEXHUTE KOMIIOHEHTH.

(2) OnuchT Ha MHGOPMAIIMOHHNATE AKTHBH IO CMHCHIA Ha 4. 5, a. 1, T. 1 cbabppxka nHpopManus,
Heo0Xo/1MMa 3a pa3peliaBaHeTo Ha MHIUACHTH, aHAJIN3 U OLICHKa Ha PUCKA, YIPABJICHHE HA YSI3BUMOCTH U
YIpaBJI€HUE HA U3MEHEHHUATA, KaTO:

1. enHO3HaUHA UACHTU(DUKALUSA, KATO UHBEHTAPEH, CEpUEH HOMEP WJIH JIp.;

. OCHOBHU XapaKTEPUCTUKH;

. YCIIyTH, IPOIIECH U AEHHOCTH, B KOUTO Y4acTBa;

. MECTOIOJIOKEHUE;

. TOJJMHA Ha IPOU3BOJICTBO, KBJETO € MPUIOKHUMO;

. laTa Ha BbBEXJaHE B €KCIUIOATalUs, KbJETO € IPUI0KHIMO;
. BEPCHsL, KBJIETO € IIPUII0KUMO;

N N R W

8. MECTOHAX0XKJICHNE HA CBBP3aHaTa C HETO JOKyMEHTAIHs (TEXHNYECKa, eKCIUIOAaTallnOHHA,
noTpeOuTesncKa U Ap.);
9. OTrOBOPHO JHUIIE.

CurypHOCT Ha YOBELIKHUTE Pecypcu
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Y. 9. (1) 3a HamansiBaHe HaA pUCKA OT MHUMJEHTH, YMUIIJIEHO WIX HEYMUIIUIEHO IPEJU3BUKAHU OT
ciyxwurenu, CyOeKkThT rapaHTHpa Ype3 BhTPEIIHH MPAaBUIIA U MHCTPYKIINH, Y€ CITY>KUTEINTE, UMAIIN
OTHOIIICHHE KbM IPOLIECUTE U IEHHOCTUTE B 00XBaTa Ha Hapen0ara, MMaT MOAXO/IAIIaTa KBAIU (UKL,
3HAHUS U YMEHUS 32 M3ITBIHEHUE Ha OTTOBOPHOCTHUTE CH.

(2) BpTpemnure npasuiia 1o aji. 1 periaMeHTHpar:

1. mporeca 3a HaeMaHe Ha paboTa B ChOTBETCTBUE C MPUIIOKUMHUTE 3aKOHU U TIOJJ3aKOHOBU
HOPMAaTHBHU aKTOBE, Mpo(hecHoHaNHaTa €TUKA U ChOOPa3HO M3MCKBAHUATA, CBBP3aHU C IEHHOCTTA UM -
kiacudukanuaTa Ha “HGOpMalusITa, 10 KOSTO UMAT JOCTHII, U MPEIoJaraéMuTe pucKoBe;

2. OTTOBOPHOCTUTE U 33ABJKCHUSTA IO OTHOIIIEHHE HAa CUTYPHOCTTA Ha HH(POpMAIUATa IpU
MIpeKpaTsBaHe WK MPOMSIHA Ha CIIyKEOHUTE/AOTOBOPHUTE OTHOIIECHHUS;

3. IMCUMILTUHAPEH MPOIIEC 3a JIMIATa 1Mo all. 1, KOUTO ca U3BHPIIMIN HapyLICHHE 10 OTHOILICHUE Ha
MOJIUTUKATA M BRTPEIIHUTE MPABHJIA 32 MPEKOBA U MHPOPMALMOHHA CUTYPHOCT.

(3) OTroBopHOCTHTE Ha JIMIIaTa O aJI. | MO OTHOIIIEHNE HA CUTYPHOCTTA Ha MH(POPMAIIHSITA CE
JOKYMEHTHUPAT C SICHO ONPEEIIEHN CPOKOBE U 3aIbJKEHUS.

(4) Cy6exThT 0O€3meyaBa HUBOTO Ha MPEXOBa U MH(GOPMAITMOHHA CUTYPHOCT TTOCPEICTBOM:

1. moaxonsmio mpodecnoHanTHO 00ydYeHHE 3a MOBUIIIABaHe Ha KBaM(UKAIUATA HA CITY)KUTEIUTE B
CbOTBETCTBUE C U3M0JI3BAHATA TEXHUKA U TEXHOJIOTUH;

2. MepUOJUYHO UHCTPYKTHPAHE Ha CIY>KUTENINUTE 3a OBHUILIABaHE HA BHUMAHUETO UM I10
OTHOIIICHHE Ha MPEXOBaTa U MHPOPMAIIMOHHATA CUTYPHOCT; HHCTPYKTAXBT CE TIPABH 110 YTBHPJICH TpaduK
U ce IOKyMEHTHpa 110 Ha4WH, TapaHTHpaIll IPOCIIEASIEMOCT.

YnpasjieHue Ha B3aMMOJCHCTBUATA C TPETH CTPAHU

Ui 10. (1) IIpu ycraHoBsiBaHE HA B3aMMOOTHOIICHHS C JIOCTABYUIIA HA CTOKH U YCIyTH, HAPCUCHHU
"rpetu ctpanu", CyOekThT TpsiOBa 1a JOTOBOPH M3UCKBAHUS 32 MPEKOBa M MH(OPMAIIMOHHA CUTYPHOCT,
BKJTFOUUTEITHO:

1. 3a curypHocT Ha UH(OpPMALUTA, CBBP3aHH C JOCThIIA HA MIPEICTABUTENIN HA TPETH CTPAHH 10
uHpopmanus 1 akTuBu Ha CyOeKTa;

2. 3a I0Ka3BaHe, 4e TpeTara CTpaHa ChINO IPHJIara aJeKBaTHU MEPKH 3a MPEKOBA U
nH(pOpPMaIMOHHA CUTYPHOCT, BKIIOYUTEITHO KJIay3H 3a JI0Ka3BAaHETO Ha MPUIIATAaHETO HA T€3U MEPKU 4Ype3
JOKYMEHTH H/WJIA TIPOBEKIAHE HA OJTUTH;

3. 3a MPO3payHOCT Ha BepUrara Ha JIOCTaBKUTE; TpeTaTa cTpaHa TpsiOBa Jla € crmocoOHa J1a JoKaxe
MPOM3X0/1a Ha MpeJIaraHus pecypc/yciayra ¥ Heropara CUTYPHOCT;

4. mocneauIy MpU Hecla3BaHe Ha M3UCKBAHUATA 38 CUTYPHOCT Ha HHPOPMAIIHTA;

5. OTTOBOPHOCT MpHU HECTIa3BaHE Ha IOTOBOPEHUTE CPOKOBE, KOJTMYECTBO H/HIIM Ka4eCTBO Ha
yciyraTa, KOeTO MOXKE JIa Ch3/1aJle PUCK 3a MOCTUTaHE Ha IEJIUTE Ha MPEXoBaTa U MHPOPMaIMOHHATA
CUTYPHOCT;

6. 32 B3aMMO/JICHCTBHE B CIIy4ail HA Bb3HUKBAHE HA MHIUACHT, KOMTO Hal-MaJIKO BKJIIOYBA:
KOHTaKTHU TOYKH, HAYUH 3a JIOKJIa/IBaHEe, BpEMe 3a peaklivs, BpeMe 3a Bb3CTaHOBSABAaHE Ha paboTara,
YCJIOBHS 32 3aTBapsiHE HA UHIIUJICHT.

(2) CyGexThT ompenenst CITyKUTEN/CITyKUTEIH, OTTOBAPSI/OTIOBAPSIIHU 32 ClIa3BaHE Ha
M3HMCKBaHUATA 110 all. | ¥ mapaMeTpuTe Ha HUBOTO Ha 00CTy)KBaHe.

(3) CyOexThT U3roTBs IJIaH 3a JCHCTBUE B CIydYail Ha HECMa3BaHe HA YTOBOPEHHUTE IEUHOCTH U
KJIay34 € TpeTaTa CTpaHa.

Yr[paBJ]elme HA UI3MCHCHUATA B I/IH(l)OpMaIII/IOHHI/ITe AKTHBH

Ui 11. (1) CyGekThT mpueMa BHTPEIIIHM MMPAaBUJIA 32 YIIPABJICHUE HA H3MEHCHUSTA BbB BAKHUTE 32

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



AeiHoCcTTa My HH()OPMAITMOHHH aKTUBU B CHOTBETCTBUE C M3UCKBAHETO HA WJI. 5, ajl. 1, T. 6 ¢ 1en
HaMaJIsIBaHE HA PUCKA OT UHUMUIECHTH, HACTBIIWIIN B PE3yITaT HA U3MEHEHNUs BbB BAXXHUTE 32 JCHHOCTTA MYy
MH(POPMALIMOHHU aKTHBH, U MO-TOYHO B MH(POPMALIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH U
oOcmy>kBamiara ru ”HQPACTPYKTypa, B IPOLIECUTE U JCHHOCTHTE, B KOHPUTYpAIIMUTE, B COPTyepa WU BHB
bbpMmyepa.

(2) llpenu na ce n3BbpIU U3MeHeHNEeTo, CyOeKTHT TpsIOBa Ja HANPAaBU aHAJIHM3 U OLIEHKA Ha pHCKa
B ChOTBETCTBHE C 4.JI. 7.

(3) Usmenenusra ce:

1. mIaHupaT, KaTo ce OMpeessT CPOKOBE U OTTOBOPHOCTH 3a BCsAKA JEHHOCT, KOSITO 11e Oblie
U3BBpIIEHA [IPENU, TI0 BPEME HA U CIIE] U3MEHEHUETO;

2. cpriuacyBar MpeBApUTENIHO C BCUUKU CTPaHHU, UMAIlld OTTOBOPHOCTH KBbM MPOILIECUTE U
JIeHOCTUTE B 00XBaTa Ha HapeabarTa;

3. 0100psABaT OT aIMUHUCTPATUBHUS OpraH, ChOTBETHO OT PHKOBOAMTEINS Ha cyOeKTa 1o .. 1, aJ1.
1, 1.2 -5, Win OT yI'bJIHOMOIIIEHO OT HETO JIUIIE;

4. onoBecTABAT 110 MOAXOAAI HAUMH HAa BCUUKH CTPAHU, KOUTO Ca 3aUHTEPECOBAHY;
MH(OPMUPAHETO Ha 3aMHTEPECOBAHUTE CTPaHU TpsOBa Ja € MOoHE 3 THU MPEeIH J1a Ce HAlpaBU U3MEHEHUETO;

5. mpoBepsIBaT B TECTOBA CPEAA.

(4) CybekThT pa3paboTBa IIIaH 32 BPBIIaHE HA CHCTEMHUTE B TIPEIUIIIHOTO UM CHhCTOSHHE, 32 JIa CC
HaMaJli IPOJBJKUTEITHOCTTA HAa MOTEHIMAJIEH UHIUACHT, HACTBIIUII B PE3YJITAT HA U3MEHEHUETO.

CI/IprHOCT nmpu pa3pa60TBaHe H leHI[OﬁI/IBaHe Ha I/IH(l)OpMaIII/IOHHI/I U KOMYHUKAINHOHHU
CHUCTEMH

Un. 12. (1) IIpu pazpaboTBaHe Ha MPOEKTH U TeXHUYeCKH 3afanusi CyOeKThT BKIIOUBA a/IEKBATHU U
KOMIUTEKCHH M3MCKBAHUS 32 MPEKOBa U HH(OpPMAIIMOHHA CUTYPHOCT, OCHOBaHHU Ha aHAJIU3 M OLICHKA Ha
pHCKa, C LIeJ 1a Ce rapaHTHupa, Y€ U3UCKBAHOTO HUBO HAa CUTYPHOCT Ha HH(OpMALIUATA, MPEKUTE U
MHPOPMALMOHHUTE CUCTEMH € 3aJI0’KEHO OIIle B €Tara Ha pa3padoTKa U BHEIPSBAHE.

(2) CyOexThT BbBEkKAa B EKCIUIOATAIMS HOBU MH()OPMAIIMOHHHN U KOMYHHKAIIMOHHU CUCTEMHU
IUTAHUPAHO U CJIE]] YCIIEITHO IPOBEJCHH U JJOKYMEHTUPAHU TECTOBE, JOKA3BalllM 3allliTaTa Ha
uHpopManuATa oT 3aryda Ha JOCTBIIHOCT, UHTETPUTET U KOHPHUICHIIMATHOCT.

Pazgea II.
3ammura

Cerperanus

Ui 13. (1) CyGekThT moaabpka HHGOPMAIIMOHHA 1 KOMYHUKAIIMOHHA HHPPACTPYKTYPA, KOSITO
rapaHTupa, 4¢ MHPOPMALMOHHUTE U KOMYHUKAIIUOHHUTE CUCTEMH, U3IBIHABAILY PA3IMYHU (YHKIUH, ca
paszieneHu U U30JIUPAHN MOMEXIAY CU (PU3UICCKU W/UITH JIOTHIECKH, KaKTO U Y€ ca pa3IesieH! U U30JIUPaAHH
0T HH(GOPMALIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMHU Ha TPETH CTPAHHU, C IIeJl 1a C€ OTPAHUYHU
PasnpOCTPaHEHUETO HA MHIMCHTH C MPEKOBaTa U HH()OPMAIIMOHHATA CUTYPHOCT.

(2) B ciyuaii ye qajieHa cucTeMa € ChCTaBeHa OT IMOJACUCTEMH, Pa3IeNITHETO UM TPsiOBa Jia ce
OCBIIIECTBH Ha TIOCTEAHO (PU3UYECKO WU JIOTUYECKO HUBO, KaTO yeO ChbPBBPHT, CbPBHPHT C MPUIOKHUS
codTyep U ChPBBPBT C Oa3aTa JaHHHU Ha €1Ha MH(OpMAIMOHHA CUCTeMa TpsiOBa J1a ca pa3IoJIOKEHU Ha
pa3IMYHU MAIIMHU U B PA3IMYHU MPEXKH.

Pduiarpupane Ha Tpapuka

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



Un. 14. (1) CyOekThT rapanTupa, 4e TpaQuKbT MEKIY OTICITHUTE CUCTEMH U TEXHUTE TIOJICUCTEMH
€ KOHTPOJIUpPaH 4pe3 noaxonadaio puntpupane (mo IP agpec, mo npoTokos, mo HoMep Ha MOPT OT
Transmission Control Protocol (TCP)/Internet Protocol (IP) cTteka u T. H.) ¢ 11e) IPEeBEHITNS HA €BEHTYyallHU
aTaky U OTpaHWYaBaHE Ha Pa3NPOCTPAHCHUETO Ha MHIMACHTH. OunTpupanero Ha Tpaduka TpsOBa ga Obae
0 MPEABAPUTEIHO Pa3MUCaHU U 0JJOOPEHH MpaBuiia, OCHOBABAIIM c€ HA (YHKIIMOHATHOCTTA U
CUTYPHOCTTa, KOUTO TpsiOBa Jja ObAAT PeIOBHO MPOBEPSBAHU 32 HEPETIAMEHTUPAHU U3MEHECHHSI U J]a OBbaatT
aKTyaJlu3UpaHy C OTJie/l Ha HOBOBB3HHUKBAIIIM 3aIlJIaXH.

(2) Henyxnwute nmoprose mo npotokonu TCP u User Datagram Protocol (UDP) tpsioBa na 6b1aT
3a0paHeHu Ype3 aICKBaTHO KOH(UTypHUpaHe Ha U3IOI3BaHUTE COPTYEpHH peIICHUs, XaplyEepHH
yCTpOiicTBa U 000pyABaHE 3a 3aIIUTa U KOHTPOI Ha Tpaduka.

HCOTOpl/BHpaHO HM3I10J3BAaHE HA yCTPOﬁCTBa

Un. 15. (1) CyOexTsbT mprema cHO 1e(UHUPAHU MMOJUTUKA OTHOCHO M3MOJI3BaHETO Ha!

1. TMYHU TEXHUYECKH CPEJCTBA B MpeXkaTa, KOSITO KOHTPOJIUPAT;

2. IPEHOCUMH 3aIUCBAIIX YCTPOMCTBA.

(2) IlonuTukuTe ce 0Tpa3aBaT BbB BETPELIHUTE MIpaBUiIa, KaToO CE MPEeANpUEMAT MOAXO0IALIN U
PEIUIIPOYHHU Ha 3aIUIaXUTE MEPKH 33 PEATH3UPAHETO UM.

Kpunrorpapus

Ui 16. (1) CyOexTbT pazpaboTBa MOJIUTHUKA U BETPELIHU MpaBUjia ChIVIaCHO 4. 5, aji. 1, T. 6 3a
Mpujiarane Ha Kpunrorpadcku MexaHU3MH, KOUTO CE U3IOI3BAT 3a TapaHTHpaHe Ha KOH(UIEHIIMATHOCTTA U
MHTETPUTETA Ha YyBCTBUTEIIHATA MH(POPMALIKS B CbOTBETCTBUE C HEMHATa KIIaCH(PHUKAIIHS.

(2) Kpunirorpadckure MexaHU3MH c€ ChOOpa3saBat ¢ ysI3BUMOCTTa Ha HH(OpMaIMATa KbM 3aIIaxu
3a HeMHUTE KOH(UACHIUATHOCT U HHTETPUTET U C HOPMAaTUBHUTE U PETyIATOPHUTE U3UCKBAHUS KbM
HEIHOTO Ch3/1aBaHe, ChXpaHsBaHE U MTPEHACSTHE.

AJIMUHHMCTPUPAaHe HA HHPOPMAIMOHHUTE U KOMYHHKALIMOHHUTE CUCTEMH

Un. 17. (1) CyOexThT mpuiiara cleJJHITE MEPKH 3a 3alIUTa Ha MPOPUINTE C aIMUHUCTPATUBHU
npaBa 3a HPOPMAITMOHHUTE U KOMYHHKAIIMOHHUTE CUCTEMH U TEXHUTE KOMIIOHCHTH:

1. mpenu BBBEXK/IaHE B €KCIIOATAIUS 3aABJKUTEITHO C€ CMEHST UACHTH(UKAIMOHHNUTE TaHHU Ha
aJIMHHHCTPATOPA, BHBEJCHH 110 TOpa30npaHe Wi HHCTATUPAHU OT IPOU3BOIUTENS/JOCTABUNKA Ha
MH(OPMALIMOHHUS AKTHB;

2. aIMUHUCTPATOPCKUTE TPOPIITH Ca TICPCOHATTHY;

3. aIMUHHUCTPATOPCKUTE MPOMUITH Ce M3IOJI3BAT CaMO 3a aJIMUHUCTPATUBHU IICJIH,

4. aIMUHUCTPATOPCKUTE MPOGIITH Ce Ch3/aBaT CaMO Ha CITYKUTEIH, KOUTO H3BBPIIBAT
aJIMUHUCTPATHUBHU OTiepaliuy (MHCTATUpane, KOHGUTypupane, yrpaBieHHe, TOAIPHKKA H T. H.);

5. mpaBara Ha BCEKH aJIMUHUCTPATOPCKH aKayHT Ca OTPaHUYCHH BB Bb3MOXHO HAK-TOJISIMA
CTeTeH 0 (QYHKIIMOHATHUSA U TEXHUYCCKHSI IIEPUMETHP Ha BCEKH aIMUHUCTPATOP;

6. JTaHHWTE 32 ABTEHTUKAIUATA HA a]MUHUCTPATOPCKUTE aKayHTH:

a) ca pa3JInYHU 32 BCSIKA CUCTEMA;

0) ca ¢ Bb3MOXHO Hal-TOJISIMA CJIOKHOCT, ITO3BOJICHA OT CUCTEMaTa WIH HEHHUS KOMIIOHCHT;

B) C€ ChXPaHSBAT MOIXOIAIIO0 (U3MUYECKU U JIOTUYECKH 3AIIUTEHU, KaTO JOCTBHII IO TSIX UMa CaMO
oTropu3upaH npeacraButen Ha CyOekTa;

7. monabpxKa CIUCHK HA aIMUHUCTPATOPCKHUTE MPO(UIN 32 HHPOPMAITMOHHUTE U
KOMYHHKAITHOHHUTE CHCTEMHU U TEXHUTE KOMIIOHCHTH;

8. Mpu HEBB3MOXKHOCT Ha aJIMUHUCTPATOP J1a U3IIBJIHSABA IBITHOIEHHO (DYHKIIMUTE CH TTIOPAJIH
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OOCKTHBHM ITPUYMHU IIpaBaTa Ha aIMUHUCTPATUBHUS MY aKayHT C€ CIIMPAT 32 ChbOTBETHHUS TIEPUO/T;

9. IOHE BeIHBK TOJIUIIHO C€ IPaBU Mperje Ha aAMUHUCTPATOPCKUTE IPOPUIIH € Lell
YZIOCTOBEPSIBAHE Ha AKTYaJIHOCTTa UM.

(2) IlaposuTe 3a aBTEHTUKALMS HA aIMUHUCTPATOPCKUTE NPOPUIH C€ CMEHST 3a1bKUTEIHO:

1. mepuoaMyYHO - Half-MaJIKO BEJHbX B FOJJMHATA;

2. IpM IPEKPATSIBAHETO HA IOTOBOPHUTE OTHOILIEHUS ChC CITYKUTENIN WINA TPETU CTPaHU, HA KOUTO
TE€3U JIaHHU ca OWJIM U3BECTHH;

3. pu poOUB B MpekoBaTa U MH(HOPMAIIMOHHATA CUTYPHOCT.

(3) Beuuku onepanuu, nporecu 1 JeHHOCTH B UHPOPMALMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMU
U TEXHUTE KOMIIOHEHTH, U3BbPLICHH C aAMUHUCTPATOPCKY MpaBa, C€ JOKyMEHTHPAT 110 CMHUCHJIA HA 4JI. 5,
aJi. 3 1 4 32 BCEKH aIMUHUCTPATOPCKU MPO(UI U B ChOTBETCTBHUE C M3UCKBAHMTA Ha 4. 29, aj1. 2,4, 5 u 6.

(4) B noxymeHTanusTa 1o aji. 3 He ce BbBEXJAT U HE C€ ChXpaHsBaT NapoJid Ha aIMUHUCTPATUBEH
npodu o Gpopmara Ha SIBEH TEKCT MU XElll.

Cpena 3a agMuUHMCTPpUPAaHe

Un. 18. (1) CyOexThT U3M0I3Ba OTACIHA, TOIXOAINO0 3alIUTeHA cpeaa (Mpexa, cuctema, copryep
1 JIp.) 32 [IeJUTE Ha aJIMUHUCTPUPaHe Ha HH(POPMAIIMOHHUTE U KOMyHUKAITMOHHNUTE CUCTEMH U TEXHUTE
KoMIoHeHTHU. Ta3u cpena TpsOBa a € U30aupaHa oT Apyrure HHPOPMAITMOHHUA U KOMYHUKAIIMOHHU
cucremu Ha Cy0OeKkTa 1 OT MHTEPHET U J1a HE CE M3II0JI3BA 3a JPYTH IIEIIH.

(2) B ciyyaii 4e a IMUHUCTPUPAHETO HA MHPOPMAIIMOHHUTE U KOMYHHKAIIHOHHUTE CHCTEMH U
TEXHHUTE KOMIIOHCHTH HE CE OCBIIECTBSBA MIPE3 cpeaara mo aji. 1, morouure Ha Ta3u uHGopmamus TpsOBa 1a
ca 3alIUTEeHU Ype3 MEXaHW3MH 32 YIOCTOBEPSIBAHE U KPUTITHPAHE.

YunpasieHue Ha 10CTbIIMTE

Ui 19. CyGexThT € JUIbXKEeH J1a 1aBa JOCTHI 10 HUHPOPMAIIMOHHUTE U KOMYHUKAIITUOHHUTE CU
CHCTEMH Ha MOTPeOHUTEN WM aBTOMAaTU3UPaH MPOLIEC CaMO KOTraTo TO3H JIOCTBII € CTPOro HEOOX0IUM Ha
MOTPeOUTENS, 3a /1a U3ITBJIHM 38 IbJDKEHUATA CH, WM HAa aBTOMATU3UPAHUS IPOLEC J1a U3BBPILN
HEOO0XOIMMUTE TEXHUYECKHU Ollepaluy. 3a Jja rapaHTHpa, 4e JOCThII 10 MH()OPMALIMOHHUTE 1
KOMYHUKAI[HOHHUTE My CUCTEMH UMaT CaMO OTOPHU3HPAHH MTOTPEOUTENH, YCTPOUCTBA (BKIIOYUTEIHO IPYTH
MH(OPMaLlMOHHH CUCTEMH) U aBTOMAaTHU3UpaHu mnporecH, CyOeKTbhT:

1. BbB BBTPELIHUTE CH ITPABUJIA [0 CMUCHIIA Ha 4JI. 5, aj1. 1, T. 6 onpexaens:

a) paBaTa Ha JOCTBHII 10 KOHKPETHN MH(POPMAIITMOHHU aKTHBH Ha CIYXHUTEIHUTE CIIOPE]]
JUTBKHOCTTA UM;

0) pena 3a 3asBsBaHe, IPOMSHA U IPEKpPATSIBaHE HA TOCTHIT,

2. mpuara 3a{bJDKUTETHE MEPKH 32 aBTEHTUKALUS, OTOPU3ALIUA U OJUT Ha KOMIIOTBPHUTE MPEXHU
U CUCTEMH, KOMTO BKJIFOUBAT U U3UCKBAHUS 32 ONPE/EIICHA CII0KHOCT Ha JAaHHUTE 3a aBTEHTUKALIUS; aKO Ce
M3I0JI3BAT MapoJIu:

a) Te cieBa /1a ChIbPKAT MAJIKU U roJeMH OYKBH, IIU(PPHU U CHEIMATHU CUMBOJIH;

0) IBJDKMHATA UM TPSIOBA J1a € He IMO-MaJIKO OT 8 CHMBOJIA 32 MOTPEOUTENICKUTE U 12 cMMBOJIa 3a
aJIMUHUCTPATOPCKUTE MPODUIH;

B) MapoJIHTE Ha MOTPEOUTENICKUTE aKayHTH TPsOBa J1a ce CMEHAT PEryJIsIpHO Ha MEPUOJI HE T10-
TOJISIM OT LIECT MECceLa;

3. rapaHTupa, ye noTpeduTenckuTe Npoduin ca MHIUBUAYalHH; B €XKeIHeBHaTa paboTa TpsiOBa aa
ce M3MO0J3BaT NPO(UIN C Hall-HUCKOTO HUBO Ha JOCTHII, KOETO JaBa Bb3MOKHOCT 3a U3IIbJIHEHHE Ha
CITy’K€OHUTE 3a/IbIKCHHUS;

4. rapanTupa, 4e JulaTa, MMally IpaBo Ja 3asaBsABaT JaBaHe, IPOMEHSHE U CIIUpaHe Ha JOCThII,
OIpeJIeJIEHU BbB BBTPEIIHUTE MpaBuia 1o 1. 1, Oyksa "0", mpaBsAT peloBHU IIPErIEAN Ha JOCTBIIUTE, HO HE
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MO-PSAJIKO OT BEAHBK B OJIMHATA; MPU TE3H MPETJIeIU C€ YCTAaHOBSBA JAIM BCUUKHU, HA KOUTO € JaJeH
JOCTBII 10 Mpexkarta, A0 OTASIHUTE CUCTEMU W/WJIH NMPUIIOKEHHSI, UMAT MPABO HA HETO B ChOTBETCTBUE ChC
CITy’keOHUTE UM 3aIbJKEHUS, 1Al BHHIIHY JIUIIA UMAT TOCTHII U KaKbB € TOW (OUBIIHU CITY>KUTENH,
MIPEACTABUTENM Ha TPETU CTPAHM ); 3a IIEJIUTE HA MPETJICTUTE AAMUHUCTPATOPUTE HA CbOTBETHHUTE
MH(OPMALIMOHHHN Y KOMYHHUKAIIIOHHU CUCTEMH MPEIOCTABIT Ha OMPABOMOIIEHUTE BbB BETPEIIHUTE
npaBwia o T. 1, Oyksa "0" JMIla CIUCHK Ha BCHYKH, KOUTO UMAT JIOCTHIT 0 CUCTEMAaTa U HUBOTO HA
J0CThIIa, @ OMIPABOMOIIECHHUTE JIUIA JOKYMEHTHPAHO MOTBbPK/IaBaT WIN JaBaT yYKa3aHUs 3a POMSIHA;

5. orpaHnyaBa JaBaHETO Ha MPUBHIETUPOBAH JOCTHII (MIO-BUCOKO HUBO HA JOCTHIT WM JIOCTBII 10
CUCTeMa, J0 KOSITO JIMIIETO He TPsiOBa J1a MMa JIOCThII B ChOTBETCTBUE C BHTPEIIHUTE MpaBuiia no ai. 1);
MIPUBWICTUPOBAHUSAT IOCTHII TPsIOBa J]a ce JaBa caMmo 3a ONpeAelieH MEPUOJI U 1a C€ KOHTPOIUPAT
TIEWCTBUATA C HETO;

6. rapaHTHpa, Y€ JOCTHIBT J0 CHoJIeNeHH (DalijioBe U MPUHTEPH € pa3pelleH caMmo OT MpesKara,
KoHTpoaupaHa oT Cy0Oekra.

3amura npu oTaajgeyYeH J0CThII/padora oT pa3cTosiHUE

Y. 20. ITpu HE0OXOAMMOCT OT JOCTHIT A0 HH(POPMAITMOHHH aKTUBU U3BBH MpeKaTa,
KoHTposmpaHa ot Cy0ekTa, ce cria3BaT M3NCKBAaHMATA HA Y. 19, BKIFOUHTEHO:
1. ce n3nosn3Ba Hail-Manko ABy(aKTOpHA aBTEHTUKALIUS;

2. ce M3MOJI3BAT CaMO KaHaJIM C BUCOKA CTeNeH Ha 3amuTa kato Virtual Private Network (VPN);
3. ne ce mnonseart File Transfer Protocol (FTP) u Remote Desktop Connection.

3amura Ha XapAyepHHU YCTPOHCTBA

Y. 21. (1) 3a HamansBaHe HA pUCKA OT MHLUUACHTH, IPEIU3BUKAHU OT TEXHUYECKH MTOBPEIH,
CyOexTsT:

1. ocurypsiBa KJIMMaTUKO-MEXaHUYHUTE YCIOBHSI, YKa3aHU OT IPOU3BOIUTES;

2. oChIIECTBSIBAa HAOJIO/ICHUE HA TapAMETPUTE HA yCIOBUATA 10 T. 1;

3. mpoBe’k/a IUIaHUPaHa peryJigipHa TeXHUYecKa NpOoPHUIaKTUKa Ha yCTPOICTBaTa B CbOTBETCTBHE C
MOJIUTUKATA MY 32 )KU3HEHUS UM IHKBII.

(2) 3a HamasiABaHe Ha pUCKa OT HEOTOpU3KpaH N0cThll CyOeKThT € ITbKEH Ja pa3iosiara
yCTpOMCTBATa B 30HU, KOUTO ca (PU3MUECKHU U JOIMYECKH 3alUTEHU B ChOTBETCTBHE C KIacCU(UKALUATA HA
nH(pOpMaLUATA, C KOATO pabOTHAT.

3amura Ha copryep u pbrpmyep

Un. 22. (1) CyOexTbT HHCTAIMpa U MOAIBPKA CaMO BEPCUM Ha U3II0JI3BAHUS B CHCTEMUTE MY
codryep u GpbpMyep, KOUTO c€ MOJABPHKAT OT TEXHUTE JOCTABYMIIM WU MPOU3BOAUTENH U Ca aKTyaJTHU OT
IJIe/IHA TOYKA HA CUTYPHOCTTA.

(2) AIMUHUCTPATUBHHUAT OpraH, CbOTBETHO PHKOBOIUTEINST Ha cyOekTa o wi. 1, an. 1, 1. 2 - 5,
o1100psBa codryepa, KOHTO ce U3I03Ba B MHPOPMALIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH.

(3) CybekThT obpka OUOIMOTEKA ¢ TUCTPUOYTHUBU Ha M3MOJI3BaHMS cOPTyep U PbpMyep C mem
HaMaJsiBaHe Ha BPEMETO 3a Bh3CTAHOBSIBAHE Ha JJaJicHa CUCTEMa CJIe/l CPUB.

(4) CyOexThT npearpreMa MEpKH 3a:

1. HemoNyCKaHe Ha MHCTAIMPAHETO U U3IOJI3BAHETO HA HEO00peH codTyep u pbppmyep;

2. KOHTPOJ BbPXY M3MO0JI3BaHUs copTyep U GbpMyep, BKIIIOYUTEIHO HETOBATa AKTYaIHOCT.

(5) CyOekThT npreMa BbTPELIHH NpaBUiia U HUHCTPYKILUU 32 PETJIAMEHTUPAaHE Ha AEUCTBUATA T10:

1. monabpkane Ha 6uOIMOTEKaTa C IMCTPUOYTUBH Ha U3IONI3BaHUS codTyep u GbpMyep B
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aKTyaJIHO ChCTOSIHUE;

2. yOpaBJIE€HUETO Ha JIOCThIIA J0 Hes;

3. mpociie/isiBaHe 32 HOBOOTKPUTHU YSI3BUMOCTH B CUTYPHOCTTA Ha U3MOJI3BaHUS B CHCTEMUTE MY
codpTyep u GppMyep U 3a TEXHU aKTyalu3anuu (HOBU BEPCUH, BIJICUTH U MTAYOBE), KOUTO OTCTPAHSBAT T€3U
ySI3BUMOCTH, WM MEPKU 32 CMEKYaBAHETO UM, MMyOJIIMKYBaHU OT MIPOU3BOIUTENIUTE WIIN JOCTABUHIINTE;

4. mpunoOuBaHe M MPOBEPKa Ha MPOM3X0/1a M LIEJIOCTTA Ha aKTyaau3alysaTa Ipead HHCTATUPAHETO
u,

5. mpWJIaraHeTo Ha aKTyallu3aluuTe U MPENOPbUaHUTE MEPKH, KOUTO TPsiOBa /1a C€ U3BBPILIBAT
croOpa3Ho pasnopendute Ha 4. 11.

(6) Cy0OekThT rapaHTHpa, Y€ YCTPOUCTBATA i CUCTEMUTE ca KOH(MUTYPUPAHU B CHOTBETCTBUE C
MPENOPHKUTE 3a CUTYPHOCT Ha CHOTBETHHUS UM JJOCTABYHK WJIM MPOU3BOJIUTEN, KATO CE MPUJIOKAT U
M3UCKBAHMATA HA NpuIoKeHne Ne 4.

(7) CybOexThT chxpansBa off-line kornue ot akTyanHuTe KOHOUTYPATMOHHU (paiiIoBe W/HiITu
OIMCaHue Ha HACTPOUKUTE, KaTO JOCTBIIBT JI0 TAX TPpsOBa aa € KoHTponupaH. Konusita Tps6Ba aa ce
MIPOBEPSIBAT PETYJISIPHO OTHOCHO KaY€CTBO U TOJHOCT.

(8) CyOekThT peryisipHO IpaBy MPOBEpKa Ha KOHPUTYpallMOHHUTE (aiiyIoBE U HACTPOUKHUTE HA
CUCTEMH U YCTPOMCTBA 32 HEPErIIaAMEHTHUPAHU NU3MEHEHUSI.

3amura oT 3J10BpeieH codpryep

Ui 23. (1) CyGekThT npuiara B uHGpoOpMannoHHaTa 1 KOMyHHUKAIIMOHHATA CH HH(PACTPYKTypa
MOIX OIS MEPKH 32 3aI[UTa OT MPOHUKBAHE U MEPKH 32 OTKPUBAHE U CIIPABSIHE ChC 3JI0BPECH COPTyep.

(2) Mepxkurte 3a 3ammTa OT 37I0BpeeH codTyep TpsOBa:

1. na ca mpUI0KEHN KbM BCUYKU KOMIIOHEHTH Ha WH()OPMAIIMOHHUTE U KOMYHUKAIIHOHHUTE
CUCTEMH, KBJICTO TOBA € Bh3MOXKHO;

2. 1a ce MOAIBPIKAT B aKTYAIHO ChCTOSTHHE, 32 JIa UIMAT CIIOCOOHOCTTA JIa 3all[UTaBaT OT
HOBOOTKPHUTH 3aIlIaXH.

(3) Mepxkurte 3a 3ammTa OT 3710BpeieH codTyep TpsOBa J1a 03BOJISABAT:

1. u3BBpIIIBaHE HA ITBJIHA IPOBEPKA 32 HAIMYHUE HA 3TIOBpEIeH coPTyep MOHE BEIHBK B CEAMHUIIATA,
KBJIETO € TIPUII0KUMO;

2. MpOBEpKa Ha eJIEKTPOHHATA Tola U (paiiyioBe, CBaJIeHN OT HHTEPHET, KAKTO U MPEHOCHMH
3amuCcBalld YCTPOMCTBA, Mpean Ja ObIaT OTBOPEHHU.

(4) CyOeKThT U3BBPIIBA PETYIISIPHO OIICHKA Ha €(DEeKTUBHOCTTA HA MEPKUTE 32 3alUTa OT
370BpeJIeH coTyep U MpH KOHCTATUPaHH cIa00CTH MpeAnpruemMa IeHCTBUS 3a O00psBaHEe Ha 3aIIUTAaTA.

3amura Ha yed CbpPBbPH

Un. 24. (1) CyOexTbT npeanpuemMa cieHUTE MEPKH 3a 3aIIUTa Ha yeO ChbpBBbpPUTE:

1. mHCTanupa cepruukat Ha yed ChbpBBPHUTE CH, U3/IaJICH OT IOBEPEHA CUCTEeMa 3a cepTuduIupane
(trusted certification authority system); cepTudukarsT TpsiOBa:

a) Jla € U3/1aJIeH 32 ChOTBETHHSA yeO callT (website) i rpymna caiToBe U Jla € YHUKAJICH;

0) J1a U3M0I3Ba AITOPUTHM 3a Kpuntupane mone SHA2;

B) Jla € aKTyaJieH, KaTo CepTU(PHUKATHTE C U3TEKBJ CPOK CEe aHyIUpAaT;

2. 3a 3aIuTa Ha UHTErpyuTeTa HAa HH(pOpMaIuATa, OOMEHsIHA C MoTpeduTenure, yed cauThT (
website) TpsiOBa J1a € gocThiieH camo 1o npoTtokos Hypertext Transfer Protocol Secure (HTTPS), karto ce
U3MoI3BaT caMo Kpunrorpadceku Tpancnoptau nmporokonu TLS (Transport Layer Security) Bepcust 1.2,
nepunupan B RFC 5246 na IETF (The Internet Engineering Task Force - Cnenmanusupana pabotHa rpymna
3a uHTepHET uHxeHepuHr) npe3 2008 r., Bepcus 1.3, nepunupan B RFC 8446 na IETF mpe3 2018 r., wim
ClIeJIBallM 110-HOBU BEPCHH;
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3. 3a KpunTUpaHe Ha HHPOpMaIUATa, OOMEHIHA MEXKAY YeO ChbpBbPa U MOTPEOUTEIUTE MY, C€
MpujIaraT M3UCKBaHMATa Ha 4. 16 1 karo ce B3emat npeasun myonukysanute B RFC na IETF 3a6panu 3a
M3IOJI3BaHE Ha METO/HU 3a MH(pUpaHe B KpUNITOTpadCKUTE TPAHCIIOPTHU MPOTOKOJH;

4. na ce npuioxu noaxonsan; Web Application Firewall (WAP), xoiito HaOmtonaBa u puntpupa
Tpaduka OT U KbM CbOTBETHOTO MPUIIOKEHHE C IIEJT 3alUTa Ha yeO MPUIIOKEHUsATa OT KHOepaTaku OT TUIa
Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), file inclusion, SQL injection u ap.;

5. 1a He ce 1M03BOJIsIBA BMbKBAaHE Ha IAaHHU OT CTpaHa Ha MOTpeOUTeNsl, OCBEH Ha ONpPEIETICHUTE 3a
TOBa MECTa;

6. BCUYKU BXOJHH JIaHHU, OCTHIIBAILU OT KJIMEHTA, BKIIFOUUTEIHO ChbPKAHUETO, IPEJOCTABEHO
OT MOTPeOUTENS U ChABPKAHUETO Ha Opay3bpa, kato headers Ha mpenpamanius u MOTPeOUTEICKH areHT,
TpsiOBa 1a ObIAT BaTUANPAHU;

7. IpUIOXKHUS cOPTyep J1a He MO3BOJIsIBA BHBEXKIAHE HA CIICIIUATHA CUMBOJIA, OCOOCHO TaKUBa,
KoHTO ce n3moia3BaT B SQL 3asBkuTe;

8. BCHUKH JIaHHU, U3IpalaHy OT KIMEHTa U MOKa3BaHU B yeb cTpaHHIla, TpsiOBa na Obaat
koaupanu ¢ HTML, 3a na ce rapantupa, 4e ChIbpKaHUETO ce n300pa3sBa kaTo Tekct BMecto HTML
enemeHT win JavaScript;

9. 3a 3amuTa OT aTaky OT THUIa 0TKa3 oT yciuyru (DoS):

a) Jla ce HaJIOXKK OTPAaHWYCHUE HA 3asBKHUTE M MMO-CIEIMATHO 10 MAKCUMaIHA JbJDKMHA Ha
ChIbP’KaHUETO, MAaKCUMAJTHA JBbJDKMHA Ha 3asBKaTa U MaKCHMallHa IbKMHA Ha 3asBkarta mo Url;

0) 1a ce KOHQUTYpUPAT TUITBT U pa3MepbT Ha headers, KOUTO ye® CHPBBPBT LIE MIPUEME;

B) Jla C€ OrpaHMYAT BpEMETPaeHETO Ha Bpb3KaTa (connection Timeout), BpemeTo, 3a KOETO
ChPBBPBHT M3UAKBa BcUUKU headers Ha 3asBkarta, mpeu Ja s MPeKbCHE, 1 MUHUMATHHIT Opoii 6aiiToBe B
CEeKyHJa IPH U3MpaIllaHe Ha OTTOBOP Ha 3asBKa, 3a Ja C€ MUHUMU3Hpa Bh3aeicTBueTo u Ha slow HTTP
aTaKuy;

10. 3a 3ammura ot brute force aTaku 1a ce BbBe/ie OrpaHUYeHUE Ha OpOsi HEYCIICITHHU OTUTH 32
BJIM3aHE B CUCTEMATa;

11. na He ce U3BEXkIa CIUCHK HA yeO AUPEKTOPUUTE;

12. 6uckButkute (cookies) TpsiOBa 1a UMar:

a) (haar 3a 3amuTa (security flag) - To3u dunar uncTpykTHpa Opay3bpa, ye "OMCKBUTKATa" MOXKE J1a
ObJIe TOCTHITHA camMo 4pe3 3amuTeHu SSL kaHamm;

0) ¢mar HTTP only - uaCTpyKTHpa Opay3bpa, ue "OucKBUTKATa" MOXeE Ja OBbJAe TOCTHITHA CAMO OT
CbpPBBpA, a HE OT CKPUITOBETE, OT CTPaHa Ha KIIMEHTA;

13. headers Ha OTrOBOpHUTE Ha 3asBKH, KOUTO TPSOBA J]a TapaHTHUPAT 3aluTa KaKTO Ha KIIMCHTA,
Taka 1 Ha ye0 caiita (website), KaTo ChABPIKAT OMIIMU, TOCOYCHHU B NMpuJiokeHue No 5;

14. B rmaBHaTa 1upeKTopus Ha yeb caiita (website) ga ce cimoxku aitn robot.txt, KoiTo 1aBa
yKa3zaHus Ha yeb poboTute (60TOBE/MasI) KOJIKO YeCTO Ja 00XO0XKIAT caiiTa, KAKTO M KOU YacTH OT HEro Ja
00XO0KJaT U J1a MHJIEKCUPAT; aKo TO3H (ailyl He ChIIECTBYBA, yed poOOTHTE 00X0KIAT LIEIHS CAIT - BCAKa
€/IHa HeroBa CTPaHUIIa, MOJCTPAHUIIA, CTATHS, IUHK U T.H., KOETO KpHe PUCK 32 KOH(MUICHIIMATHOCTTA Ha
nHpOpPMALIKATA;

15. mpu u3non3Bane Ha CucTema 3a yrnpaBlieHHe Ha chabpkanuero (CMS) nga ce mpomeHu
HAaUMEHOBAHUETO IO TIOApa30upaHe Ha MankKara 3a JOCTHII 0 aIMUHUCTPATOPCKHUS TTAHEIL.

3amuTa Ha Domain Name System (DNS)

Un. 25. CyGexThT TpsiOBa J1a mpeanpreMe ClIeIHUTe MepKH 3a 3amuTa Ha DNS:

1. mpu u3non3BaHe Ha nmoseue oT euH DNS cbpBbp, BCEKH OT TAX /1a € pa3looKeH B pa3nyHa
MpeKa/ToIMpexKa;

2. na nmpunara DNSSEC (Domain Name System Security Extensions);

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



3. na munumusupa DNS 3asskure cwriiacio RFC 7816 na IETF ot 2016 1.5

4. na 3abpanu zone-transfers - 3JJT0HaMEepeHH JUIAa MOTaT OBP30 JIa OMPEEIAT BCHIKHA XOCTOBE B
ompejeneHa 30Ha 4pe3 Tpancdepu Ha DNS 30HH, A2 chOupaT nHPOpMAIIHS 3a TOMEiHa, Ja U30UpaT 1eTu 3a
aTaku, J1a OTKpUBAT Heu3mno3BaHu [P aapecu u 1a 3a00MKaIAT MPEKOBHS KOHTPOJ HA JIOCTHIIA, 3a J1a
Kpajaat uHdopMarIs;

5. B KOHQUTYpaIMOHHUS (Al Ja CIOKU:

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3armmuc;

6) SPF (Sender Policy Framework) 3anuc.

Du3nYeCKa CUTYPHOCT

Y. 26. (1) CyOekTsT ocurypsiBa pu3nuecka 3aInTa Ha THPOPMALMOHHUTE CH aKTHBU 4pe3
IpUJaraHe Ha a/IeKBaTHU U MIPOMOPLUOHATIHU MEPKH CpEIlly 3aIulaxy OT HEOTOPU3UPAH PU3NYECKH TOCThII
10 TsX. Mepkure TpsOBa J1a rapaHTHUpaT HATMYHOCTTA, MHTEIPUTETa U KOH(PUASHIMATHOCTTA Ha
MH(POPMALMOHHUTE aKTHUBH.

(2) Cy06ekThT ocurypsiBa 3amura Ha HHOOPMAITMOHHUTE CH aKTUBH OT TI0Kap, HABOIHCHHE,
XMUMHYECKa U (pU3NUEcKa MPOMSHA Ha Bh3yXa Ype3 MOIXOAAIIN MEPKH B ChOTBETCTBUE C HOPMATHBHUTE
aKTOBeE.

(3) 3a na rapanTHpa euUKacHOCTTa Ha IPUIIOKEHUTE MepkH 110 aji. 1 u 2, CyGeKThT N3BbpIIBA
MOAXOASIIO HAOMIOACHUE BBPXY TSIX.

3anuTa HA UHAYCTPHUAJIHU CHCTEMH 32 KOHTPOJ

Y. 27. B cnyyaii ye CyOeKThT M3M0JI3Ba UHAYCTPUAIHU CUCTEMH 32 KOHTPOJI, OT
(YHKIIMOHMPAHETO U CUTYPHOCTTA Ha KOUTO 3aBUCSAT CHILECTBEHUTE YCIyTH, KOUTO IIPEJOCTaBs, TOU €
33JIBJIKEH J1a IPUJIOKU MOIXOJAIIM MEPKH 3a TAXHATA 3alUTa B CbOTBETCTBUE C U3UCKBAHMATA HA
HapenOaTa, ako ca MPUIOKHUMH.

Hao0ronenue

Ui 28. (1) CyOeKThT U3M0I3Ba CUCTEMA/CHCTEMH 32 aBTOMATHYHO OTKPUBAHE HA ChOUTHS, KOUTO
MoOraT Jia MOBJIMAAT Ha MPEXKOoBaTa U HHPOPMAIIMOHHATA CUTYPHOCT Ha BAKHHUTE 32 JIGHHOCTTa My CUCTEMH,
4ype3 aHaJIU3 Ha HHPOPMAIIMOHHHU TIOTOLHU, POTOKOJIH U (aiiyioBe, MPEMHHABAIIM MTPE3 KIFOYOBU
YCTPOWCTBA, MO3UIIMOHUPAHH TaKa, Ye Jja MOTaT Jla aHaIM3UpaT BCHYKHU ITOTOIH, OOMEHSIHHI MEKTY
COOCTBEHUTE UM MH(DOPMAITMOHHU U KOMYHUKAIIHOHHH CUCTEMH, KAaKTO ¥ ¢ UHPOPMALIMOHHUTE U
KOMYHHUKAI[HOHHUTE CUCTEMH Ha TPETH CTPAHHU.

(2) CyOekThT opranu3upa upe3 BbTPEUTHH MTPaBUiIa W/WIA UHCTPYKIIUHU ISHCTBHATA 32
HAOIIO/ICHUE W PEAKIUs Ha CHTHAIUTE OT Ta3W/TE3U CUCTEMa/CHCTEMHU.

Cucremuu 3anucu (logs)

Un. 29. ITo otHomeHue Ha cucteMHuTe 3anucu CyOeKThT rapanTupa, 4e:

1. B CbpBBPU 32 MPUIOKEHHUS, KOUTO MOIIBbPIKAT KPUTUIHHU JICHHOCTH, CHPBBPU OT CHCTEMHATa
HH(PaACTPYKTYypa, CHPBBPU OT MpEKOBaTa HHPPACTPYKTYpa, OXPAHUTETHH CHOPHKEHUS, CTAaHIIHH 32
WHXXEHEPUHT U MOIPHKKA Ha MHIYCTPUATTHU CUCTEMHU, MPEXKOBO 000py/IBaHE U paOOTHHU MECTa Ha
aJIMMHUCTPATOPH C€ PETUCTPUPAT aBTOMATHYHO BCUUKH CHOUTHS, KOUTO Ca CBbP3aHU Hall-MaJKo C
ABTEHTHKAIUS Ha MMOTPEOUTENUTE, YIIpaBlIeHUe Ha poduiuTe, MpaBaTa Ha JOCTHII, IPOMEHHU B IIPaBHIIaTa
3a CUTYPHOCT ¥ ()YHKIIMOHUpPAaHE HAa UHPOPMAIIMOHHUTE U KOMYHUKAIMOHHUTE CUCTEMH;

2. B 3aMHCUTE 32 BCAKO OT T€3U CHOUTHUS € OTOENSA3aHO aCTPOHOMUYECKOTO BpEMe, KOrarto €
HACTBIINIO CHOUTHETO;
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3. BCUYKM KOMIIOHEHTH Ha CUCTEMUTE MOAIbPKAT €IMHHO BPEME B CbOTBETCTBUE C U3UCKBAHUATA
Ha!

a) crangapta BJIC ISO 8601-1 "Jlata u Bpeme. [IpencraBsiaus 3a oOMeH Ha nHpopmarms. Yact 1:
Ocnosuu npasuna” u BJIC ISO 8601-2 "Jlata u Bpeme. [Ipencrapsaus 3a oOMeH Ha nHbopmarms. Yact 2:
Pasmpenus"; BpeMeTo 3a HaCTHIIBAHETO HAa CHOUTHUS C TIPABHO HIIM TEXHUYECKO 3HAUCHUE CE OTUUTA C
TOYHOCT JI0 T'OJINHA, J1aTa, Yac, MUHYTa U CEKyH/1a, a IPU TEXHOJIOTUYHA HEOOXOIUMOCT C€ JOIyCKa U
OTYUTAHE IO MUJIUCEKYH/Ia;

0) 32 CHHXpOHM3ALIMs HA YACOBHHUIIUTE HA KOMIIOHEHTH Ha WH(POPMAIIMOHHUTE U
KOMYHHUKAITMOHHUTE CHCTEMH TpsOBa 1ia ce u3noi3Ba npoTokosl NTP V4 (Network Time Protocol, Bepcust
4.0 u cnenpamm), ocHoBad Ha RFC 5905 na IETF ot 2010 1., KaTo ce ocurypsiBa XpOHOMETpHUYHA
nerepmuHaius ¢ Bpemenara ckasia Ha UTC (Coordinated Universal Time), uiau anaiorudes;

4. nocThIbT 10 H(MOPMALIUATA IO aj. | € orpaHMYeH camMo J0 JIMIla, UMAIIH 3aIbJDKEHUS 32
HaOJI0IeHNETO IO cMHChIIa Ha 4. 30, 3a pa3peraBaHeTo Ha WHIMICHTH ¢ MpEXoBaTa U HH(popMaIrmoHHaTa
CUTYPHOCT, 32 Pa3KpUBAaHETO U PA3CJIEIBAHETO HA TEKKH MPECTHIUICHHS U MTpeCcThIUIeHN 1Mo 4. 319a -
319e or Haka3aTejHHsI KOJAEKC B ChOTBETCTBHE ¢ Wi. 14, aix. 4, T. 2 u wi. 15, axn. 3, 1. 3 or 3akoHa 3a
KHOEpPCUTI'YPHOCT; IOCTBHITBT /10 Ta3u UH(OpMalus TpsOBa J1a € caMo 3a YETEHE;

5. uadopmarmsTa o an. 1 ce apXuBUpa U ce ChbXpaHABa 3a MEPHOJ He MO-MaTbK OT JBaHaleCeT
Mecena Ipy Clia3BaHe Ha U3MCKBAaHUATA HA 4JI. 32;

6. CyOexThT TpsiOBa J1a € B ChCTOSIHUE Ja U3BbPIIBA KOopeianus Ha nHpopManusiTa no ai. 1 ot
Pa3NUYHUTE U3TOYHULM U J]a IPABST aHAIU3, 32 J1a OTKPHUAT CbOUTHS, KOUTO 3acAraT MpeKoBarTa 1
nH(pOpMallMOHHATA CUTYPHOCT.

YnpasiieHue HAa HHIUACHTH ¢ MPeKOBaTa M HHGPOPMALMOHHATA CUTYPHOCT

Ui. 30. (1) BeB BhTpemHuTe mpaBuia Mo CMUCHIA Ha 4. 5, ajl. 1, T. 6 ce permaMmeHTHpaT BCUYKU
JIEHHOCTH MpU 00pabOTKaTa Ha CUTHATN M PEaKIus IPU UHIIUACHTH.

(2) BpTpeunure npasuiia 1o aji. 1 ceabpxar:

1. pena 3a mojiaBaHe Ha CUTHAJIM 32 HACTBIMIIN WA MOTEHUUATHU ChOUTHS, OKa3Ballld HETaTUBHO
BIIUSTHUE BBPXY MpPEKOBaTa U MH(OPMAIIMOHHATA CUTYPHOCT;

2. nadopmanus 3a JuIaTa, OTTOBOPHU 32 PErUCThpa Ha UHIUICHTUTE;

3. pena 3a perucTpupaHe Ha CUTHaja, IPOBEpKaTa Ha HEroBaTa JOCTOBEPHOCT, KIIaCU(DUIIMPAHETO
MY, IPHOPUTU3UPAHETO MY U IIOCJIEIBAIIOTO YBEIOMSIBAHE 3a TOBA HA MOAATEIIS;

4. pena 3a yBeIOMsIBaHE 3a MHIIUICHTA ((PYHKIIMOHAIHA U HepapXUyHa ecKaaius);

5. pena 3a mogaBaHe Ha WH(GOpPMAIHA 32 HAUMHA 32 pa3pelIaBaHe Ha WHIUICHTA;

6. pena 3a NPUKIIOYBAHE HA NHIINJICHTA;

7. mpolieca 3a cbOupaHe, ChbXpaHsBaHe U MpelaBaHe Ha I0KA3aTelICTBa, KOraTo HHIMICHTHT
MIPEANoara U3BbPIIBAaHETO HA MPOLECYATHN JEHUCTBUS CPENLy JUIE WIM OPTaHU3alusl, BKIIFOUUTEIIHO
HEOO0XO/IMMUTE 32 TOBA 3aIUCH;

8. mpaBara Ha JI0CThII O PETUCTbpPA HA UHLIUJCHTUTE.

(3) CyOekTbT pa3paboTBa, IpoBepsiBa U MOAAbPKA B aKTyallHO ChCTOSIHHUE TIAHOBE 32 CIIPaBsIHE C
MHIMJICHTUTE, KOUTO OMXa MMaJId Hali-CepUO3HO BH3/ICHCTBHE BHPXY MpEXKoBaTa U HHPOPMALMOHHATA
curypHoct. [InanoBere chabpkaT HHGOpMaIUS 3a:

1. OTrOBOpHUKA 32 OpraHU3alUsTa IPYU HACTHIIBAHE HA MHLUJICHT;

. pena 3a uHGOPMHpAHE;

. MEPKHTE, KOUTO CJIEJIBA J1a C€ IpeANprueMar 1 OTTOBOPHOTO 32 TOBA JIUIIE;
. penaa 3a KOHCYJITHUPAHE;

. pena 3a ciieJIeHe Ha apaMeTpUTE 110 BpeMe Ha MHUUICHTA;

AN L B W DN

. INIIETO, KOETO IIIe ChbOMpPa U ChXpaHsIBa HEOOX0oAMMaTa HHGOPMAITUS, U JIp.
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(4) CybekThT pa3paboTBa CTpaTerus 3a KOMYHHUKAINS, KOSITO OTPEIEIIs pelia 3a CIOJICIsTHE Ha
nH(pOopMalMATa 32 UHIIUIECHTA ChC CIIYKUTENH, MApTHOPH, TOCTABUULIU, KIUEHTH, MEIUU, TP KaBHU
Oprasu.

YBenoMsiBaHe 3a MHIIUIEHTH

Un. 31. (1) [Ipu uHUKAEHT ¢ MpekoBaTa U MH(OOPMAIIMOHHATA CUTYPHOCT CITY)KUTEJISAT WU
aJIMMHHUCTPATUBHOTO 3BE€HO, OTTOBAPSAIIO 32 MPEKOBaTa U MH(POpMaIlMOHHATa CUTYPHOCT IO CMUCHJIA Ha
wi. 3, aJl. 2, yBeIOMsABaT CbOTBETHHSI CEKTOPEH E€KUII 33 pearupaHe Ipyu UHIUACHTH C KOMIIIOThPHATA
CUTYPHOCT 32 UHIIUJCHTUTE B CPOKOBETE, MOCOUYECHH B 4. 21, ain. 4 U 5 u wi. 22 ot 3akoHa 3a
KHOepCUrypHocT.

(2) 3a yBenomsiBaneto 1o ai. | u no wa. 17, ain. 7 ot 3akoHa 3a KHOepPCUTYPHOCT C€ U3I0JI3Ba
dbopmara, mocoueHa B npusioxenue Ne 7.

(3) IIpu m3nBIHSABaHE HAa M3UCKBAHETO HAa Wi. 17, ajl. 8 oT 3aKkoHa 3a KHOEPCUTYPHOCT
CEeKTOPHUTE €KHITH 32 pearupane Mpu HHIUACHTH C KOMIIIOThPHATA CUTYPHOCT M3MpamaT oboouienara
cTaThCcTUYecKa HHPOpMAIH 3a MHIIMIEHTH KbM HAallMOHAJIHUS EKHUII 32 pearupane Mpyu WHIUACHTH C
KOMIIIOThPHATA CUTYPHOCT, KaTO U3M0N3BaT opMara, oco4yeHa B mpuJioxkeHne Ne 8.

(4) B ciiyuaii ye nadopmanusTa mo ajn. 2 ¥ 3 ce unpaiia 1o eJeKTpoHHa Mo1la, T4 TpsiOBa Ja e
MOJXOAAIIO 3alllUTeHa OT HEOTOPU3UPAH JAOCTHII U J1a € KiIacu(uIpaHa cbriaacHo 4. 6, a. 7.

Pasnen II1.
YcroituuBocT

Pe3epBupane u apxuBupane Ha nHGpopManus

Ui 32. (1) BerpenmauTe npaBuiia/MHCTPYKIMH 10 CMUCHIIA Ha 4JI. 5, ajl. 1, T. 6 ce pa3paboTBar B
CBHOTBETCTBUE C LIEJIUTE U CTPATETHUECKUTE HACOKHU, ONPEIEIICHH B MTOJUTHKATA 32 MPEXKOBA U
MHPOPMAIMOHHA CUTYPHOCT OTHOCHO 3allliTa Ha MHTETPUTETa Ha WH(POPMAIHUATA B CIIy4aid Ha HHIIU/ICHT,
3acsrail HeHaTa TOCTBITHOCT.

(2) Berpenraure npaBuiia/MHCTPYKINH 110 all. 1 permaMeHTupaT NpouecuTe, CBbP3aHUTe C TAX
JCHHOCTH M OTTOBOPHOCTHUTE MO PE3epPBUPAHE U apXUBUpPaHe Ha MHPOPMAIIHs, KaTO B ChIBPKAHUETO UM CE
BKJIFOUBA Hal-MaJIKO:

1. unpopmanusra (06a3u JaHHHU, KOH(UTYPAIMOHHU (aiiioBe, UMHKU Ha CUCTEMH U IIp.), KOSITO
11I€ Ce pe3epBUpa U/WUIIH apXUBHPA;

2. TEXHOJIOTHsTA, KOSATO 1€ CE M3I0JI3Ba 32 apXUBHUPAHE U PE3EPBHUPAHE;

3. TUI'BT Ha pe3epBUpaHe (YJACTUYHO, IBJIHO U JP.);

4. mepuoIbT HA U3BBPIIBAHE HA APXUBUPAHETO U PE3CPBUPAHETO;

5. OposIT Ha KONUsATa, KOUTO IIE CE MPaBsIT;

6. BpeMeTO 3a ChbXpaHsIBaHE Ha BCSIKO KOIMHE CHITIACHO M3UCKBAHUATA HA HOPMAaTUBHUTE aKTOBE U
OLIEHKaTa Ha PUCKa;

7. MSICTOTO Ha ChbXPaHsBaHE Ha BCSIKO KOIHE;

8. HAYMHBT Ha 3aIMTa OT HEIIPABOMEPEH JIOCTHII ((PU3NIECKa U JIOTHIECKA);

9. ciiyyanTe Ha U3MOJI3BaHE;

10. nuieTo, KOETOo /aBa pa3pelIeHre 3a U3MOJI3BAHETO.

(3) Bcuuku u3ncKBaHuUs 10 aJl. 2 ¢€ ONPEACIIAT OT COOCTBEHHKA HAa MH(OPMAIUATA WIH C HETOBOTO
ono0peHue U TpsAOBa 1a ObAaT chOOpa3eHU C BPEMETO, 3a KOETO TS TpsiOBa /1a ce Bb3CTaHOBH, 3a J1a ce
rapaHTipa He0OX0JIMMOTO HUBO Ha HAJTMYHOCT HA yCIyTraTa.

(4) Ilpu pe3epBUpaHETO U/WIIM APXUBUPAHETO HA HHPOPMAIIHUATA CE CIa3BaT CICTHUTE U3UCKBAHUS:
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1. 1a ce mpaBsT peryJspHU KOMHUs ChOOPa3HO pUCKa OT 3aryda Ha uH(pOpMaIHs U IMHAMHKATa Ha
N3MEHEHHETO M,

2. xonuATa Ha HHGOpPMAIKA Ja ca €TUKETUPAHH 110 HAYMH, YKa3Balll €THO3HAYHO TIOHE KaKBa €
nHpOpMaNHUATA, 32 KOS CHCTEMa, KaKbB METOJI € M3IIOJI3BaH 32 Ch3/1aBaHe Ha KOIHETO, JaTa U 4ac;

3. KonusTa Ha YyBCTBUTEIHA HH(OPMALIUS [1a ca B KPUIITHPAH BUJI WM TTOHE 3AIUTEHH C T1apoia;

4. xonusATa Ha HHPOPMALIKATA J1a CE ChXPAHABAT HA OT/ENTHA MAIIMHA M 10 BE3MOXKHOCT B JIpyra
3aIlIMTeHA MPEXKa;

5. eIHO OT KOMMATA Ha KPUTUYHA 32 JAeWHOCTTa HH(popMaIys ce chxpaHssa off-line u mo
BB3MOKHOCT B JIpyTa Crpajia Wiy Ha OTJaJICYCHO MSACTO;

6. 1a ce TIpaBM peTyJIIpHa MPOBEPKA HA TOJHOCTTA HAa PE3EPBHUTE KOIIHSI, TaTH T€ U3ITBIHIBAT
LeJIUTe, 32 KOUTO ca Ch3/1aJIeHH, U TIOCTUTA JIU CE HEOOXOIMMOTO BPEME 3a Bb3CTAHOBSIBAHE.

Pe3epBupaHe Ha KOMIIOHEHTH HAa HH(PACTPYKTypaTa

Ui 33. CyOekThT npeanpuemMa Mmoaxo 11 U B ChOTBETCTBUE C PUCKOBETE MEPKH 3a TapaHTHPAHE
Ha HUBOTO HA YCIYTUTE U IEHHOCTUTE, KOUTO ca B 00XBaTa Ha HapenOara, Kato:

1. pe3epBHUpaHe HA CUCTEMH;

2. pe3epBHUpaHe Ha yCTPOMCTBA;

3. OaylaHCUpaHe HAa HATOBAPBAHETO HA KPUTUIHH YCTPOHCTBA MITU CHCTEMU;

4. pe3epBUpaHe Ha IIEHTPOBE 3a JaHHHU.

IlnanoBe 3a HEMPEKBCBAEMOCT

Y. 34. (1) CybekTsT pazpaboTBa IJIaHOBE 32 JICHCTBHS B CIIy4ail Ha aBapuu, IPUPOIHU OeACTBUSA
WIM YT HEMIPEIBUIEHU OOCTOATEICTBA, KOUTO OMXa MPUUMHUIM IPEKbCBAHE HA MPEIOCTaBsiHATA OT HETO
yciyra B CbOTBETCTBHE C U3UCKBAaHUATA HA YJI. 5, au1. 1, T. 6.

(2) IInanogete o ain. 1 chabpxKaT:

1. oGcTosTENCTBATA, 32 KOUTO CE OTHACAT;

2. mparoBeTe, IPU KOUTO CE 3a/1eHCTBAT;

3. IMIIETO, KOETO J1aBa pa3pelICHUE 32 3aICHICTBAHETO UM;

4. pena 3a Bb3CTaHOBSIBAHE Ha YCIYI'MTE U AEMHOCTUTE O ONPEIEIIEHO HUBO.

(3) [Inanogete mo ain. 1:

1. ce mpourpaBat NepuOIUYHO, HO HE MO-PS/IKO OT BEIHBK B TOIMHATA, C L1e] J]a ce IPOBEPH
TAXHaTa aKTyaJIHOCT U J]a CE TPEHUpAT JIMLaTa, KOUTO UMaT OTTOBOPHOCTH 32 U3II'BJIHEHUETO UM;

2. ce MoAIbPKAT B AKTYAJIHO ChCTOSTHUE;

3. ca IOCTBIIHU CaMo 3a JUIaTa, KOUTO UMAT OTTOBOPHOCTH 3a TAXHOTO U3I'bJIHEHUE;

4. ce cbXpaHsBaT Hali-MaJIKO Ha JIBE MECTA, €IHO OT KOUTO € U3BbH CrpajaTa, B KOATO c€ HaMUpaT
CUCTEMMTE, 32 KOUTO CE OTHACHT.

I'naBa Tpera.
KOHTPO.I

Onutn

Ui 35. (1) KoHTposrsT 3a cria3BaHe Ha M3MCKBAHMTA HA IJ1aBa BTOPA U MPUETUTE CTAaHAAPTH CEe
OCBUIECTBSIBA UPE3:
1. BpTpeLIHU OJUTH (OT IIbpBa cTpaHa), KOUTO ca opranuzupanu otT CyOeKTa u ce U3BbPIIBAT OT
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HETrOBHU CIIYKUTEJIM WIN OT TPETa CTPaHa, HO OT HETOBO HME;

2. BbHUIHHU OAMUTH OT BTOPA CTPaHa, KOUTO Ca OPraHU3UpaHU OT KJIMEHTH WM JOCTaBYUIU HA
Cyo0exra;

3. BBHIIIHU OJWTH OT TPETA CTPaHa, MPOBEKIAHU OT HE3aBUCUMH OPTaHM3AIUHU 33 OJUT, KaTO
KOHTPOJIHM OpraHy Ha U3MBIHUTETHATA BIACT WM OPTaHU3AIMH, UMAIIH [TPaBO Ja U3BBPIIBAT
aKpeIUTaIUs WINA CepTU(DUKATIHSL.

(2) Omutute Mo an. 1, T. 2 1 3 ca NPEeNnOPHYNTEITHA MEPKH.

(3) Onutute no an. 1, T. 1 ce uzBbpmBar B choTBeTcTBUE Che cTanAapt bJIC EN ISO 19011 "
VkazaHus 3a U3BBPILIBAHE HA OJIUT HA CUCTEMU 3a ynpasieHue'", uznuckBanusara Ha ctanaapt bJIC EN
ISO/IEC 17020 "OueHsiBaHEe Ha CHOTBETCTBUETO", KATO CE CIIa3Ba HAM-MaJIKO CICIHOTO:

1. oguTHUTE CEe MPOBEkKAAT MEPUOTUIHO, HO HE MO-PSIIKO OT BEHBK B TOAUHATA;

2. OIUTHUTE CE MPOBEKIAT 10 JOKYMEHTHPAHU U OA00PEHU MPOLEAYPH, TOJUIIHUA TPOrPaMu U
IUIAHOBE, KOMTO Ca ONOBECTEHU Ha JIMLATa, OTIOBapsIY 32 OAUTHpaHaTa 00JacT;

3. OIUTHUTE CE U3BBPIIBAT OT JIMIIA, IPUTEKABAIIM KBaTuUKalKs B 00JaCTTa Ha KOHTPOJIa U
MMaIly HeOOXOJMMUTE 3HAHUA U MPo(ecHOoHaNIeH ONMUT B 00JacTTa Ha MpeXoBaTa U HHPOPMaLlMOHHATA
CUTYPHOCT;

4. omUTOPBT CMa3Ba MPUHIIUITUTE 32 TOYTEHOCT, OE3MPUCTPACTHOCT, MPOPECHOHATHIBM,
HE3aBUCHMOCT U KOH(HUICHIINAIHOCT;

5. OIUTOPBT HE MOKE Ja OAUTHPA COOCTBEHATA CU IEUHOCT;

6. pe3ynTaTHTe OT OJUTA CE TOKYMEHTHPAT U 32 TAX c€ HHPOPMHUPA CITYKUTENAT, OTTOBAPSALI 3a
onuTHpaHarta o0JacT;

7. Ipu HECHOTBETCTBUE C M3UCKBAHUATA TIOJPOOHO CE TOKYMEHTHPA U3UCKBAHETO U
KOHCTaTUPAHOTO ChCTOSTHUE U C€ TI0COYBA CPOK 32 OTCTPAHSBAHETO MY;

8. pesynTarure ot oauta ca ¢ knacudukauus TLP-AMBER.

(4) CyOekThT mpeiocTaBs pe3yITaTUTE OT OJUTHTE HAa ChOTBETHHSI HAIIMOHAJIEH KOMIICTCHTEH
OpraH CbhrijaacHo wi. 16, aj. 5 or 3akoHa 3a KHOEPCUTYPHOCT.

IIpoBepku

Ui 36. (1) (U3m. - IB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) [IpoBepkuTe 3a ChOTBETCTBUE C
M3HMCKBaHUATA Ha TJIaBa BTOPA, OCHIIECTBSIBAHN OT MHHHUCTHPA HA €JIEKTPOHHOTO YIPaBIECHUE CHIVIACHO 4.I.
12, 1. 6 oT 3aK0Ha 32 KHOEPCUTYPHOCT, ce U3BbpIIBaT choOpasHo cranaapt bJIC EN ISO 19011 "
VYkazaHus 3a U3BBPIIBAHE HA OJIUT HA CUCTEMU 3a ynpasieHue" u ndnuckBanusTa Ha ctanaapt bJIC EN
ISO/IEC 17020 "OmnensiBane Ha ChOTBETCTBHETO".

(2) (U3m. - JIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) [IpoBepkuTe ce mpoBEXIAT MO
JOKYMEHTUPAHU U YTBBPJACHU OT MUHUCTHPA Ha €IEKTPOHHOTO YIIPaBJICHUE BTPEIIHH MpaBUJIa.

(3) (U3m. - IB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) [IpoBepkuTe ce U3BBPIIBAT MO
TOJUIIIHA TIpOrpamMa, 0JJOOpeHa OT MUHUCTBPa Ha €IEKTPOHHOTO yMpaBJIeHHE, KOSATO ce MyOInKyBa Ha
CTPAHMIIATA HA MUHUCTEPCTBOTO JI0 Kpasi Ha MPEJIXO0HATA TOIHHA.

(4) (U3m. - JIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) [IpoBepku U3BHH 0j00peHaTa TOUIITHA
nporpama ce U3BbpPIIBAT 110 UCKaHEe Ha IMpaBOMMAILl OPTaH, KaKTo | 1o 3asgBka Ha Cy0OekTa, KaTo MOCIeIHUTE
Ce OCBILECTBABAT CaMO MIPU HAJIM4YKME Ha CBOOOJIEH pecypc Ha ONPAaBOMOULICHUTE OT MUHUCTbpA Ha
€JIEKTPOHHOTO yIpaBleHUE JTUIIA.

(5) 3a Bcsika mpoBepKa OMPABOMOIIEHUTE JIMIIA Ch3/aBaT IUIaH, ¢ KOWTO CE 3ar03HaBa
aJIMMHHUCTPATUBHUST OpraH WU CbOTBETHO pbkoBoauTensaT Ha CyOekrta mo wi. 1, aj. 1, T. 2 - 5 - 00exT Ha
IIpOBEpKaTa.

(6) Bpemero 3a U3BBpILIBaHE HA MPOBEPKATa C€ ChIJIacyBa C aIMUHUCTPATUBEH OpraH WU
CBHOTBETHO € pbKOBOAUTENS Ha oguTupanus CyOekt no ui. 1, a. 1, T. 2 - 5 - 00eKT Ha mpoBepkara, He Mo-
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KBbCHO OT CEJIEM JIHU IIPEId HAa4yaJoTO Ha IIPOBEpKaTa.

(7) (A3m. - IB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 1.) OnpaBOMOIICHUTE OT MUHUCTHPA HA
€JIEKTPOHHOTO yTIpaBJIeHHE JIMIIA TPsOBa Ja MpUTEkaBaT KBaJU(pHUKaIKs B 00JIaCTTa Ha KOHTPOJIA U J]a UMaT
HEOOXOAMMUTE 3HaHUS U MPOGECUOHAIICH OMUT B 00JIaCTTa HA MPEXKOBaTa U MH(POPMAIIMOHHATA CUTYPHOCT.

(8) OmpaBomolieHUTE TUIla CTIa3BaT MPUHITUIIUTE 32 MOYTEHOCT, OE3MPUCTPACTHOCT,
npodeCHoHaTU3bM, HE3aBUCHMOCT U KOH(DHUICHIINATHOCT.

(9) OnpaBomolieHUTE JTUIA U3TOTBAT AOKJIAJ C Pe3yJATaTUTE OT MMPOBEPKATa B CPOK HE MO-KBCHO OT
10 nHU cnen NPUKITIOYBaHETO Ha npoBepkata. Joknanst ce knacuduuupa ¢ TLP-AMBER.

(10) (M3m. - [IB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) B noxnana no ain. 9 ce moco4sa u
OLIEHKaTa, MOJy4YeHa B CbOTBETCTBUE C METOAMKATA 32 U3BBPIIBAHE HA OLICHKA HA MpEeKOBaTa U
nH(pOpPMallMOHHATA CUTYPHOCT, IPUETa OT MMHUCTHPA Ha €JIEKTPOHHOTO yNpaBiIeHUE ChIrilacHo wil. 12, T. 7
oT 3aKkoHa 32 KHOEPCUTYPHOCT.

(11) B ciyuait Ha KOHCTaTHPaHO HECHOTBETCTBHE C M3UCKBAHUATA B TOKJIAZa MOJIPOOHO ce
JOKYMEHTHUPA U3UCKBAHETO U KOHCTATUPAHOTO CHCTOSIHUE, CPOK 32 OTCTPAHSIBAHETO MY U aKo €
HE00X0IMMO, IPENOPBKH KaK J1a ObJIe OTCTPAHEHO.

(12) B noxmana mo ain. 9 moke ga ObJaT BKIFOUYCHH U MPEMOPHKH 32 MOI00psiIBaHE HA HUBOTO HA
MpexoBaTa U HHPOPMAaLIMOHHATA CUTYPHOCT.

(13) (U3m. - 1B, 6p. 47 ot 2022 1., B cunia ot 24.06.2022 r.) MUHUCTBPBT Ha €IEKTPOHHOTO
yIpaBlIeHUE WIN YITBIHOMOIIIEHO OT HETo JIUIIE U3Mpala T0KIa1a o aji. 9 Ha aIMUHUCTPATUBHUS OpTaH,
CBHOTBETHO Ha pbKoBoAHTENs HA Cy0OeKkTa, KbAETO € HalpaBeHa MpoBepKara.

(14) (U3m. - [IB, 6p. 47 ot 2022 r., B cuia ot 24.06.2022 r.) MUHUCTBPBT Ha EIEKTPOHHOTO
yTpaBJIeHUE WK YITBIHOMOIIEHO OT HEro JIMIE MJIaHUpa JeMCTBUS 3a MOCIeABAI KOHTPOJI 32 OTCTpaHsBaHe
Ha KOHCTaTHPaHUTE HECHOTBETCTBUS U MHPOPMHPA 32 TAX PHKOBOIUTEIS HA OJUTHUPAHOTO JIMLIE 1O 4JI. 1,
am 1.

AHKeTH

Ui 37. (1) 3a nenure Ha wi. 16, aj. 3, T. 3 oT 3akoHa 3a KHOEPCUTYPHOCT HAIIMOHATHUTE
KOMIIETEHTHH OPTaHU U3M0JI3BAT U aHKETH.

(2) AuketuTe ce oTHacAT 10 oOXBaTa Ha Ta3u Hapeada, MOCoYeH B wil. 1, asr. 2.

(3) B ankerute Moxe na ce ucka nHGOpMaIKUg OTHOCHO BCHYKH M3UCKBAHUS, IOCOYEHH B IjiaBa
BTOpA, OTJEJIHU Pa3Aeiu OT Hesl WK OTJEJIHU WIEHOBE, HE3aBUCUMO B KOH pasjiedn ca.

(4) ITonbiHEHHTE aHKETH ca ¢ kinacudukamus TLP-AMBER.

I'maBa yerBbpTa.
PETUCTBHP HA CBIIECTBEHUTE YCJIIYI'H

NnenTudguuupane Ha ChbIIeCTBEHUTE YCJIYTH M HA ONIEPATOPUTE HA ChIIECTBEHHU yCJIYIH

Ui 38. (1) ATMUHUCTpAaTUBHUTE OPTaHu, OTPEICIICHH C perieHne Ha MUHUCTEPCKUS ChBET
ChIVIaCHO 4. 16, ai. 1 oT 3akoHa 3a KHOepPCUTYPHOCT, UICHTU(DUIIUPAT U PETUCTPUPAT CHIIECTBEHUTE
YCIIyTU B CbOTBETHUTE CEKTOPH U MOACEKTOPH U ONEPATOPUTE, KOUTO ' MPEJOCTABSAT.

(2) 3a uenure Ha an. 1 aAMUHUCTPATUBHUTE OpraHU NMpUiIaraT METOJUKaTa, IPUETA C PEIIeHUE Ha
MuHuCTEpCKHS CHBET.

(3) AIMMHUCTPAaTUBHUTE OPTaHy 110 ajl. | peryyspHo, HO HE MO-MaJIKO OT BEJHBX Ha JIBE F'OJHHU,
IIPaBST Mperiie] Ha:

1. agexBaTHOCTTa Ha cTIeU()UUHUTE 3a COTBETHUSI CEKTOP KPUTEPHUU U €BEHTYaJIHH MparoBe 3a
OIpeJIeJIsIHE Ha ChILECTBEHUTE YCIIyTH, Ie(UHUPAHU B METOAMKATA 110 all. 2;
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2. ChIIECTBEHUTE YCIYTH B ChOTBETHUTE CEKTOPH U MOJCEKTOPH U ONEpaTOpUTE, KOUTO T'
MPEAOCTaBIT.

Knacudukanus Ha nungopmMauusaTa B perucTbpa Ha CbIIECTBEHUTE YCIYTH
Uin. 39. Undopmanusra, crOpana mo 4. 38, e ¢ knacudukarus TLP-RED.
Momaprikka HA HHPOPMALHUSTA B PETHCTHPA HA ChIECTBEHHTE YCIYTH

Un. 40. (1) (U3wm. - [IB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) AIMUHUCTPATUBHUTE OPTaHU
o 4. 38, an. 1 npenaBaT Ha MUHUCTBPA Ha €IEKTPOHHOTO YIpaBieHHe HH(GOPMAIIUATA 32 ChILIECTBEHUTE
YCIIyTH B CbOTBETHUTE CEKTOPH U MOACEKTOPH U 3a OIIEPATOPUTE, KOUTO I'M MPEJOCTABAT, IOCOUYEHA B 4JI. 6,
ai. 1 ot 3akoHa 3a KMOepCUrypHocT, 1 uHpopmamuaTa, cbOpaHa B pe3yiTaT Ha U3IbJIHCHHE Ha 4Jl. 38,
aJI. 2 10 3alIUTEHH KOMYHHMKAI[MOHHU KaHAJIH.

(2) (U3m. - IB, 6p. 36 ot 2022 ., u3m. - JIB, 6p. 47 ot 2022 1., B cuiia ot 24.06.2022 1.)
MUHHUCTBPBT Ha TPAHCIIOPTA M CHOOIIECHUATA MIPE/IaBa Mo 3alUTEHN KOMYHUKAIIMOHHYU KaHAJIA Ha
MUHHCTBPA Ha JIEKTPOHHOTO yIpaBieHne HHHOpMAIHITA 32 BCHUKU IIU(PPOBH YCIYTH CHITACHO PEIUTA
57 ot AupextuBa (EC) 2016/1148 na EBponeiickus napiameHT 1 Ha CbBeta ot 6 1osu 2016 r. oTHOCHO
MEPKH 32 BUCOKO O0III0 HUBO HA CUTYPHOCT Ha MpexuTe 1 nHpopmannonaure cucremu B Crioza (OB, L
194/1 ot 19 ronu 2016 1.), pasnpeneneHu 1Mo BUA0BE ChIIaCHO MpHUIo:KeHHue Ne 2 KbM 4. 4, a. 1, T. 2
KbM 3aKOHa 32 KHOCPCUTYPHOCT, U 32 JOCTaBUUIUTE, KOUTO I'M IPEAOCTABAT.

AIMHHHMCTPpUPAaHE

Ui 41. (U3m. - JIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) OnpaBOMOIIIEHH OT MUHUCTHPA Ha
€JICKTPOHHOTO YIIPABJICHHUE CITYKUTEIN aIMUHUCTPUPAT PETUCTHP HA ChIIECTBEHUTE YCIYTH U BHBEXKIAT
nH(popmanusATa, moyrydeHa mo 4. 38.

3amuTa HA PerHcThpPa HA ChIIECTBEHUTE YCJIYTH

Ui 42. KM perucTbpa Ha ChIIECTBEHUTE YCIYTH C€ MpUIarat aJeKBaTHUTE U MPUII0KUMH
MUHUMAJIHA MEPKH 32 MPEKOoBa 1 HH()OPMALIMOHHA CUTYPHOCT, IOCOYEHH B IJiaBa BTopa, pases Il ¢
YTOYHEHUSTA, MOCOYEHH B Wwi. 19, u pa3zgea I11.

YnpasiieHue Ha 10CTHIIA 10 PErHCTbPa HA ChIIECTBEHUTE YCJIYTH

Ui 43. (1) HocTsn 10 perucThpa Ha ChIIECTBEHUTE YCIYT'M UMAT YITbIHOMOILEHU IPEACTaBUTENN
Ha!

1. HanmoHnanHus exun 3a pearupaHe Ipy MHIUAECHTU C KOMIIIOTbpHATa CUTYPHOCT 110 CMUCBJIA Ha
1. 19, an. 1 ot 3akoHa 3a kKMOEPCUTYPHOCT 32 U3II'bJIHEHUE Ha PyHKUMUUTE My 10 4. 19, an. 2, 1. 1 u 10,
KaTo JOCTBITBT € A0 Iis1aTa nHpOpMalLKs U J1aBa IpaBo caMo 3a YETEeHE;

2. CEKTOpPHUTE EKUIIU 3a PearupaHe Ha MHIMUJEHTH C KOMIIIOThPHATA CUTYPHOCT 110 CMUCHJIA Ha 4JI.
18, ai1. 1 o 3akoHa 3a KHOEPCUTYPHOCT 32 U3MBJIHEHUE HAa PYHKITMUTE My 110 WiI. 18, ai1. 3 u 7 ot
3akoHa 32 KHOepPCUTYPHOCT, KaTO JOCTBIIBT € CaMo J10 HH(POPMAIHATA 32 ChOTBETHHS CEKTOp U J]aBa
IIPaBO CaMo 3a YETEHE;

3. HauroHanHOTO €IMHHO 3BEHO 332 KOHTAKT MO CMHUCHIA Ha Wi 17, ai. 1 ot 3akoHa 3a
KHOePCUTYPHOCT 32 U3IBbJIHEHHE Ha QyHKIMHUTE My 110 4. 17, an. 2, 3,4 u 7 ot 3akoHa 3a
KHOepPCUTyPHOCT, KaTO JOCTBIIBT € JI0 LisjaaTa HH(pOpMaIUs U JaBa [IPaBoO CaMo 3a YETEHE;

4. HallMOHAJTHUTE KOMIIETEHTHU OpPraHu M0 CMUCHJIA Ha 4. 16, a;1. 1 oT 3akoHa 3a
KHOEePCUTYPHOCT 3a M3IIBIHCHUE HA PYHKIIUUTE UM 110 4. 16, an. 11 oT 3akoHa 3a KHOEPCUTYPHOCT,
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KaTo JOCTBITBT € camo /10 HH(OpMAIHATA 32 ChOTBETHHUS CEKTOP U JIaBa MPaBO Ha YETEHE U PelaKTUPaHE
caMo 110 moJjieTa "iauie 3a KOHTaKT" ¥ "KOHTaKTHU TOYKHU".

(2) JocThIbT 10 perucTbpa € MHANBUAYAICH, KaTo 3a [eNTa aIMUHUCTPATUBHUTE OPTaHH 110 4.I.
38, a;1. 1 mogaBaT CIUCHK HA YIIBJIHOMOIICHUTE CITYKUTEIIN, KOUTO U3ITBIHABAT (DYHKIIUU B CHOTBETHUS
HAI[MOHAJICH KOMIIETEHTEH OpPraH U CEKTOPEH EKHII 32 pearupaHe Mpu HHIUIECHTH ¢ KOMITIOThPHATA
CUTYpPHOCT.

(3) (U3m. - JIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 1.) [Ipu npoMsiHa Ui IpeKpaTsiBaHe Ha
CITy)keOHUTE MPABOOTHOIIICHUS a/IMUHUCTPATUBHUST OpraH 1o 4. 38, aji. 1 nuadopmupa nucMeHo B
paMKuTE Ha euH pabOTEeH JI€H MUHUCTBpA Ha €JIEKTPOHHOTO YIIPaBJICHHUE WIH YIIBIIHOMOIIEHO OT HEro
JUIIE 32 HACTHIIWINTE IPOMEHU 32 KOPUTHPAHE Ha TOCTHIIA 10 PETUCThPa HA ChIIECTBEHUTE YCIYTH.

(4) (U3m. - IB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) JlocTbl 10 perucThbpa ce aBa ciesl
o100peHre 0T MUHUCTHPA Ha €JIEKTPOHHOTO yIPaBICHUE WU YIIBIHOMOIIEHO OT HETO JIHIIE.

(5) Cnyxutenute no 4. 41, KOUTO AIMUHUCTPUPAT PETUCTHPA HA CHILIECTBEHUTE YCIyTH, Hail-
MaJIKO BEeJIHBHX B FOJIMHATa MHULIMUPAT IIperjie/l Ha MpaBarta 3a JOCTBHII 10 CMHUCHIa Ha 4. 19, T. 4.

(6) 3a mocTBII 0 pErucThpa Ce U3I0J3BA MOHE IBY(aKTOPHA aBTCHTUKALUS.

JlonbJIHUTETHH pa3nopendu

§ 1. Hapenbara e cro0pa3eHa cbe:

1. I'pymara cranmaptu BJIC (EN) ISO/IEC 2700x - UapopmanmonHu TexHOIOTHH - MeTou 3a
curypHocT - Cucremu 3a yrpaBjieHHe Ha CUTYPHOCTTa Ha HHpOpMaIUsTa.

2. JIpyra MeXIyHapOJHH CTAaHIAPTH B 00JacTTa HA MH(POPMALIMOHHUTE TEXHOJIOTUHU U
CUTYPHOCTTA Ha HH(OpMaANIUATA, TOCOUCHHU B mpuoxkenue Ne 1.

3. Ilpenopbkute Ha ['pynata 3a cbTpyIHHUECTBO MO MPEXKOBA U HH(POPMAIIMOHHA CUTYPHOCT KBbM
EBporneiickara komucus ot ¢pespyapu 2018 r. OTHOCHO MEPKUTE 32 CUTYPHOCT 3a OIEpaTOpUTE HA OCHOBHU
YCITyTH.

4. NoObpu npakTHKH B 001acTTa Ha MHPOPMAITMOHHUTE U KOMYHUKAIIMOHHUTE TEXHOJIOTHH,
MpernopbyYaHu OT BOJICIIH B 00JIaCTTa Ha MpeKoBaTa U MH(OPMallMOHHATA CUTYPHOCT OpPraHU3alIHH.

§ 2. ITo cmuchiia Ha HapeabarTa:

1. DNSSEC (Domain Name System Security Extensions) e Habop oT pa3mmpenust KkbM DNS
cucTeMara, upe3 KOuTo ce 100aBsi HauuH 3a Bepu(uLupaHe Ha aBTEHTUYHOCTTAa Ha ImyOnukyBaHata DNS
nHpopmanus 3a qaaeH gomeiiH. Upes DNSSEC ce ynocroBepsia nctuaHoctta Ha DNS nH(opmanusra 3a
JaJieH IOMENH, KaTo Mo TO3W Ha4WH WHAMPEKTHO Ce 3al[UTaBa aBTeHTUYHOCTTA Ha BCUUKU YCIIYTU OT TO3U
JIOMEIiH, a CBIIO U MOTPEOUTETUTE HA TE€3U YCIYTH.

2. Dmark (Domain-based Message Authentication, Reporting and Conformance) - 3anuc, yka3paril
MOJIUTUKHTE 32 BAJUAUPAHE, PAa3IIPOCTPAHEHNUE U OTUYETHOCT HA €JICKTPOHHATA 10111 B pAMKUTE Ha
nomerna, cerinacHo RFC 7489 na IETF.

3. SPF (Sender Policy Framework) - 3anuc, yka3Bai MeToa 3a yJ10CTOBEpsIBAaHE Ha €JIEKTPOHHA
noma, cerimacHo RFC 7208 wa IETF ot 2014 r. 3anucsT TpsioBa ga 6b1e BB hopmat DNS TXT (type 16)
Resource Record (RR) cerimacno RFC 1035 na IETF.

IIpexoanu u 3akIOYUTETHU pa3nopeadon

§ 3. B cpok 4 mecerna ot BIM3aHETO B CHJIa HAa Hapeabara cyoekTuTe 1o 4Ji. 1, aji. 1 mpuBexaaT
JIEMHOCTTa CU B ChOTBETCTBUE C TJIaBa BTOPA.
§ 4. Hapenbara ce npuemMa Ha OCHOBaHME 4. 3, aJ1. 2 0T 3aKOHA 32 KUOEPCUTYPHOCT.

ITOCTAHOBJIEHHME Ne 134 OT 20 FOHM 2022 I'. 3A UBMEHEHHME U JOII'bJIHEHUE HA
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HOPMATHUBHU AKTOBE HA MUHUCTEPCKUA CBBET

3aKJII0YNTETHU pa3nopendu
KBM ITOCTAHOBJIEHUME Ne 134 OT 20 FOHU 2022 T'. 3A UBSMEHEHUE U JOITbJIHEHUE HA
HOPMATHUBHU AKTOBE HA MUHUCTEPCKUS CBBET

(OBH. - 1B, BP. 47 OT 2022 T"., B CWJIA OT 24.06.2022 T.)

§ 15. ITocTaHOBJIEHHETO BJIM3a B CHJIa OT JCHS Ha 0OHapoiBaHEeTO My B "Jbp)kaBeH BECTHHUK".
ITpunoxxenne Ne 1 xpm 4. 2, au. 4

CIIMCBK HA CTAHIAPTHU B OBJIACTTA HA MPE’KOBATA "
NHOOPMALIMOHHATA CUT'YPHOCT

Cmanoapmu 3a ynpagnenue Ha CUypHOCMma Ha UH@opmayuama

BJIC EN ISO/IEC 27000 - MadopManmoHHA TeXHOJOTHH - MeToau 3a curypHoct - Cucmemu 3a
ynpaenenue Ha cuzypHocmma Ha ungopmayuama - Qouy npeened u peyHuK

BJC EN ISO/IEC 27001 - UadopManimoHHA TeXHOJIOTHH - MeToau 3a curypHoct - Cucmemu 3a
ynpaeienue Ha cuzypHocmma Ha ungopmayuama - Hzuckeanus

BJC EN ISO/IEC 27002 - UaudopManiioHHA TEXHOJOTHH - MeToau 3a curypHocT - Kodekc 3a
000pa npaKkmuKa 3a ynpaenenue Ha CUZypHoOCmma Ha ungopmayuama

BJC ISO/IEC 27003 - IadopManiMoOHHN TEXHOJIOTHH - METO/IH 3a CUTYPHOCT - YKazanus 3a
6HedpAsaHe HA CUCMEMU 3a YRPAGIeHUe HA CUZYPHOCIMMA HA UHGopmayuama

BJIC ISO/IEC 27004 - InpopMaIimoOHHN TEXHOJIIOTUH - METO/IU 3a CUTYPHOCT - Ynpaenenue na
cuzyprocmma na unopmayuama - Haonooenue, usmepsane, ananus u oyeHsasane

ISO/IEC 27009 - Information technology - Security techniques - Sector-specific application of
ISO/IEC 27001 - Requirements (MuhopMalinoHHA TEXHOJIOTHH - TEeXHUKH 32 CUTYPHOCT - Cneyughuuno 3a
cekmopume npunazane na ISO/IEC 27001 - H3uckeéanus)

BJC ISO/IEC 27013 - UadopManimoHHU TEXHOJIIOTUH - MeTOIH 3a CUTYPHOCT - YKazanus 3a
cveémecmno eneopasane na ISO/IEC 27001 u ISO/IEC 20000-1

ISO/IEC 27014 - Information technology - Security techniques - Governance of information
security (MHpopMallMOHHN TEXHOJIOTHH - MeToIM 3a CUTYPHOCT - Ynpaeienue na cucypHocmma Ha
ungopmayuama)

ISO/IEC 27017 - Information technology - Security techniques - Code of practice for information
security controls based on ISO/IEC 27002 for cloud services (udopmaiimoHHU TEXHOJIOTHHU - MeTou 3a
curypHocT - Kooekc 3a 000pa npakmuka 3a KOHmMpPOA HA CUZYPHOCIMMA HA UHOPpMaAyUAMA 3a 001aYHU
yeayeu, 6asupan na ISO/IEC 27002)

ISO/IEC 29146 - Information technology - Security techniques - A framework for access
management (MIHpopManimoHHN TEXHOJIOTUH - MeTou 3a CUTYPHOCT - PamKa 3a ynpaenenue na
Jocmvha)

BJC ISO/IEC 27018 - lHpopMaimOHHN TEXHOJIOTHH - MeToau 3a curypHocT - Kodekc 3a 0oopa
npakmuka 3a 3auwiuma na auynu oannu (personally identifiable information PII) ¢ oowecmeenu oonayu,
oeiicmeauwyu kKamo aomunucmpamopu na PI1

Cmanoapmu 3a ynpaeienue Ha pucKka
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BJIC ISO/IEC 27005 - adopManimoHHN TEXHOJIOTHH - METO/IH 32 CUTYPHOCT - Ynpaenenue na
PUCKa 3a cuzypHocmma Ha uHgopmayuama

BJAC ISO 31000 - Ynpasnenue Ha pucka - Ykazauus

BJC EN 31010 - Ynpasienue Ha pucka - Memoou 3a oyensaeane Ha pucka

ETSI TS 102 165-1 - CYBER; Methods and protocols; Part 1: Method and pro forma for Threat,
Vulnerability, Risk Analysis (TVRA) (KUBEP; Memoou u npomoxonu; Yact 1: Metonuka u
npodecuonaiHa (popma Ha 3ariaxa, ya3BUMOCT, aHanu3 Ha pucka (Threat, Vulnerability, Risk Analysis
(TVRA)

Cmanoapmu 3a uoenmughuxayus u agmeHmuKayus

ISO/IEC 11770-1 - Information technology - Security techniques - Key management - Part 1:
Framework (Mudopmanimonnu Texnonoruu - Metoau 3a CUTypHOCT - Ynpagenenue na knrouogeme - Yacr 1:
Pamka)

ISO/IEC 11770-2 - Security techniques - Key management - Part 2: Mechanisms using symmetric
techniques (Madopmannonnu TeXHoI0THH - METOIN 32 CUTYPHOCT - Yupaenenue na knrouogeme - Yacr 2:
MexaHu3Mu, U3MO3BAIIN CUMETPUYHU TEXHUKH)

ISO/IEC 11770-3 - Information technology - Security techniques - Key management - Part 3:
Mechanisms using asymmetric techniques (Madopmarnimonnu Texsonoruu - Metoau 3a CUTypHOCT -
Ynpaenenue na knrouoseme - Yact 3: Criopazymenue 3a Hesuaumu Diffie-Hellman xirrodose)

ISO/IEC 11770-4 - Information technology - Security techniques - Key management - Part 4:
Mechanisms based on weak secrets (MHbopMamoHHN TEXHOIOTHH - METOIM 32 CUTYPHOCT - Ynpasenue
Ha Knwuoeeme - Yact 4: MexaHn3Mu, OCHOBaHU Ha c1abu TaliHN)

ISO/IEC 11770-5 - Information technology - Security techniques - Key management - Part 5:
Group key management (MupopMalinoHHH TEXHOIOTHH - METOM 3a CUTYpHOCT - Ynpasnenue na
Knouogeme - Yact 5: YrpaBieHue Ha TPYIIOBH KIIIOYOBE)

ISO/IEC 11770-6 - Information technology - Security techniques - Key management - Part 6: Key
derivation (MudopmaioHHu TeXHOJIOTUHU - MeTOIu 3a CUTYPHOCT - ¥Ynpaesnenue na kawyvoseme - Hacr 6:
JlepuBarnusi Ha KJIIOUOBE)

ISO/IEC 20889 - Privacy enhancing data de-identification terminology and classification of
techniques (TexHonoruu 3a 3amuTa Ha TUYHUTE JAHHU OT Je-UICHTU(DUKALIKS, TS PMUHOIIOTUS U
Kiacu(uKanys Ha TEXHUKUTE)

ISO/IEC 24760-1 - Information technology - Security techniques - A framework for identity
management - Part 1: Terminology and concepts (MupopmanimoHHH TEXHOIOTHH - METOIH 32 CUTYPHOCT -
Pamka 3a ynpasnenue na uoenmuunocmma - Yact 1: TepMUHOIOTHS ¥ TIOHITHS)

ISO/IEC 24760-2 - Information technology - Security techniques - A framework for identity
management - Part 2: Reference architecture and requirements (Mudopmanmonnu texnonoruu - Meroau 3a
CUTYpHOCT - Pamka 3a ynpagnenue na udoenmuunocmma - Yact 2: [IpenopbunTenHa apxuTeKkTypa 1
M3HUCKBaHMS)

ISO/IEC 24760-3 - Information technology - Security techniques - A framework for identity
management - Part 3: Practice (Mudopmanonau TexHoJaoruu - MeTou 3a CurypHoct - Pamka 3a
ynpaenenue Ha uoenmuynocmma - Yacr 3: [lpunarane)

ISO/IEC 29115 - Information technology - Security techniques - Entity authentication assurance
Sframework (MIHpopMaIiMOHHN TEXHOJIOTUU - MeTonu 3a curypHocT - Pamka 3a zapanmupane na
agmenmuuHOCMma Ha cydexmu)

ISO/IEC 29151 - Information technology - Security techniques - Code of practice for personally
identifiable information protection (Mudopmanronan TexHosioruu - TeXHUKH 32 CUTYPHOCT - Kodekc Ha
NPAKMUKYU 34 3aWUma Ha TUYHAMA uHpopmayus)

ISO/IEC 29191 - Information technology - Security techniques - Requirements for partially
anonymous, partially unlinkable authentication (udopMallnoHHA TEXHOJIOTHH - TeXHUKH 3a 3aIuTa -
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H3uckeanusa 3a 4acmuuHo AHOHUMHO YOOCHOBEPABAHE, YACHUYHA NCEGOOMUHUZAUUA)

ISO/IEC 18370-1 - Information technology - Security techniques - Blind digital signatures - Part
1: General (MapopManinoHHN TEXHOJIOTHU - MeToau 3a curypHoct - Heguoumu yughposu noonucu - Hacr
1: OOuM nonoKeHHs)

ISO/IEC 18370-2 - Information technology - Security techniques - Blind digital signatures - Part
2: Discrete logarithm based mechanisms (MapopmMamoHHy TeXHOJIOTHH - METOIH 32 CUTYPHOCT -
Heesuoumu yughposu noonucu - Yact 2: Mexanuzmu, 6a3upaHu Ha TUCKPETHH JIOTAPUTMU)

ISO/IEC 20008-1 - Information technology - Security techniques - Anonymous digital signatures
- Part 1: General (Madopmarimonan TeXHOJIOTHH - MeTOAM 3a CUTYPHOCT - AHOHUMHU UUPPO6U noonucu -
Yacr 1: OOIIM MONT0KESHHS)

ISO/IEC 20008-2 - Information technology - Security techniques - Anonymous digital signatures
- Part 2: Mechanisms using a group public key (Mudopmanmonuu TexHonoruu — Meroau 3a CUTypHOCT -
Anonumnu yughposu noonucu - Yacrt 2: Mexanu3mu ¢ U3M0JI3BaHE HA TPYIIOB MyOIHMUYEH KITIOY)

ISO/IEC 20009-1 - Information technology - Security techniques - Anonymous entity
authentication - Part 1: General (MupopmanmonHu TeXHOIOTUU - MeToau 3a CUTYPHOCT -
Hoenmugukayus na anonumnu odexkmu - Yact 1: OOy nonoxeHus )

ISO/IEC 20009-2 - Information technology - Security techniques - Anonymous entity
authentication - Part 2: Mechanisms based on signatures using a group public key (Mndopmannonau
TEXHOJOTUH - MeToau 3a curypHocT - Moenmugpukauua na anonumnu ooexmu - Yact 2: Mexanusmu,
OCHOBAHH Ha MOJIMHUCH C U3MOI3BaHE HA TPYNOB MyOINYEH KITHOY)

ISO/IEC 20009-4 - Information technology - Security techniques - Anonymous entity
authentication - Part 4: Mechanisms based on weak secrets (MudopmaimonHu TexHosnoruu - Meronu 3a
curypHocT - Hoenmugpuxayusa na anonumnu odvexmu - Yact 4: Mexann3mu, OCHOBaHU Ha C1abW TaiiHM )

Cmanoapmu 3a Kpunmupaue

ISO/IEC 18033-1 - Information technology - Security techniques - Encryption algorithms - Part 1:
General (MadopMaimoHHu TEXHOIOTUH - MeToiu 3a CUTYPHOCT - Aneopummu 3a Kpunmupane - Yacr 1:
OO MOI0KEHUS )

ISO/IEC 18033-2 - Information technology - Security techniques - Encryption algorithms -Part 2:
Asymmetric ciphers (MHopmanronHa TexHoaorus - MeTonu 3a CUTYPHOCT - Aicopummu 3a Kpunmupane
- Yact 2: AcumeTpuyuHU UGPH)

ISO/IEC 18033-4 - Information technology - Security techniques - Encryption algorithms - Part 3:
Block ciphers (MadpopManmonuu TeXHOIOTHH - METOIM 32 CUTYPHOCT - Aieopummu 3a Kpunmupane -
Yacr 3: biokoBu mudpn)

ISO/IEC 18033-4 - Information technology - Security techniques - Encryption algorithms - Part 4:
Stream ciphers (MHbopManoHHN TEXHOJIOTHH - METOH 32 CUTYPHOCT - A120pummu 3a Kpunmupane -
Yacr 4: [Totounu mudpn)

ISO/IEC 18033-5 - Information technology - Security techniques - Encryption algorithms - Part 5:
Identity-based ciphers (MHpOpMaLInOHHN TEXHOIOTUU - METOAM 32 CUTYPHOCT - Anzopummu 3a
kpunmupane - Yact 5: llludpu, 6a3upanu Ha UACHTUIHOCT)

Cmanoapmu 3a ooumu

ISO/IEC 27006 - Information technology - Security techniques - Requirements for bodies
providing audit and certification of information security management systems (udopmaninoHH#
TEXHOJIOTUH - MEeTOIn 3a CUTYPHOCT - M3UcCKeanus 3a opzanume, U36bpuieauj 00um u cepmupurayus
Ha cucmemu 3a ynpasienue Ha CuZypHOCmma Ha ungopmayuama)

ISO/IEC 27007 - Information technology - Security techniques - Guidelines for information
security management systems auditing (lubopManimoHHU TEXHOIOTHH - METOAM 32 CUTYPHOCT - YKazanus

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena" 22.01.2026 1.



3a 00um Ha cucmemu 3a ynpasieHue Ha CUZYPHOCIMMA HA UHGOPMAYUAMA - TOTTITHEHUE KbM HACOKHUTE,
chabpxaiy ce B cragaapt ISO 19011)

BJAC EN ISO 19011 - Ykazanusa 3a uzevpuieane na ooum na cucmemu 3a ynpaegieHue

BJC EN ISO/IEC 17020 - OuensiBane Ha ChOTBETCTBUETO - M3uckeanus 3a oelitHocmma Ha
PasnuuHu 6u006e Opeanu, U3ELPUEAUIU KOHMPOTI

Cmanoapmu 3a oyeHKa Ha cucypHocmma

ISO/IEC 15408-1 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 1: Introduction and general model (Mudbopmarnmornau TexHonoruu - MeTou 3a CUTYpPHOCT -
Kpumepuu 3a oyenxa na UT cuzypnocmma - Yact 1: BeBenenue u ooy Mojen)

ISO/IEC 15408-2 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 2: Security functional components (MudbopmaninoHH#u TeXHOJIOTHH - METOM 33 CUTYpPHOCT -
Kpumepuu 3a oyenka na UT cucyprnocmma - Yact 2: OyHKIIMOHAIIHY KOMIIOHEHTH 32 CUTYPHOCT)

ISO/IEC 15408-3 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 3: Security assurance components (MHpopMannoHHN TEXHOJIOTHH - MEeTOH 32 CUTYPHOCT -
Kpumepuu 3a oyenka na UT cuzyprocmma - Yact 3: KoMIOHEHTH 32 OCUTYpsIBAaHE HAa CUTYPHOCT)

ISO/IEC 18045 - Information technology - Security techniques - Methodology for IT security
evaluation (VInpopMaimoHHN TEXHOJIOTUU - MeToau 3a curypHocT - Memoodonozus 3a oyenka na HT
cuzypHocmma)

ISO/IEC TS 19608 - Guidance for developing security and privacy functional requirements
based on ISO/IEC 15408 (Yka3anus 3a pazpabomeane Ha (pyHKYUOHATHU U3UCKBAHUA 3G CUZYPHOCHL U
Henpuxocnosenocm, ocnosanu na ISO/IEC 1540)

ISO/IEC TR 20004:2015 - Information technology - Security techniques - Refining software
vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045 (MupopMallnOHHN TEXHOJIOTHH -
MeTtou 3a CUTYpHOCT - Ycbebpuiencmeane Ha Anaiu3a Ha cogymyepuume ya36umMocmu 6
cvomeemcmeue ¢ ISO/IEC 15408 u ISO/IEC 18045)

ISO/IEC 29134 - Information technology - Security techniques - Guidelines for privacy impact
assessment (ndopMalinoHHN TEXHOJIOTUH - METOU 3a CUTYpHOCT - YKa3anus 3a ouenka na
6130€liCMeuemo 6bpXy HeNPUKOCHOBEHOCHIMA HA TUYHUME OAHHIL)

ISO/IEC 29190 - Information technology - Security techniques - Privacy capability assessment
model (MudopmanimoHHu TEXHOJIOTHUN - METOIN 32 CUTYPHOCT - Moden 3a oyenka Ha cnocoonocmma 3a
3auguma Ha TUYHUmME OAHHU)

Cmanoapmu 3a cucyprocm, Koumo ca 8 eman Ha pazpabomaane npe3 2019 2.

ISO/IEC CD 20009-3 - Information techno-logy - Security techniques - Anonymous entity
authentication - Part 3: Mechanisms based on blind signatures concepts (MHbopMannoHHH TEXHOJIOTHH -
Meroau 3a curypHoct - Hoenmuguxkayua na anonumuu odvexmu - Yact 3: Mexanu3mu, OCHOBaHU Ha
KOHIICTIIIUY 32 CKPUTH TIOJIITHCH)

ISO/IEC 27551 - Information technology - Security techniques - Requirements for attribute-based
unlinkable entity authentication (MupopmManinoHHU TEXHOJOTHUHU - TEXHUKH 33 CUTYPHOCT - M3uckeanus 3a
yoocmoesepsgane Ha cyOeKmu Ha 6a3ama HA HEC8BLP3BAUIU AMPUOYIU)

ISO/IEC PDTR 27550 - Information techno- logy - Security techniques - Privacy engineering
(MudopManoHH TeXHOJIOTUH - TeXHUKH 32 CUTYPHOCT - MHicenepune Ha 1uyHu OaHHU)

ISO/IEC DIS 27552 - Security techniques - Extension to ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management - Requirements and guidelines (MeTonu 3a curypHocT - Pazuupsaeane
na ISO/IEC 27001 u ISO/IEC 27002 3a ynpagnenue na tuynama ungpopmayua - 3uck- Banus u
HACOKH)

ISO/IEC 27030 - Information technology - Security techniques - Guidelines for security and
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privacy in Internet of Things (IoT) (Madopmanuonsnu TexHonoruu - MeToau 3a CUTYpHOCT - YKazanus 3a

CUZYPHOCH U HENPUKOCHOBeHOocm Ha quunume oannu 6 Humepnem na newyama (IoT)

ISO/IEC 29184 - Information technology - Online privacy notices and consent (MudopmaninoHHH

TE€XHOJIOTHH - Cboﬁmeuu}l U covliacue 3a nosepumejinocm 6 uHmepHem)

Rabenesrcka. HOMepaTa Ha CTaHAAPTUTEC Ca YHUKAJIHU U €IHO3HAYHO CBBbP3aHU C TCXHUTC UMCHA.

IIpen HoMepa Ha cTaHAapTa ce U3NKMCBaT a0pPEBUATYPUTE HA OPraHU3aLUUTE, KOUTO ca ro oxoopunu. Cuen

HOMEpa Ha CTaHJapTa Ce M3IMMCBa F'OJIMHATA, B KOSITO TOH € mpueT. O6moTo u3nucBane € oT Buaa ISO/IEC
27001:2013 wm BJIC ISO/IEC 27001:2018, xaTo B ciry4asi cTaBa BBIIPOC 32 €MH U CHIIl CTAHAAPT.
CranmapTuTe ce Mperyiek1aT OT ChOTBETHUTE OPTraHU3aIui U IIPU HEOOXOIUMOCT CE€ aKTyalIu3upaT

Ha BCCKHU IICT 'OAWNHU, KATO HOBAaTa BCPCHUA OTMCHA JEHUCTBHETO Ha npeanmiiHara. 3a Ja CC IIOCTUTHE

OTHOCHUTCIIHA YCTOI\/’I‘-II/IBOCT Ha Ta3u Hapen6a M HE3aBUCUMOCT OT LHUKDBJIA 3a MPEPA3riICKIAaHC HA
CTaHAapTUTEC, B Hapez[6aTa HC CC IIOCOYBAT 'OAMHUTC HA U3JaBAHC HAa CTAHAAPTUTC.

[Tpunoxenue Ne 2 kbM wi1. 6, an. 1 m 7

KIIACH®OUKAIIMU HA UTHOOPMALUATA

C CJ J1a CC rapaHTrupa J0CTaTb4HA, AACKBATHA U ITPOIIOPHHUOHAIHA HA 3allJIaXUTC 3alllyuTa Ha

uHpOpMaLusATa, ce MPaBy MPEIeHKa Ha BAYKHOCTTA U YyBCTBUTEIIHOCTTA M, KAKTO U HA HOPMATUBHUTE

M3HUCKBaHUS KbM Hesl. Bb3 ocHOBa Ha Ta3u nperneHka nHGopMalusaTa ce pas/iens B HAKOJIKO KaTerOpUU.

Korato e npmiioxumo, Ta3u Kiacu(pUKalus ce MpeHacs ¥ BbpXy BCUUKH PECypcH, KOUTO y4acTBaT B
Cbh3/1aBaHETO, 00Pa0OTBAHETO, ChbXPAHIABAHETO, IPEHACSHETO, PA3IPOCTPAHEHUETO U YHUIII0)KABAHETO HA

I/IHq)OpMaI_II/ISITa, H KbM THX CC IMpUJIaraT nmoAXoasmun MCEPKHU 3a 3alinuTa, CbOTBETCTBALIU HA 3aIlJIAXUTC.

1. TLP (traffic light protocol) - u3nosa3sa ce npu 00MeH Ha MHpOpMAITUS

[TLP-RED] - Camo 3a onpejesieHH OJIy4aTeJH: B
KOHTEKCTa Ha eJ{Ha Cpellla HarpuMep HHpopMausTa
ce OrpaHHYaBa 10 MPUCHCTBAIINTE Ha cpemaTa. B
MIOBEYETO CIy4au Ta3u nHQopManus ce rnpeaasa
YCTHO WJIH JIUYHO.

[TLP-AMBER] - Orpanu4eno pa3npocrpaHeHue:
HOJTy4aTeJsT MOXKe J1a CIIOJEN Ta3u HHPOPMALHS C
JIPYTH XOpa OT OPTaHHU3ALMTA, HO CAMO aKo € CIa3eH
MPUHIUIBT "HeoOxoxumocT 11a ce 3Hae". Uecra
MIPaKTHKA € N3TOYHUKBT Ha HH(OpMAIUsTa 1a YTOUHH
BeJIHara cjeji MapKupoBKaTa Ha KOro MoXe Jia ce
crozenst MH(OPMAIUSTA WIN /14 TIPEBHIH
OTpaHUYEHUS Ha TOBA CIIOJCISIHE. AKO MOTy4aTeIIsIT
Ha nHpOpMaNUITa MCKa /1a s pa3lpoCTpaHsIBa,
3aIbIDKUTENIHO TPsIOBa ja C€ KOHCYITHPA C
N3TOYHHKA.

[TLP-GREEN] - [Ilupoka 06mHoCT:
uH(pOpMaIUATA B Ta3U KaTEropus MOXKe 1a Obie
pa3npocTpaHsBaHa IUPOKO B PAMKHUTE Ha JiajicHa
00mIHOCT. Bhrpeku ToBa nHpOpMaIHiTa HE MOXKE Ja
Ob/ie MyOIMKyBaHA WM TIOCTBaHA B MHTEPHET, KAKTO
M M3HACSHA M3BBHH OOIIHOCTTA.
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[TLP-WHITE] - Heorpanu4eHo: npeaMeT Ha
CTaHJapTHUTE NPaBUIIA 32 aBTOPCKO MIPABO; Ta3u
HHPOPMAITIS MOXKE J]a Ce Pa3IpPOCTpaHsIBa CBOOOIHO,
0e3 OrpaHUYCHHS.

2. llpenopbuuTeHa KIacupukanus Ha HUHGOPMAIUATA U U3UCKBAHUS KbM
HH(OPMANMOHHUTE U KOMYHHKALIMOHHUTE CHCTEMHU 32 OCUT'YPsIBaHE HA 10CTHII 10 HH(popMaUATA:

2.1. "Hugo 0" o6xBaia oTKpUTa U 0011010CThIIHA HHPOpMaLus (HanpuMmep myOInKyBaHa Ha
MHTEPHET CTPAaHUIUTE); MIpeinoyiara aHOHUMHO ToJI3BaHe Ha MHpOopMalusATa 1 JIUIca Ha CPeJICTBA 3a
3amuTa Ha KoHpuaeHnuanHoctra u; orroaps Ha TLP-WHITE;

2.1.1. onoBectsiBaHeTo Ha HHPopManus ¢ kinacupukanus "Huso 0" He e orpaHUYeHo;

2.1.2. m3ToyHMIIMTE MOTaT Aa n3nosBaT kiacudukaims ""Huso 0", korato nahopmaimsTa HOCH
MUHUMAJIEH WM HUKAKbB MPEIBUAUM PUCK OT 3JI0YNOTpeda, B CbOTBETCTBUE C NMPHIOKUMUTE MPaBUiIa U
MIPOIEYPH 32 IyOJIUYHO OTIOBECTSIBAHE;

2.1.3. mpu cna3BaHe Ha CTaHJAPTHUTE TPaBUiIa 32 aBTOPCKU MIpaBa UH(OpMAIIHS ¢ KIacHpUKaIUs
"Huso 0" mMoxe aa ce pa3npocTpaHsBa 6€3 orpaHuYCHUSI.

2.2. "Huso 1"

2.2.1. cnogensiHero Ha nHpopmanus ¢ kiacupukanus ""Huso 1" e orpaHuueHo camo 10 AajieHa
obmrHocT; otroBaps Ha TLP-GREEN;

2.2.2. M3TOYHUIIMTE MOTaT Ja u3noi3par knacudukanus "Huso 1", koraro nuadopmanmsra e
0JIe3Ha 32 HH(OPMUPAHOCTTA HA BCUYKU y4acCTBaIlM OpraHU3alluy, KaKTo U 3a MapTHbOPH OT LIMPOKATa
OOIIHOCT WJIN CEKTOD;

2.2.3. monmyuaTenure MoraT Jia ciofenst nHpopmanus ¢ kiacudukanus ""Huso 1" ¢ mapTHbOpCcKU
OpraHM3alllK B pAMKUTE Ha CBOSI CEKTOP WJIM OOIIHOCT, HO HE M Ype3 OOIIECTBEHO IOCTHIIHU KaHAJH,
nHpOpMaLKATa B Ta31 KaTETOPUS MOXKE Ja CE pa3npoCTpaHsBa IIMPOKO B aJieHa OOIIHOCT, HO HE U U3BBH

Hes;

2.2.4. n3uckBaHus KbM HH(OPMAIMOHHUTE M KOMYHUKAIIMOHHUTE CHCTEMH:

2.2.4.1. 1OCTBITBT A0 TOYHO OTPE/IEICHN 00EKTH /1a Ob/Ie pa3pelniaBaH Ha TOYHO OMPEIEICHN
IOJI3BATEIIN;

2.2.4.2. mon3BaTeauTe Aa ce MASHTU(UIMPAT, IPEIU Ja UITBIHSABAT KAaKBUTO U Jla ca IeUCTBHUS,
KOHTPOJIMPAHU OT CHCTEeMaTa 3a JOCTbII; 32 YCTAaHOBSIBAHE HAa MACHTUYHOCTTA TPsIOBa /1a ce M3MO0JI3Ba
3alIMUTEH MEXaHU3bM OT THIIAa HACHTH(PHUKATOP/TIapoia; HIMa U3UCKBAHUS 32 I0KA3aTeJICTBO 32
UICHTUYHOCTTA MPU PETUCTPALIUS;

2.2.4.3. unentudunupaiara nHpopMmalus TpsOBa 1a 6bie 3alUTeHa OT HEPETIaMeHTHPaH
JOCTBII;

2.2.4.4. noBepuTeNHATA U3YUCIUTEIHA CUCTEMA, T. €. QYHKIIMOHATHOCTTA HAa UH(OpPMaIIMOHHATA
CUCTEMA, KOSITO YIIPaBJIsiBa IOCTHIIA JI0 PECYpPCUTE, TPsIOBa Ja MOIbprka 00J1acT 32 COOCTBEHOTO
U3MIBJIHEHHE, 3alIUTeHa OT BbHIITHU Bb3ACUCTBUS U OT OMUTHU Jia ce CJIe/IM X0Aa Ha padoTara;

2.2.4.5. uaopMarionHara cucreMa TpsioBa Ja pasnosara ¢ TeXHUUECKH W/UIIH IPOrpaMHH
CpEeICTBA, MO3BOJISBAIIM TEPUOJUYHO J1a CE MPOBEPSBA KOPEKTHOCTTA HA KOMIIOHEHTHUTE Ha JI0BEPUTENHATA
W3YHCIUTEIHA CUCTEMA,;

2.2.4.6. 3alIMTHUTE MEXaHU3MU TpsAOBa Ja ca IPEMUHAIHN TE€CT, KOWTO J1a HOTBBPAHU, Ue
HEOTOPU3UPAH MOJ3BATEN HSIMa OYEBHIHA BE3MOXKHOCT J1a TOJy4d JOCTBII JI0 TIOBEpUTETHATA
W3YUCIIUTEIHA CUCTEMA.

2.3."HusBo 2"

2.3.1. paznpoctpanenueTo Ha nHpopmanus ¢ kinacudpukanys "Huso 2" e paspemieHo camo B
pPaMKHUTE Ha OPTaHU3AIMUTE HA YUYaCTHULIUTE, 00pa0OTBAIIIM, ChXPAHIBAIIN I OOMEHSIN HHHOPMAITUITA;
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orroBaps Ha TLP-AMBER ¢ 10IbJIHUTEIHO YTOUHEHHE 32 OTPAaHUYECHHUE HA TOCTHIIA;

2.3.2. I3TOYHUIIMTE MOTaT J1a n3noi3BaT kiaacudukamus "Huso 2", korato nndopmarusra
M3MCKBA 3aIlINTa, 3a J1a 0bJie e(peKTUBHO 0OMEHEHA, 1 HOCH PUCK 32 HEMPUKOCHOBEHOCTTA Ha JTMUHUS
KHUBOT, PEIlyTalUsATa WU ONEPALUUTE, AKO C€ CIOJEINS U3BbH ChOTBETHUTE OPraHU3AlINH;

2.3.3. monmyuaTtenure MoraT Jia coaenat nHpopmanus ¢ kiacuduxamnus ""Huso 2" ¢ uieHoBe Ha
coOCTBEHaTa CH OpraHU3alys U C MOTPeOUTENN WITH KIIMEHTH, KOUTO TPsiOBa J1a ca 3aro3HaTH C Hes, 3a J1a ce
3alIUTAT WK J1a TPEAOTBPATAT JON'BJIHUTEIHH HIETH; U3TOYHULIUTE UMAT MIPABOTO Ja ONPEAEIIST
JOIIBIIHUTEIHY IIJIAHUPAHU TPAHULM HA CIIOJIEIISIHETO, KOUTO TPpsIOBA /1a ce Cra3BarT;

2.3.4. u3uCKBaHMs KbM HH(POPMANMOHHUTE U KOMYHHMKAIIMOHHUTE CUCTEMHU - B JIONI'BIHEHUE
KBbM M3HUCKBaHUATA KbM IIPEAULIHOTO HUBO:

2.3.4.1. xaTo MeXaHU3bM 3a MPOBEPKA HA UCHTUYHOCTTA J]a CE M3IT0JI3BA yI0CTOBEPEHHE 32
€JIEKTPOHEH IOJIIHIC, HE3aBUCUMO JIAJIU € U3/1aICHO 3a BhTPEIIHOBEIOMCTBEHU HYKIU B pAMKHUTE Ha
BBTpEIIHA HH(PpACTPYKTypa Ha MyOIMYHHS KITIOY, WK € U3/1aIeHO OT BHHINEH IOCTaBYHK Ha
YIOCTOBEPUTEIIHH YCIIyTH;

2.3.4.2. npu U3aBaHe Ha yJIOCTOBEPEHHUETO U3AABAILUAT OPraH IPOBEPSBA CHILECTBEHUTE JaHHU
3a IMYHOCTTA Ha MOJI3BaTeNs, 0€3 Aa € HEOOXOUMO JIMYHOTO MY TIPUCHCTBHE;

2.3.4.3. noBepuTeNIHATAa U3UUCIUTENIHA CUCTEMA TPsIOBa /1a OCUTYpH peau3alys Ha IPUHYUTETHO
yIpaBJIeHHE Ha JOCTHIIA 10 BCHYKH 00EKTH;

2.3.4.4. noBepuTenHaTa U3YUCIUTEIHA CcTeMa TpsiOBa 1a OCUTYPH B3aWMHa U30J1aLus Ha
IIPOLIECUTE UpE3 pa3/ieisiHE Ha aJPECHUTE UM IIPOCTPAHCTBA.

2.4. "Huso 3"

2.4.1. unpopmanus ¢ knacudpukanys ""Huso 3" He e 3a onoBecTsIBaHE U pa3NpPOCTPAHEHUETO U €
OTrPaHUYEHO CaMO JI0 YYaCTHUIUTE, 00pabOTBaIIM, ChXpaHABAIIM UM OOMEHSIIN HH(OPMaLUATa; OTroBaps
Ha TLP-RED;

2.4.2. u3TOUHUIMTE MOTraT Aa u3non3par kiacudpukamys "Huso 3", koraro napopmanusara He
Mo’Ke J1a Ob/ie epeKTUBHO OOMEHsIHA C JPYTU CTpaHU U OU MOrJia J1a I0Bee 10 Bb3JIeHCTBUS BbPXY
HEMPUKOCHOBEHOCTTA Ha JIMUHUS KUBOT, pEIyTalMsITa WK ONEpallMiTe Ha JaJieHa CTPaHa, ako ¢ Hesl Obje
37I0yNOTPEOEHO;

2.4.3. mosryyaTenuTe HE MOTaT Jia CoAeN AT nHpopmanus, Mmapkupasa ¢ ""Huso 3", ¢ xodTo u 1a e
CTpaHa W3BBH KOHKPETHHS 00MEH, 00pad0TKa MM ChbXpaHEHHE; JOCTHIBT A0 HH(pOpMAIusTa ¢
knacudukanus "HuBo 3" e orpaHnyeH camo 10 JIMIIaTa, y9acTBaIIX B 00paboTKaTa i; B IOBEYETO CIIydan
uHpopmanus ¢ knacudukanus "Huso 3" TpsaOBa na ce nmpegasa JMYHO;

2.4.4. uzuckBanus kbM KT cuctemure - B 10NbJIHEHHE KbM U3UCKBAHUATA KbM MPEIUITHOTO
HUBO:

2.4.4.1. xato MEeXaHU3bM 32 HIACHTU(PUKALINS J1a C€ U3T0I3Ba €IUMHCTBEHO yI0CTOBEPEHUE 32
YHUBEPCAJIEH €JIEKTPOHEH MOIIHNC;

2.4.4.2. npu u3aBaHe Ha YJJOCTOBEPEHUETO Ja € TapaHTUpaHa (pu3myeckaTa HACHTUIHOCT Ha
JIMLIETO;

2.4.4.3. noBepuTenHaTa U3YUCIUTEIHA CHcTeMa TPsiOBa 1a ObJie ¢ MpoBepeHa YCTOMUNBOCT KbM
OIUTH 3a IPOHUKBAHE;

2.4.4.4. KOMyHMKalIUsATa MEX/1y OTPEOUTEIIS U CUCTEMATa J1a Ce OCBIIECTBABA M0 KPUIITUPAHU
KaHaJu, u3noi3Baiy nporokon Transport Layer Security (TLS) none 1.2, karo MuHMManHaTa IbJKMHA Ha
KPUITHPALIMS KIIF0Y TpsiOBa 1a e noHe 256 6ura;

2.4.4.5. noBepuTeNHaTa U3YUCINTEIHA CUCTEMA J1a IMa MEXAaHU3bM 3a PETUCTpALUs Ha ONIUTH 32
HapylllaBaHe MOJUTHKATa 32 CUTYPHOCT.
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AHAJIN3 U OIIEHKA HA PUCKA 3A CUT'YPHOCTTA HA HTHOOPMAIIMOHHUTE U
KOMYHUKAIIMOHHUTE CUCTEMMH

I. BBBEJEHUE

YnpaBineHHeTo Ha pUCKa 3a CUTYPHOCTTA HAa HH(POPMAIMOHHUTE M KOMYHHKAIIHOHHUTE CUCTEMH €
YacT OT MOJUTHKATA 33 YIPABJICHUETO HA MPEXOBaTa U HH(OPMAITHOHHATA CUTYPHOCT.

I[To cBosiTa CHIIHOCT YIPABICHUETO HA PUCKA MIPEICTABIISABA CHBKYITHOCT OT MPOLIECH 32
UACHTU(UIUPAHE HA MOTCHIIMAIHUTE 3aIJIaXH KbM HOCUTEIIUTE Ha WH(GOpPMAIIHsI U aKTUBUTE, yIaCTBAIIN B
MPEIOCTABSIHETO HA EIEKTPOHHH YCIIYTH, aHAJN3 U OLIEHKA Ha PUCKOBETE, MOPOACHU OT TE3U 3aIUIaxH.

I1. OIIPEAEJIEHU S

Konduaenuuaanoct - cBOHCTBO Ha HHPOpMAIUATA 12 HE € TIPEeIOCTaBeHa WM Pa3KpuTa Ha
Heoropusupanu juna (1. 2.12 ISO/IEC 27000).

HHuTerpurer - kauecTBO Ha HHGOPMAIUATA 32 TOYHOCT U bIHOTA (T. 2.40 ISO/IEC 27000).

HaauuHocT Ha MHOpMAanMA - Ka4ecTBO J1a ObJie JOCTHITHA U U3I0JI3BaeMa IpU TIOUCKBAHE OT
otopusupano jute (1. 2.9 ISO/IEC 27000).

I11. IEJIN

1. e Ha mpomeca 3a ynpaBjieHHe HA PUCKa

Jla MUHUMH3UPAT 3aryOUTe OT MOTCHIIUAIHN HEKEITAH!U ChOUTHS, HACTBIIUIM B PE3YyJITAT OT
peanu3upaHe Ha 3aIUIaXxd KbM CUTYPHOCTTA Ha MPEXKUTE U HHOOPMAITMOHHUTE CUCTEMH, KOUTO OMxa
3acerHagy KOH(QUICHIIMATHOCTTA, MHTETPUTETA U JOCTHITHOCTTA HAa MH(OpMaIusITa, Ch3aBaHa,
0o0paboTBaHa, MpeaBaHa U YHUIIIO)KaBaHA Ype3 THX.

2. Iles Ha MeTOAMKATA 32 AHAJIM3 M OLICHKA HA PUCKA

MeTtonukara uMa 3a 1en Aa Jaje ool MOoAXO0/ P aHallu3a U OIICHKATa Ha PUCKA 32 CUTYPHOCTTa
Ha MH(QOPMAMOHHNUTE ¥ KOMyHUKAIIMOHHUTE CUCTEMH, TIPEAOCTABSIHH OT Pa3IMYHUTE aIMIUHUCTPAIINH, C
1eJT TTOJTyYyaBaHEe Ha ChHU3MEPUMU, OTHOCUTEITHO OOCKTUBHU U MOBTAPSIIH CE PE3YJITATH Ype3:

2.1. pernamMeHTHpaHe Ha IEHHOCTUTE U TSAXHATA IOCIIEOBATEITHOCT P aHAIM3a U OIIEHKaTa Ha
pHCKa 32 eIIEKTPOHHUTE yCIyTH;

2.2. onpenelisiHE HA KPUTEPUUTE;

2.3. onpenelsiHE HA IPUOPUTETUTE HA PUCKA.

IPEITIOPBYUTEJIHA METOJIUKA

I. ETAIIM HA AHAJIN3 1 OHEHKA HA PUCKA

AHaM3bT U OLICHKATa Ha PUCKA ca YacT OT MpolLieca 3a YIPaBJIEHUETO My U ce 000CHOBABaT Ha
MO03HaBaHE HA BCUYKU KOMIIOHEHTH, UMAIIlA OTHOILIEHUE KbM LIEJIHTE.

3a 1enuTe Ha YIpaBIeHUETO HAa CUTYPHOCTTa Ha MPEXUTE U MHOOPMALIMOHHUTE CUCTEMH TPsOBa:

a) Jla ce MO3HaBaT BCUUKU O0EKTH U CyOEKTH, KOUTO y4acTBaT MPSKO MM KOCBEHO B JIEHHOCTHUTE,
nonajaiy B o0XBaTa Ha Ta3u Hape0a (MH(POPMALIMOHHU U KOMYHHUKAIIMOHHU CUCTEMU C MPUIISKALIUSA UM
xapayep, copTyep U TOKyMEHTaIMs, TOAbPKALUTE I'M CUCTEMH (€JIeKTpO3axpaHBally, KIMMaTU3UPALIH U
1p.), OTIEpaTUBHU MTPOLIECH/IEHHOCTH, CIIYKUTEIU U BHHIIIHA OPraHU3allMN ), HAPUYAHH 32 KPATKOCT
"nH(pOpMaIIMOHHN aKTUBH'";

0) na ce uASHTUPHUIMPAT U AaHAIM3UPAT BCUYKHU MOTCHIIMAIHHU HEXellaH! ChOUTHUS C TSIX,
HapHyYaHU 3a KpaTKOCT "3aruiaxu', KOUTO OMxa J0BeH /10 3ary0a Ha KOHQUACHIIMAIHOCT, UHTETPUTET U
JOCTBITHOCT Ha €JIEKTPOHHUTE YCIyTU W/WIK UHPOPMALUATA B TAIX;

B) Jla C€ OLICHU BEPOSATHOCTTA OT HACTHIIBAHE HA TE€3U CHOUTHSI, KaTO C€ B3eMar MpeaABUA
cnaboctute (ySI3BUMOCTH) HAa HHOOPMAIIMOHHUTE aKTUBH U MEPKUTE, KOUTO Ca TIPEANPUETH 3a CITPABSIHE C

TSX;
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T') JIa Ce OLIEHU BB3JIEHCTBUETO (3aryon Ha pecypcH (BpeMe, Xopa | Mapu), Heclia3BaHe Ha
HOPMAaTHBHHU U PETYJIATOPHU U3UCKBAHUSI, HAKbPHSBAHE HA UMUK, HEU3ITbJIHEHNE Ha CTPATETUYECKU U
OTIEpPAaTHUBHU IIEJIU U JIp.) OT €BEHTYAIIHO HACTBIIBAHE HA TE€3H HEXeJIaH! ChOUTHS BBIPEKU MPEIIPUETUTE
MEPKH;

1) 1a C€ OLIEHU PUCKBT 32 CUTYPHOCTTA;

€) J1a ce HabenexxaT MEpKU 3a CMEKYaBaHe Ha PUCKOBETE C BUCOK IPUOPUTET.

[Ipu ananu3 u oIleHKa Ha pUCKa Ce U3MOJ3Ba PETUCThP Ha pUCKOBeTe (pUcK-peructsp). [Ipumepen
PErucTbp Ha PUCKOBETE € JIaJIH B Kpasi Ha TOBA MPHJIOKEHHE.

1. UnenTuduuupane Ha UHGOPMAITMOHHUTE AKTUBU

B puck-peructbpa ce HaHACAT BCUYKU MHPOPMALMOHHM aKTUBHU, UMAIIM OTHOLIEHHE KbM 00XBaTa
Ha Ta3u Hapeada:

a) ”HQOPMAIMOHHU CUCTEMH,

0) XapayepHHU YCTPOHCTBA, C KOUTO Ca peau3upaHy HHPOPMAIIMOHHUTE CUCTEMU;

B) coTyepH, C KOUTO ca peau3upaHi HHHOPMAITMOHHUTE CUCTEMH;

r) 0a3u JaHHU, BKIFOYUTEIIHO JUYHHU JaHHHU 110 cMuchiIa Ha GDPR;

1) 3aIUCH 3a cbOUTHUATA (JIOTOBE, KYpHAIN) HA THPOPMALIMOHHUTE CUCTEMU;

€) JOKyMEeHTalus Ha HHPOPMALIMOHHUTE CUCTEMH (EKCIIJIOATal[MOHHA U [TOTpeOUTeNICKa);

) KOMYHUKAIIMOHHHA CUCTEMU;

3) XapIyepHHU yCTPOICTBA, C KOUTO Ca peaTU3UPaHU KOMYHUKAIIMOHHUTE CUCTEMH;

1) pbpMyepbT Ha TE€3U yCTPOUCTBA;

K) copTyepr Ha KOMYHUKAITMOHHUTE CUCTEMH;

J1) 3aMucH 3a CbOUTHSATA (JIOTOBE, KYpHAIIN);

M) JOKyMeHTaus (eKCIuioaTallMoOHHA U MOTPEeOUTEINICKA);

H) HOJABPXKAIINA CUCTEMU (eIeKTPO3axpaHBallli, KITUMAaTUYHHU);

0) CHCTEMH 32 KOHTPOJ Ha (PU3MUYECKUS OCTHII M Ha OKOJTHATA CPENa;

1) IPOLECH/ACHHOCTH, CBBP3aHH C YIPABJICHUETO, €KCIUIOATAIUATA U MOJAPHKKATA HA
MH(POPMAIIMOHHUTE U KOMYHUKAITUOHHUTE CUCTEMH;

P) IOKYMEHTAIHs Ha T€3H MPOLECH U JCHHOCTH;

C) CITYXKHTEJIH, UMAIM OTTOBOPHOCTH KbM YIIPaBJIEHUETO, EKCIUIOATALUATA U MOPHKKATA HA
WH(POPMAIIMOHHUTE U KOMYHUKAITMOHHUTE CUCTEMH,

T) BHHIIIHU OpraHU3alliy, UMAIIX OTHOLIIEHUE KbM YNPABICHUETO, EKCIIOATALUATA U
NOJAPHKKaTa Ha HH(POPMALIMOHHNTE U KOMYHUKAIIMOHHUTE CHCTEMU;

y) Aipyro.

2. UnenTndunmpane Ha 3anjiaxure

3a Bceku OT UH(POPMAIIMOHHUTE aKTUBH B PUCK-PETHCTHPA CE HAHACAT 3aIlJIaXUTE/HEKETaHUTE
CbOUTHSI, KOUTO OMXa JIOBEJIU 10 HapyllaBaHe Ha KOH(PHUIEHIIMAIHOCTTa, UHTETPUTETA U IOCTBITHOCTTA Ha
nHpOpMaIHITA.

TpsabBa na ce pasrienat BCUYKU MOTSHIIMAIHY 3aMlJIaXy, IPOU3THYAIIN BHTPE WIH U3BBH
aJIMAHUCTPAIUATA, HACTBIIWIN CIIy4allHO WJIH MPeIHAMEPEHO, KaTo ce UMa MPeIBU/ YA3BUMOCTTA Ha
nH(OPMAaIIMOHHUS aKTUB KbM ChOTBETHATA 3aruiaxa.

[TpumepHHM 3amaxu ca MOCOYEHU B Kpasi Ha TOBA MPHIIOKEHHE.

B puck-perucrbpa 3a BCsika 3amiiaxa ce BIMCBA KAKBH MEPKH ca MPEANPUETH CPELLy Hes.

3. Onenka Ha BB3A€liCTBHETO

B puck-perucrppa 3a Bcsika 3amiiaxa ce BIMCBA OLIEHKAaTa 3a HEMHOTO Bb3ECHCTBUE - LIETUTE
(MaTepua HU U HEMaTepHAIHU), KOUTO Ja/IeHa 3ariaxa MOXe J1a IPUYMHU, aKO Ce peaau3upa.

3a olIeHKa Ha Bb3JEHCTBUETO CE U3I0JI3BA METCTENeHHA cKaa oT 1 10 5, kaTo npu 1 merure ca
HE3HAYUTENHM, a IIPU 5 ca HAl-TOJIEMU.

4. OneHka Ha BEPOSITHOCTTA
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Omnpenens ce BEpOSITHOCTTA 32 Bb3HUKBAHE Ha J1a/ICHA 3aIUIaxa, KaTo ce B3eMaT IpeBU/
npeanpueTuTe Beue Mepku. KoakoTo nosede ca npeanpueTuTe 3aliuTHE MEPKH, TOJIKOBA I10-HUCKA €
BEPOSATHOCTTA OT Bb3HUKBAHE Ha 3aryiaxata. [Ipu orjeHKa Ha BEpOSTHOCTTA C€ B3eMaT IPEBU/ CIETHUTE
¢bakropu:

a) 3a peaJu3UpaHe Ha MpeJHAMEPEHH 3aIlUIaxu: HUBO HA HEOOXOJUMHTE YMEHUs, JIECHOTA Ha
JOCThIIa, CTUMYJI U HEOOXOIUM PECYpC;

0) 3a peanu3upaHe Ha CIy4aiHU 3allIaxyu: TOIMHA Ha MPOU3BOJCTBO Ha Xapayepa u codryepa,
HUBO Ha MOJ/IPBKKATa UM, KBATM(UKAILIUS Ha MTOIbPIKALIUS IIEPCOHAN, PECOPHO 0Oe3eyaBaHe Ha
€KCIUIOAaTALlMOHHUTE TPOLIECH, KOHTPOJ BbPXY TSX U JIp.

B puck-peructbpa 3a Besika 3aruiaxa ce HaHacs OLleHKaTa 3a HEHHOTO Bb3JICHCTBHE.

3a oreHKa Ha BB3/ICHCTBUETO C€ M3IMOJ3Ba METCTEIIEHHA cKajla OT 1 0 5 M KaTo ce MMa MpeIBUI
OIpeiesIeH IEPUO/I, HallpUMep €Ha FOJMHA:

1 - BeposiTHOCTTa OT peanu3upaHeTo Ha 3ariaxata € nog 10 %;

2 - BEpOSATHOCTTA OT peanu3upane Ha 3amnaxata € ot 10 % go 30 %;

3 - BeposSITHOCTTA OT peayin3upane Ha 3amnaxara € ot 30 % 1o 50 %;

4 - BepOsSITHOCTTA OT peasin3upane Ha 3amaxara e ot 50 % no 70 %;

5 - BeposITHOCTTA OT peanu3upane Ha 3amiaxara e Haj 70 %.

5. Onenka Ha pucka

3a nosryyaBaHe Ha OLIEHKATa Ha pUCKa ce U3I0JI3Ba cieiHaTa Gpopmyna:

(Ouenka na év3oeiicmeue * Quenka na eepoamnocm) = Quenka Ha pucka
6. IlpuopuTH3anms Ha pUCKOBeTe

C el rmpujiaraHe Ha ImpornopuruoOHaIHA Ha 3alJIaXUTC MCXaHU3MU 34 3allluTa CC IpaBru
MMpHUOpUTHU3ALIUA HA PUCKOBCTC HA 0a3a Ha TAXHATa OIICHKA U CIICAHUTC IMparoBe:

IIpuopurer Ha puckKa OueHka Ha pucKa
1 ot 17 no 25
2 or 8 mo 17
3 orl no 8

7. CMeKk4yaBaHe HA PUCKOBETe

[Ipuema ce, ye 3a pUCKOBE C MPUOPUTET 3 HE CE U3UCKBA MPEAIPUEMaHe Ha JOMBIHUTEIHU MEPKU
3a CMEKYaBaHEe Ha 3aIUIaXUTe, KOUTO T'M MOPaXKAaT.

3a puUCKOBETE C IPUOPUTET 2 Ce MPaBU aHAIN3 HA B3MOXKHUTE MEPKU, KOUTO OMXa MOTJIU Ja ce
mpeanpuemMar 3a CMEKYaBaHeTO UM, U C€ TIPEIICHsBA J1ali pa3XoabT HA PECYPCH 3a MPUJIATaHEeTO UM €
MPONOPIIMOHANICH Ha MIETHTE OT peajr3upaHe Ha 3amiaxarta. B cioydail ye meTuTe ca moBeve OT pa3xoauTe,
Ce OIpeAesAT OTTOBOPHO JIMIIE U CPOK 3a MpUIaraHe Ha Te3U MEPKH.

3a BCUYKHU PUCKOBE C MMPHOPHUTET | c€ OMpeaesaT OTTOBOPHH JIMIIA, TNIAHUPAT CE MEPKH, KOUTO
Ouxa HaMaJIWIW PUCKa OT pealu3hpaHe Ha KOHKpPETHATa 3ariaxa, U ce OMPEeIessIT CPOKOBE 3a IPUIIaraHEeTO
UM.

II. MOCJIEJABAIIA TEMCTBUS
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OTI‘OBOpHI/ITe Jiia 3a CbOTBETHUTC PUCKOBC OpraHuU3upaT NpujiaraHeTo Ha IMJIaHUPAHUTC MCPKU

3a 3alIuTa U HAOJII0jaBaT UHIIMACHTUTE | IETUTE, CBhpP3aHu ¢ TAX. [[py HE0OX0AMMOCT HHUITUUPAT HOB

aHaJIN3 U OLICHKA Ha PUCKa 34 Ta3u 3alliaxa.

P”I)KOBOJICTBOTO Ha aAMUHHCTpanusATa Opranu3upa nepuoguiHo, HO HE MMO-MaJIKO OT BCIHBIK B

roanHara, aHaJin3 U OLICHKA Ha pHUCKA, KaKTO U IIPU BCAKO UBMCHCHHUC B I/IHCI)OpMaI_II/IOHHaTa /unu

KOMYHHUKAIlMOHHATa HHPPACTPYKTypa MPOMsSHA Ha aIMUHUCTPATUBHATA CTPYKTYpa U (GYHKIIUUTE.

HNPEINNOPBYUTEJIEH PETUCTBHBP HA PUCKOBETE

Ne | Undopmannonen | 3amnaxu/nexxenanu | [Tpunoxkenn |  OneHka Ha Ouenka Ha |Onenka | [Tpuopurer | [Inanupanu | Heo6xo;
aKTUB CHOUTHS MEpKH 32 | Bb3ACHCTBUETO | BEPOSITHOCTTA | HA Ha pUCKa | MEpKH 3a pecyp
1o 3aImTa (ot 1 1o 5) | pucka | (ot 1 mo 3) [ cMekuaBane
pen (or 1 10 5) Ha pHUCKa
(za
MIPUOPUTET
3u2)
BEPOSATHU 3AIIVIAXHU

* BiiomaBane Ha cpesicTBaTa 3a ChbXpaHsBaHE

* ['periika npu TEXHUYECKOTO 0OCITYKBaHE

* ['pemiku npu npeaaBaHeTo

* EnextpomarauTHa paguarus

* 3110Bpe/IeH MPOrpaMeH Kol

* 3noynotpebda ¢ pecypcu

* M3non3BaHe Ha HEpa3pelIeHn IPOrpamMy 1 IaHHU

* Kpaxo6a

* MackupaHe Ha noTpeOuTesncKka uaeHTH(GUKaLUs (HeJlerajTHo IPOHUKBAHE)

* HeotopusupaHn 10CThIT 10 KOMIIOTPH, TaHHH, YCIYTH U MIPUIIOKEHUS

* Heotopusupan 10CTBhII 10 CpeicTBATa 3a ChXpaHsBaHE

* HempaBuiiHa (mmorperirHa) MapiipyTU3alys/ IpeHacouyBaHe Ha ChOOIIICHUS

* Otpuuane (J0Ka3yeMocT)

* [ToBpenia Ha KOMyHHKALIMOHHOTO 000pY/IBaHE U YCIIyTUTE

* [loncnymBane

* [Toxxap, HaBoIHEHNE

* [Torpedutencka rpemika

* AIMUHHUCTpATOPCKa Iperka

* [IpexbcBane/moBpea Ha 3aXpaHBaHETO (EIEKTPUUYECTBO U KITMMATH3AITH )

* [IperoBapBane Ha Tpaduka

* [Ipupoauu 6encTBus

» Kubeparaka

» CodryepHu npooiiemMu

* Texunuecka rnospesa (Mpexa, CHICTEMEH Xapayep)

[Tpunoxenne Ne 4 xbm ui1. 22, aj1. 6

N3zrounuk: [IpaBHo-uHpOpMarmontu cucremu "Cuena" 22.01.2026 1.



N3NCKBAHUA 3A KOHOPUT'YPUPAHE

1. [a ce 3a6panu macros B office makerure.

2. lla ce 3a0panu pop-up B Opay3epure.

3. Auto play ¢yHKIMsATa 1a cCe KOHPUTYypHUpa BUHATH J1a UCKA TTOTBBPKICHNE HA MIOTPEOUTEIIS.

4. User Account Control na ce koHpUTypHpa 10 Hal-BUCOKO HUBO, TaKa Ye BUHATH J1a U3/1aBa
MIPE Iy IPEKACHHUS.

5. Ilpu cnonensineTo Ha (aitioBe U MPUHTEPH J1a HE Ce U3MOJ3Ba HacTpoiika Everyone, a na ce
yKa3Ba KOU aKayHTH TOYHO Jla UMaT MPaBo Ha JOCTBHI JI0 TAX.

6. [a ce 3a6pann TRACE/TRACK meToasbT.

7. da ce 3abpanu anonymous authentication.

8. Jla ce m3nmom3Ba Unicast Reverse-Path Forwarding (uURPF) 3a npenmnasBane ot u3noi3BaHeTo HA
dammmBu [P agpecu u rate-limiting 3a orpann4aBane Ha Opos Ha 3asBkuTe 10 [P anmpec.

9. la ce 3a6panu TLS renegotiation B cucremu, usnon3pauu TLS, unu n1a ce kongurypupa rate-
limiter 3a orpaHn4aBaHe Ha OpoOs Ha MIPEIOTOBAPSIHE HA CECHSL.

10. CroOmienusTa 3a rpelikyd B CAICTEMHTE Ja He AaBaT U3NIUIIHA HHOpMAIIHSL.

11. a "e ce u3nomsa AutoComplete.

12. Jla ce n3non3Bat npuioxkeHus (add-ons) kbM Opay3bpute 3a OJ0KHpaHe Ha PEKIAMHO
ChIbpIKAHUE.

[Tpunoxenue Ne 5 xbpm wii. 24, 1. 13

N3UCKBAHUS KbM HEADERS HA OTTOBOPUTE HA 3ASIBKHU 3A YEB
CAUTOBETE

1. Headers Ha oTroBOpuUTE Ha 3asBKUTE J]a HE ChIbPKAT HHPOPMALUS 32 MIaTGOPMUTE U BEPCUUTE
Ha W3MOA3BaHUs COPTyep.

2. Headers Ha OTrOBOpUTE Ha 3asIBKUTE J]a ChABPKAT CIACTHUTE OILIUU:

a) HTTP Strict Transport Security (HSTS) - monmutuka ceriaacao RFC 6797 ma IETF ot 2012 1,
KOSITO MPUHYKAaBa yeb Opay3bpa Ha KIIMeHTa Jia ce cBbpike qupekTHo upe3 HTTPS npu npepasrnexnane
Ha ye0 caiiTa; npenopbyuTeIHa CTOMHOCT Ha Mepuoja Ha BauaHOCT Ha kema Ha HSTS (max-age) e none
IecT Mecena;

6) X-Content-Type-Options - ”HCTpYKTHpa OTpeOUTENCKUS Opay3bp Ja cieBa CTPUKTHO THIIA
MIME, nepunupan B Content header; ennHcTBeHaTa BasIMIHA CTOMHOCT 3a TO3H Xeawp € "X-Content-Type-
Options-nosniff";

B) X-XSS-Protection - HacTpoiiBa koHpurypamusaTa 3a XSS GunTepa, BrpaZeH B IOBEYETO
Opay3bpH, KOETO MPEAOTBpATIBA HAKOU Kareropun XSS aTaku; nmpernopbunTeasHa cTohHocT "X-XSS-
Protection: 1; mode=block";

r) X-Frame-Options - 1aBa yka3anus Ha Opay3bpa Ja He BKapBa yeb cTpanuiiata BbB frame/iframe
Ha JIpyru ye0 CTpaHuIM; penopbUYuTenHa cToiHocT "X-frame-options: SAMEORIGIN";

n) Content-Security-Policy - mpenoTBpaTsiBa MIMPOK CIEKTHP OT aTakH, BKIOUUTEIHO Cross-site
scripting u Ipyru cross-site injections;

e) Referrer-Policy Header - mo3BossiBa Ha caiita 1a KOHTpOJIHMpPA KOJIKO HHPOPMALIUS C HABUT AU
Jla ce BKIIIOUBA B Opay3bpa U3BbH JOKYMEHTA;
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k) Feature-Policy Header - mo3BosisiBa Ha caiiTa ga KOHTpOJIUpa KOU (GYHKIIMU U IIPUIIOKHU
nporpamuu untepdericu (API) morar ga ce u3nonssar B Opay3bpa;

3) HTTP Public Key Pinning (HPKP) - 3amurten mexanuzbsM, koiito no3oisia Ha HTTPS ye6
CaiiTOBETE /1a Ce MPOTUBOIIOCTABAT HA MMUTALIMS OT CTPaHa Ha aTaKyBallUTe, U3MOI3BAHKN HETIPABIITHO
W3JaJICHY WK JTBXJIMBU CepTH(UKATH.

[Ipunoxxenue Ne 6 kbM uJ1. 3, aj1. 2, T. 2

HNPENOPBYHUTEJHU ®YHKIUU HA CJOYKUTEJA/3BEHOTO, OTT'OBAPAAIL/O 3A
MPEXOBATA 1 THOPOPMALIMOHHATA CUT'YPHOCT

1. PbKOBO/IM AeHHOCTUTE, CBBP3aHU C IOCTUTaHE Ha BUCOKO HUBO HAa MPEXOBa U MH(OpMAIIMOHHA
CUTYpPHOCT, U IIeTTUTE, 3aJI0KEHHU B monuTuKaTa Ha CyOekTa 1o 4. 4.

2. V4dacTBa B U3rOTBSHETO Ha MOJUTUKHUTE U TOKYMEHTHpaHaTa MH(popMarus.

3. Cnenu 3a cria3BaHETO Ha BbTPEIIHUTE IPaBUiIa 110 CMUCHIA HA 4II. 5, aJl. 1, T. 6 1 npuiaraHero
Ha 3aKOHUTE, [10/13aKOHOBUTE HOPMATUBHU aKTOBE, CTAaHAAPTUTE, OJUTUKUTE U MTpaBUiIaTa 3a MpeKoBaTa 1
MH(POPMAaLIMOHHATA CUTYPHOCT.

4. Koncynrupa ppkoBoacTBOTO Ha CyOeKTa BbB Bpb3Ka ¢ HH(POPMAIIMOHHATA CUTYPHOCT.

5. PpKOBO/IM MEPUOJMYHHUTE OLIEHKH Ha PUCKOBETE 3a MpEKoBaTa M MH(POPMAIlMOHHATA CUTYPHOCT.

6. [leproanyHo (HEe MO-MAJIKO OT BEIHBXK B OJIMHATA) U3TOTBS JOKJIAIN 32 CbCTOSIHUETO Ha
MpexoBaTa U HHPOPMALlMOHHATA CUTYPHOCT B a/IMUHUCTPATUBHOTO 3BE€HO U I'M NPE/ICTaBs Ha
PBKOBOJIUTEIIS.

7. Koopaunupa oOyueHusiTa, CBbp3aHu ¢ MpeXoBaTa U HHPOPMAIIMOHHATA CUTYPHOCT.

8. Opranuzupa NpoBEpKH 3a aKTYaTHOCTTA Ha IUIAHOBETE 3a CIpaBsHE C MHIUJCHTUTE U IUIAHOBETE
3a IeMCTBUS B cilydail Ha aBapuu, IPUPOIHU OEACTBUSI MU IPYTU POPCMAKOPHHU 0OCTOSTENICTBA.
Ananuzupa pe3yiaTaTuTe OT TSX U OpraHu3Mpa U3MEHEHUE Ha IUIAHOBETE, aKo € He00X0AUMO.

9. llogabprka BpB3KU C APYTH aIMUHUCTPALIUU, OPTaHU3allUU U eKCIIepTH, paboTeni B o01acTTa
Ha MH(POPMAI[MOHHATA CUTYPHOCT.

10. Cnenu 3a akypaTHOTO BOJIEHE Ha PErMCcThpa Ha MHIUACHTUTE.

11. YBenomsiBa 3a MHIUAECHTH ChOTBETHUS CEKTOPEH €KUII 3a pearupaHe Ha UHLIUJCHTH C
KOMITIOThPHATa CUTYPHOCT B ChOTBETCTBHE C U3UCKBAaHETO Ha 4il. 31, aj1. 1 (yBenoMsBaHe 3a MHIIUJCHTH)
OT Ta3u Hapenoa.

12. Opraau3upa aHaJIn3 Ha MHITUACHTUTE C MpeKoBaTa M MHGOPMAIIMOHHATA CUTYPHOCT 32
OTKpHBAHE Ha MPUYMHUTE 32 TAX U IIPEANPUEMAaHE HA MEPKH 3@ OTCTPAHsBAHETO UM C 1I€JI HaMaJlsIBaHe Ha
€HOTUITHUTE MHIUACHTH U HaMaJIsiBaHE Ha 3aryOuTe OT TAX.

13. Cneau 3a akTyanu3upaHe Ha U3MOI3BaHUs copTyep U Gpbpmyep.

14. Cnenu 3a nosiBaTa Ha HOBM KuOep3aruiaxu (BUPYCH, 3JI0BPEJIEH KO/, CIlaM, aTaky U JIp.) U
npejulara aeKBaTHU MEPKHU 3a MPOTUBOAECHCTBUETO UM.

15. Opranusupa TecToBe 32 OTKpUBAHE Ha YA3BUMOCTU B HH(POPMAITMOHHUTE U
KOMYHUKAI[MOHHUTE CUCTEMH U IIPeylara MEpKH 32 OTCTPAHSBAHETO UM.

16. Opranuszupa u CbTpyIHUYM NIPU NPOBEKIAHETO HA OJUTH, IPOBEPKU U aHKETHU U NIPU
U3MPAIIAHETO Ha PE3YJITATUTE OT TAX Ha ChOTBETHUS HAllMOHAJIEH KOMIIETEHTEH OPTaH.

17. Ilpeara caHKIMM 3a JIMLIATa, HAPYILIWIA MEPKUTE 3a Mpe)KoBaTa U UH(OpMaIlMOHHATA
CUTYpPHOCT.

[Tpunoxenue Ne 7 kbm wi. 31, ai. 2
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YBEJOMJIEHHUE 3A UHIIUJAEHT

KkbM cekTopHusi EPUKC

Heob6xoanma
uHpopMaLs

Heraiinm

Jdannn

(10 2 yaca)

Jlune, monasario
YBEJIOMJICHUETO

Nme, pamumms

BammsT Tenedonen
HOMEp

(GSM)

Bamara enexrponHa
nora

Opranuzauust

HaumenoBanue Ha opraHu3anusTa, 3acerHara
OT MHIHJIEHTA

JIune 3a KOHTaKT (3a
LEeTUTE Ha
paspeliaBaHeTo Ha
VHIWJICHTA)

Nwme, TenedoHeH HOMEp M eJIEKTPOHHA NOIa
Ha KOMIIETEHTHO JIMIIE OT MPE/IPUSITHETO,
KOETO IIPH HEOOXOIMMOCT MOXKeE J1a TI0/1a/1e
JIOITBJTHUTENHA HH(pOpMAITHS

Jlata u gac

Brmcsar ce JaraTta 1 4aCbT Ha Bb3HUKBAHC Ha
HHIWACHTA, aKO HE € Bb3MOXKHO - JaraTta u
YachbT HA OTKPUBAHETO MY

Tun va uHUKMIEHTA

0 Virus O Trojan O Botnet O Dos/DDos O
Malware

0 Port Scan O Spam O Phishing O
Pharming

0 Probe O Crack O Copyright O
Ransomware

0 Defacement O Exploiting known
Vulnerabilities

0 Application Compromise O Login
Attempts

0 SQL injections
0 Unknown

0 Other
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YBEJOMJIEHHUE 3A HTHIIUJAEHT

kbM cexTopHusi EPUKC

Heob0xoauma
uHopmanms

Heraiinu

Jdannun

Kpatko onucanue Ha

Bmucsa ce KpaTKO OINMMCAHMC Ha MHIIUCHTA,

WHIHACHTA KaTo ce BKJIIOYBA BCSAKA
MpaKTHYecKa/TeXHIIecKa HHpopManus (Tasu
uH(pOpMaLK ce NPEeIOCTaBs, B CITy4ail ue e
HaJINYHA)

TpancrpannyHO * Brirca ce nH(pOpMaIist 3a eBeHTYaTHO

BB3/ICHCTBIC TpPaHCIPaHUYHO BB3JCHCTBUE U CE IIOCOYBAT

JIbpyKaBUTE

* BrincBa ce uH(bopmalys 3a yCIayrure, KOuTo
ca 3aCerHaTu

Bw3aelicteue BbpXy
JIPYTH CBHIIECTBEHN

Brmcsa ce nadopmanyst Ha Kou 1pyru
CBIIECTBEHH YCIIyTH €BEHTYAJTHO I1[€ OKaXKe

YCIIyTH BB3JICHCTBUE
3acernara cucreMa IP Address:
(momreIIBa Ce, aKo €

HaJlM4Ha DNS:
nndopmanusita)

Operating System:

M3TouHuk Ha aTakaTta
(TomreIIBa Ce, aKo €
HaJIM4YHa
uHpopmarsTa)

IP Address:

DNS:

[Ipennpueru aeicTBus

OmnmcBar ce MbpBOHAYATHATE ICHCTBHS,
TIPEATIPUESTH IO MOMEHTA - IO 2 Yaca OT
3aCHYaHETO HA UHIMJICHTa

[Ty6nuuno onoBecTsiBaHe

CobriacHo KOMYHUKAalITMOHHA CTPATECrus Ha
AIMUHHUCTpanusTa

10 S paGoTHH AHH

Mexanu3bpM Ha aTakaTa

OrnrcBa ce MEXaHU3MBbT Ha aTakaTa

[Ipennpueru neiictus

OmnmcBar ce moapoOHO AEHCTBUITA,
MIPEATIPUCTH 32 pa3peliaBaHe Ha MHITHICHTA

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena"
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YBEJOMJIEHHUE 3A HTHIIUJAEHT

kbM cexTopHusi EPUKC

Heob0xoauma
uHopmanms

Heraiinu

Jdannun

Heo6xoaumMocT ot
KOPHUTHPAILLH TSHCTBUS

Mma 1 Heo6XOIUMOCT OT TIPOMSIHA B
HACTpOUKUTE Ha 3amuTHUTE cTean, WAF nnn

Ap.

HpOMHHa Ha NNOJIMTUKAaTa 3a CUT'YPHOCT, aKO
CC Hajlara

OOyueHue Ha rnepcoHasa

Amnanu3 Ha apTedaku

OrmucBat ce pe3yaTaTure OT aHAIN3a Ha
apTedakTHTe, aKO IMa YCTAaHOBEHH TAKUBA, U
HMHCTPYMEHTHTE, M3I0JI3BaHH 32 TOBA.

W3npara ce xonue ot apreakTure

[Ty6mmuno onoBecTsBaHe

CoriacHo KOMYHUKAITMOHHA CTPATCIvs Ha
AIMUHUCTpalusATa

3aobenexcka. IlonrbiBa ce TOMBIHUTEIHA HHPOPMAIIUS B CITy4ail HA HEOOXOUMOCT.

[Tpunoxenue Ne 8 kbm wi. 31, an. 3

OBOBIIEHA CTATUCTHYECKA HTHO®OPMAIUA 3A THIHUJAEHTHA

ot cextopunss EPUKC kbpm Hanuonaauusas EPUKC

/II/III/IV TpuMmecedne 3a TEKyaTa
roANHa

0010 3a TeKyIara roauHa

HOJ’Iy‘-IeHI/I CHUTHaJIN

3acernatu [P agpecu

Wsnpartenu meitnu

Perucrpupanu Ha caiitra

He eécuuku cuenanu ce pecucmpupam kKamo uHuu()eHmu
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IIpuopurer Ha perucTpupaHure
HMHIUJIEHTH

I/1I/ TI/IV TpuMeceure 3a TeKyliaTa
rofuHa

0061110 3a TeKyII[aTa rouHa

Bucox

Cpenen

Hucex

06110

Onpedensinemo na npuopumema Ha UHYUOCHMU Ce U3EbPUIBA Cb2IACHO npunocenue Ne 7

Bunose uHIMAEHTH

I/II/IV Tpumecedue 3a TeKymara
roJyHa

00110 32 TeKymara roguHa

Fraud

Malicious code

Abusive Content (Spam)

Availability (DDoS )

Intrusion Attempts

Information Gathering

Intrusions

Information Security

Vulnerable

Other

Botnet

O6110:

Wzrounuk: [IpaBHo-undopmanmonuu cucremu "Cuena"
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Kﬂacuqbukauuﬂma HA uHuu()eHmume Ce U36bPULBA CH2IACHO MAKCOHOMUAMA HA ENISA, nocoudyerna 6 npujiolicenue

Ne 7

3acernatu [P agpecu no BugoBe
HHIAIEHTH

I/II/III/IV Tpumeceuue 3a TeKymara OO0 3a TeKyIara roJuHa
rOMHA

Fraud

Malicious code

Spam

Botnet

Availability (DDoS )

Intrusion Attempts

Information Gathering

Intrusions

Vulnerable

Other

3acernatu IP anpecn

[Tpunoxenne Ne 9

KJJACUOUKALINA HA THIIMAEHTUTE U TIPUOPUTET

Kirac Tun Ha MHLKAEHTA IIpuopurer Onucanue/mpumep
Abusive Spam Hucsk "Hesxenana enextponna noma". M3monsBaneTo Ha cpena
Content 3a €JIeKTPOHHU KOMYHHUKAIIUHN (MHTEPHET) 32 MaCOBO

H3IIpalaHe Ha HEXKEJIaHU CT)O6III€HI/I$I. Spam
C'bO6HI€HI/I§ITa C€ m3Ipamar KaTto 9acT OT Io-rojsiMa
KOJICKOUA OT C"I)O6I_[I6HI/I)I, BCHYKH C HACHTHYHO
CbAbpPIKaHUC.
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KJIACU®UKALINSA HA THIIMAEHTUTE U TIPUOPUTET

Kiac Tun Ha HHIIUACHTA [puopurer Onucanue/mpumep
Harassment Hucsk Kommpomary nimm nTucKpUMHHALNS CIPSIMO HSIKO# (T1p.
cyberstalking).
Child/sexual/violence/... Bucox Jetckara mopHorpadus, MpociiaBa Ha HACHITHETO, ...
Malicious Virus Cpenen CodTtyep, KOWTO MPEeIHAMEPEHO CE HHCTAUPA B
Code cucTeMuTe ¢ BpeaHH 1eau. Heodxoaumo e neficTBre Ha
MOTpeOnTEN, 32 ]a CE aKTHBHPA KOIBT.
Worm Cpenen
Trojan Cpenen
Spyware Cpenen
Dialer Cpenen
Information Scanning Cpenen | Ataku, KOWTO M3MpaLIaT 3assBKH KbM JIajieHa CHCTEMa C
Gathering IeJT 1a OTKPUAT ci1abu MecTa. ToBa BKIIIOYBA CHIIO U
HSKOM BHUJIOBE TECTOBE C 1€ JIa ce chbepe nHbopMaIius
3a X0cTOBe, yciyru u cMeTkH. Ilpumepn: fingerd, DNS
3asBku, ICMP, SMTP (EXPN, RCPT, ...).
Sniffing Hucsk Hab6nronenune n 3anmcBane Ha MpeXoBUsI TpaduK (
wiretapping)
Social engineering Hucsk CnOupane Ha uH(GOpMALU OT MHAUBUAN 0€3 M3II0JI3BaHE
Ha TEXHUYIECKHU CPECTBA (HAIIPUMED, TBXH, TPUKOBE,
MOJKYIIH WIN 3aIUIaxu).
Intrusion Exploiting known Cpenen Onut ga ce KOMIIPOMETHpPa CHCTEMAa WM J]a C€ HapyIIH
Attempts vulnerabilities I[EJIOCTTA Ha YCIIyTa, KaTo CE U3I0JI3Ba YA3BUMOCT ChC
cTaHAapTU3Npan uneHtuduxarop, karo CVE nme
(mammprmep, buffer overflow, backdoors, cross site
scripting, 1 T.H.).
Login attempts Cpenen MHOXKeCTBO ONINTH 3a JIOTBaHE B cUcTeMa (TIp.
guessing/cracking of passwords, brute force).
New attack signature Hucsk Omnwurt 3a aTaka, M3MOI3BAIl HOBH TEXHHUKH.
Intrusions Privileged account Cpenen VYcnereH mpoOUB B cHcTeMa WM IPHIIOXKeHUe (yciryra).
compromise ToBa Moe 12 € IPUYNHEHO AUCTAHIIMOHHO Ype3
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KJIACU®UKALINSA HA THIIMAEHTUTE U TIPUOPUTET

Kiac Tun Ha HHIIUACHTA [puopurer Onucanue/mpumep
Unprivileged account Cpenen M3MO0JI3BaHe HA U3BECTHA WIIM HOBA YSI3BUMOCT, KaKTO U
compromise JIOKAJIHO OT HEOTOPH3HPAHO JIHIIE.
Application Cpenen
compromise
Availability DoS Bucok B To3m BHJ aTaka cuctemara ce 6oMOapaIupa ¢ TOIKOBa
MHOTO ITAKETH, Y€ MPOLECUTE ce 3a0aBsiT MM CHCTEMaTa
6okupa. [Ipumepu 3a otnaneden DoS ca SYN- u PING-
DDoS Bucox flooding, 6ombGapaupane Ha eIeKTpOHHA romIa u 1p. (
DDoS: TFN, Trinity u np.) Bernpexu ToBa HaIn9HOCTTA
Ha yCJIyruTe MoXe J1a ObJie 3acerHara u oT JeUCTBUs Ha
Sabotage Bucok JIOKaJIHO HUBO (YHUILOXKAaBaHE, IPEKbCBAHE HA EJIEKTPO-
3aXpaHBaHETO H Ip.)
Information | Unauthorized access to Cpenen OcCBEH JIOKAJIIHU 3JI0YIIOTPEOH C JTaHHU U CHCTEMH,
Security information CUTYpPHOCTTa Ha HH(OpMAIHATA MOXKE 1a OB
3acTpalleHa 1 OT YCIEIIHO KOMIIPOMETHPaHe Ha aKayHTH
U NIPWJIOXKEHH. B nonbiHeHne Ha ToBa ca Bb3MOXKHU 1
Unauthorized Cpenen aTaKy, KOMTO MPHUXBAIIAT U JOCTHIIBAT HH(GOPMAIHS IO
modification of BpeMe Ha HEeIHOTO mpeaaBaHe (IOCITyIIBaHE,
information TIOJINIPABSHE WM TIPUXBAIIAHE).
Fraud Unauthorized use of Cpenen W3mon3BaHe HAa pecypcH 3a HEO3BOJICHH IICIIH,
resources BKJIFOUMTEITHO ITAPUYHO o0JarosieTescTBane (HarpuMmep,
M3II0JI3BAHETO Ha €JIEKTPOHHA IT01I1A 33 y4acThe B
HE3aKOHHO pa3lpaliaHe Ha MUCMa C el
00IaroICTENCTBaHE WM YIACTHE B TUPAMUIATIHU CXEMHU
3a U3TOYBAHE Ha JAaHHH U CPEJCTBA).
Copyright Hucok [ponax6a ¥ UHCTANTUpPaHE HA HEJMICH3UPAHU KOS Ha
TBHPrOBCKH CO(Tyep WIN IPYTH 3aLIUTCHH C IpaBa
TBProBcku Matepuanu (Warez).
Masquerade Bucoxk Bunose aTaku, B KOUTO €IHO JUIE HE3AKOHHO IIpHEMa
CaMOJIMYHOCTTA Ha JIPYTO, 3a Ja Ce BH3II0JI3Ba OT HETO.
Phishing Bucok ATaka, Ipy KOATO € Ch3JIaJICHO KOTHE Ha JICTUTUMHA
WEB crpanuia, npe3 KosiTo )KepTBHUTE ca MOJMaMBaHH J1a
BBBEXKIAT JIMYHH JaHHU WIH Ipyra KOHOUICHIHAIHA
uH(popManus. BeBeeHuTe TaHHM ce H3I0I3BaT I0-
HaTaThK 32 HE3aKOHHH JAEHHOCTH.
Other Bceuuku ocrananu Hucobk 3a BCHUKYM MHLMJICHTH, KOUTO HE [I0NaJaT B IIO-TOpHATA
KJIacU(HKALOHHA CXEMa.
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