HAPEJIBA 3A OBIHIMTE U3NUCKBAHUS 3A MPEXKOBA U
NHPOPMALIMOHHA CUTI'YPHOCT (BAI'JI. U3M. - IB, BP.5 OT 2017 TI'., B
CNJIA OT 01.03.20171T'.)

B cuna om 25.11.2008 2.
Ilpuema c I[IMC Ne 279 om 17.11.2008 e.

O6nu. JIB. 6p.101 om 25 Hoemepu 2008e., usm. /{B. 6p.58 om 30 FOnu 2010e., uzm.
JIB. 6p.102 om 30 Jexemepu 20102., usm. u oon. /[B. 6p.48 om 31 Maui 20132., uzm. u
oon. /[B. op.5 om 17 Anyapu 20172.

I'naBa nbpBa.
OB NOJIOKEHUA

UYn. 1. (1) C mapenbata ce ypexaar:

1. (m3m. - [IB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) oOumTe U3UCKBAHUS 32 MPEKOBA H
WHPOPMAIIMOHHA CHTYPHOCT 3a HYXKAWTE Ha NPEJOCTaBIHETO HA BBTPCIIHH EJICKTPOHHU
aJIMUHUCTPATUBHHU YCIIYTH U OOMEHA Ha eJICKTPOHHH JOKYMEHTH MEX/Y aJIMUHUCTPAIIUUTE;

2. (ot™. - 1B, 6p. 5 o1 2017 1., B cmma ot 01.03.2017 1.)

3. (orm. - IB, Op. 48 or 2013 1.)

4. (m3m. - JIB, 6p. 5 ot 2017 r., B cmia ot 01.03.2017 r.) Meronukara 3a U3BBPIIBAHE Ha
OIICHKA 32 CbOTBETCTBHUE C M3MCKBAHUATA 32 MPEKOBA U HHGOPMAIMOHHA CUTYPHOCT;

5. (m3wm. - JIB, 6p. 48 ot 2013 r., u3m. - JIB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.) HAUUHBT
Ha  YJOCTOBEpSIBaHE CHOTBETCTBUETO HA  BHEAPSBAHUTE OT  aJIMUHHCTPATUBHUTE  OpPraHU
WH(POPMAITMOHHA CHCTEMH C YCTAaHOBCHHTE HOPMATHBHHM W3WCKBAHHS 32 MPEXKOBA M WH(POPMAIMOHHA
CUTYPHOCT W BIHCBAaHETO UM B CIMCHhKAa Ha HH(POPMAIMOHHUTE CUCTEMH, YHUETO CHOTBETCTBUE €
YIOCTOBEPEHO MO pea Ha Hapeadara.

(2) (dom. - AB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.) Hapenbata He ypexa MpexoBaTa U
WH(POPMAITMOHHATA CUTYPHOCT Ha HWH(POPMAIMOHHUTE CHCTEMH HAa aIMUHHCTPATUBHUTE OpPTaHH W
npaBUiIaTa 3a MpEXKOBa W HWH(POPMAIMOHHA CHTYPHOCT TPU H3IOJ3BaHE Ha Kiacu(uIpaHa
uHbopManus.

Yn. 2. (1) 3agpokeHUsITa HA aIMUHUCTPATUBHUTE OPTaHW MO Hapemdara ce MmpujaraT U 1o
OTHOIIICHWE HAa JIUIaTa, OCBIICCTBSBAINN ITyOJUYHH (YHKIMH, W HA OPTaHU3AIHUUTE, MPEIOCTABSIIN
OOIIECTBEHH YCIYTH, MPU MPEIOCTaBsIHE HA BHTPEIIHU €NEKTPOHHU aJMHUHHCTPATHBHH YCIYTH, OCBEH
aKO B 3aKOH € MPEIBUICHO JPYTO.

(2) (U3m. - B, Op. 48 or 2013 r.) [Ipunaranero Ha pa3mopeaOUTE Ha TjaBa TpeTa W
M3II0JI3BaHETO HAa WH(OPMAIMOHHU CHCTEMH, YAOCTOBEPEHHM MO pela Ha HapeadaTa, MoraT Ja ce
mpujarat oT JUIAaTa, OCHUIECTBSIBAIIM MyONMMYHU (PYHKIMH, U OT OpraHU3alUUTe, MPEIOCTaBSIIN
OOLIECTBEHH YCIIyTH.

Y. 3. (U3m. - IB, 6p. 5 ot 2017 r., B cria ot 01.03.2017 r.) CnazBaHeTo Ha M3UCKBAHUATA 32
MpEKOBa ¥ HH(POpPMAIIMOHHA CUTYPHOCT C€ TapaHTHpa Ypes3:

1. (m3m. - IB, Op. 48 ot 2013 1., oT™. - [IB, 6p. 5 01 2017 1., B cuna ot 01.03.2017 1.)

2. (ot™m. - 1B, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)



3. (mom. - JIB, 6p. 5 or 2017 r., B cuma or 01.03.2017 r1.) ceprudukamus U OAWT Ha
aJIMAHUCTPAIIMUATE TIO OTHOIICHWE Ha CHCTEMa 3a YIpaBJICHHWE Ha MpPEXoBaTa W WHPOPMAIMOHHATA
CUTYPHOCT, B CbOTBETCTBHE ¢ MEXyHapoaHus ctanaapt ISO 27001:2005;

4, (m3Mm. - JIB, 6p. 102 ot 2010 r., m3m. - JIB, Op. 48 ot 2013 1., u3m. - [IB, Op. 5 o1 2017 1., B
cura ot 01.03.2017 r.) koHTpoONI OT CTpaHa Ha mpejacenarens Ha JlbpkaBHa areHuus "EleKTpoHHO
yrpaBiieHHe" B U3MbJIHEHUE Ha Wwi. 60 OT 3aK0HA 3a €JIEKTPOHHOTO YIPABJICHUE.

I'naBa BTOpA.
OINEPATUBHA CBBMECTUMOCT (OTM. - IB, bP.5 OT 2017 T'., B CHUJIA OT 01.03.2017
r.)

Pazgea L.
M3uckBaHus 3a CBbP3aHOCT MKy HHPOPMALMOHHHUTE CUCTEMH HA aAMMHUCTPATUBHUTE OPraHH
(Ot™m. - IB, 6p. 5 o1 2017 1., B cui1a ot 01.03.2017 r.)

Y. 4. (Ot™m. - [IB, 6p. 5 or 2017 1., B cuna ot 01.03.2017 1.)

Yn. 5. (Otm. - 1B, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 1.)

Y. 6. (Ot™m. - [IB, 6p. 5 or 2017 1., B cuna ot 01.03.2017 1.)

Yn. 7. (*) (Ilpenunien TexcT Ha ai. 2, u3Mm. - JIB, 6p. 48 or 2013 ., ot™. - JIB, 6p. 5ot 2017 1.,
B cuna ot 01.03.2017 1.)

Pazgea I1.
HM3uckBaHus 3a onepaTuBHA CbBMECTUMOCT 10 OTHOIeHue HA naHuuTe (OTMm. - /B, Op. S o1 2017
r., B cuia ot 01.03.2017 r.)

Y. 8. (Ot™. - [IB, 6p. 5 or 2017 1., B cuna ot 01.03.2017 1.)

Y. 9. (dom. - JIB, 6p. 102 ot 2010 r., o™. - JIB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)

Y. 10. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

Yn. 11. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)

Yn. 12. (U3wm. - JIB, 6p. 58 ot 2010 r., B cma ot 30.07.2010 r., oM. - IB, 6p. 5 oT 2017 1., B
cuna ot 01.03.2017 1.)

Y. 13. (Otm. - B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

Pazgen I11.
N3uckBanusi 3a onepaTuBHA CbBMECTHMOCT 110 OTHOIIIEHHE HA eJIeKTPOHHUTE JOKyMeHTH (OTM. -
B, 0p. 5 ot 2017 r., B cua1a ot 01.03.2017 r.)

Yn. 14. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)

Paszpen 1V.
H3uckBaHus 3a onepaTHBHA CbBMECTHMOCT 10 OTHOIIEHHE HA NPHJI0KEHHUS 32 BU3yaIH3alUsl
W/ WK peJaKTHPaHe HAa eJIeKTPOHHH JokyMeHTH (OTMm. - /IB, 0p. S o1 2017 1., B cnaa ot 01.03.2017

r.)

Yn. 15. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 16. (Ot™. - [IB, 6p. S ot 2017 ., B cuma ot 01.03.2017 1.)
Yn. 17. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)



Ui 18. (Ot™. - IB, 6p. 5 ot 2017 1., B cua ot 01.03.2017 1.)
Y. 19. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

Paznen V.
OnepaTnBHA CbLBMECTHMOCT 110 OTHOIIIeHUE HA HHGopMaunoHHu cuctemu (OtMm. - /IB, Op. S oT
2017 r., B cuaa ot 01.03.2017 r.)

Y. 20. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

Ui 21. (Ot™. - IB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 1.)

Y. 22. (Otm. - 1B, 6p. 48 oT 2013 1.)

Un. 23. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™. - JIB, 6p. 5 oT 2017 1., B cuma ot 01.03.2017 1.)

I'naBa Tpera.
MPEXOBA I THOOPMAIIMOHHA CUT'YPHOCT (BAI'JL. AOIl. - B, bP.5OT 2017T'., B
CIJIA OT 01.03.2017T.)

Paszgea L.
[MoamTuka 32 MpeskoBa U HHPpopManMoHHA curypHoct (3arua. xom. - JIB, 6p. S or 2017 r., B cuia ot
01.03.2017 r.)

Yn. 24. (1) (Ilpeaumien texket Ha wi. 24 - JIB, 6p. 5 or 2017 r., B cuna or 01.03.2017 r.)
Beuuku wHGOpMAalMOHHM CHUCTEMU Ha aJMUHUCTPATUBHUTE OpraHd TpsOBa Ja OTroBapsT Ha
M3UCKBAaHUATA U TOJIMTUKATA 33 MPEXOBa U MH()OPMAIIOHHA CUTYPHOCT C OTJIE]l 3alllUTaTa UM CpeIry
HEMpaBOMEPEH WJIM CIIy4aeH JOCTbII, U3I0JI3BaHE, [IPABEHE JOCTOSHUE HA TPETH JIMIA, MPOMSHA MU
VHHIO)KaBaHe, JOKOJKOTO TaKWBa CHOWTHS WM JEHCTBHS MOTaT Ja Hapymar JJOCTBIIHOCTTA,
ABTEHTUYHOCTTA, IIEJIOCTTa U KOH(UIEHIIMAIHOCTTa HAa CHhXpAHSBAHUTE WM TPENaBaHUTE NaHHH, a
CBIIO TaKa Ha MPEOCTABSIHUTE SIEKTPOHHH YCIYTH, CBBP3aHU C TE3U MPEKU M CHUCTEMH.

(2) (HoBa - JIB, Op. 5 ot 2017 r., B cuima ot 01.03.2017 r.) ITomuTHKaTta 3a MpEXoBa H
uH(pOpMAIIMOHHA CUTYPHOCT TpsiOBa 1a oTroBaps Ha m3uckBanusTa Ha J{upextuBa (EC) 2016/1148 Ha
EBpomneiickus napnamednT u Ha CwpBera oT 6 ronmu 2016 r. OTHOCHO MEpKHU 3a BHCOKO OOIIIO HHMBO Ha
CUTYPHOCT Ha Mpexute U uHpopmarronnute cucremu B Crroza (OB, L 194 ot 19 1o 2016 1.).

Yn. 25. (1) 3a mocturaHe Ha MpeXoBa M WH(POPMAIMOHHA CHTYPHOCT PHKOBOAMTEIUTE Ha
aJIMAHUCTPAIIMATE TPOBEXKJAT COOCTBEHA TIONHMTHKA, ChoOpa3eHa Cbhc crenudukara Ha
aJIMUHUCTPAaTUBHUTE TIPOLIECM B KOHKpPETHaTa aJMUHHCTpalus, KaTo TMpeanpueMaT CbOTBETHU
aJIMAHUCTPATHBHU M TEXHOJIIOTUYHU MEPKH.

(2) MonuTHKUTE HA OTICIHUTE aJIMUHHCTPATUBHU OPTraHU M MPEANPHUEMaHUTEe MEPKHU TpsSOBa
J1a OTTOBAPSAT HA OOIIUTE MPUHIIUIH CHIITaCHO Mpuiioxenne Ne 1.

Pazgean II.
Opranu3anys HaA MPeK0OBaTa 1 HHPOPMANMOHHATA CUTYPHOCT

Un. 26. (1) PbkoBoauTenuTe Ha aJAMHUHUCTPAIIMUTE OTTOBApSAT IMPSAKO 3a MpEKOBaTa |
nH(GOpPMaIlMOHHATA CUTYPHOCT B aIMUHUCTPALIUUTE.

(2) PproBOMTEIMTE HA IMUHUCTPALIMUTE Pa3pabOTBAT M YTBbP)K/IaBaT BHTPEIIHH MTPaBUja 3a
MpexoBaTta U HMH(GOpPMAIIMOHHATA CUTYPHOCT HAa TEXHHTE WH(POPMAIMOHHU CHUCTEMH M 3a BHJOBETE
WH(POPMAITMOHEH 0OMEH, KOMTO Ce H3BBPIIBA MEXKIY THX.

(3) (Hom. - IB, 6p. 5 ot 2017 r., B cuia ot 01.03.2017 r.) BweTperunuTe npaBuia mo ai. 2 ce
m3rpaxkaar nmo mojena Ha "CucTeMu 3a yIpaBlICHHE Ha MpekoBaTa W MH(GOPMAIMOHHATA CUTYpPHOCT",
permamMeHTHpaH ¢ U3MCKBaHHATa Ha MexxayHapoauus cranmapt 1SO 27001:2005 u B CHOTBETCTBHUE C



M3MCKBAaHMSATA Ha Hapeaoara.

(4) PbkoBomuTenMTE HAa AJMHHUCTPAIMMTE W3JaBaT 3aloBeId 3a paslpeieicHHe Ha
OTTOBOPHOCTUTE HAa CBOWTE CIYXKUTENH 32 TapaHTHpPaHE Ha MPEX)oBaTa U MHHOPMAIIMOHHATA CUTYPHOCT
Ha M3TI0JI3BAHUTE HH()OPMAIIHOHHH CUCTEMHU.

(5 (Homa - IB, Op. 5 or 2017 r., B cuina ot 01.03.2017 r.) Ilpeacenatenar Ha Jbp:kaBHa
areHius "EnekTpoHHO ympaBieHne" M3roTBs oOpasiy Ha JOKYMEHTH 3a OCBHIIECTBSIBAHE Ha TMOJIMTHUKA
3a MpekoBa U HHPOPMAIIMOHHA CUTYPHOCT.

(6) (HoBa - JIB, 6p. 5 or 2017 r., B cuna ot 01.03.2017 r.) Ilpeacenatensat Ha JIbpkaBHA
areHius "ENeKTpoHHO ympaiieHue" u3/laBa 3abJDKUTEIHU PA3MOPEKIaHUs KbM aJMUHUCTPATUBHUTE
OpraHd 3a MPHUBEKIAHE HA TMOJUTHKATa WM 3a MpPEXKOBa M HMH(DOpPMAIMOHHA CHTYPHOCT KBbM
M3HMCKBaHUATA HA Ta3! TJaBa.

(7) (HoBa - JIB, 6p. 5 or 2017 r., B cuna ot 01.03.2017 r.) Ilpeacenarensat Ha JbpkaBHA
areHiust "ENeKTpoHHO yrpaBieHue" omnpeiens ATBKHOCTHU JIUIA, KOUTO M3BBPIIBAT MPOBEPKH 3a
CHOTBETCTBHE Ha BBTPEIIHH MpaBWiIa W HHOOPMAIMOHHH CHCTEMH C HM3HCKBaHHATA 32 MPEKOBA U
UH(POPMALIMOHHA CUTYPHOCT.

Yn. 27. (1) (don. - JAB, 6p. 5 or 2017 r., B cuna ot 01.03.2017 r.) PekoBomuTenure Ha
AIMUHHUCTPAIIMHUTE OCUTYpPsIBAT cepTU(dUKAIMsI Ha BRTPEIIHUTE IpaBuia kato "Cucrema 3a ymnpaBlieHHe
Ha MpekoBaTta U nH(opManuoHHaTa curypHoct” mo cmuchia Ha 1SO 27001:2005 ot onpaBomoleHa 3a
TOBa OpPraHU3aIlus.

(2) PpkoBOIUTEIUTE HA aIMUHUCTPALIMUTE OPraHU3UPAT KOMIUICKCHH MPOBEPKHU 3a OLICHSIBAHE
CTENEHTa Ha TIOCTUTHAaTaTa MpEXoBa W HH(OpPMAIMOHHA CUTYPHOCT B H3MOJ3BAHUTE OT TSX
nHGOPMaILlMOHHU CUCTEMH B ChOTBETCTBHE ¢ Kiay3a 7 ot ISO 27001:2005.

(3) (U3m. - OB, 6p. 102 ot 2010 r., u3m. - IB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.)
Pesynrature ot ceprudukanusaTa mo an. 1 u OT mpoBepKHUTE TO all. 2 C€ MPEOCTaBAT HEe3a0aBHO U Ha
npencenarens Ha [IbppxkaBHa areHius "EnekTpoHHO yrpaBieHue" 3a LETUTEe Ha TEKYIIUs KOHTPOI B
CHOTBETCTBHUE ¢ WI. 60 OT 3aKOHA 32 €IEKTPOHHOTO yIIPABJICHHE.

(4) (U3m. - OB, 6p. 102 ot 2010 r., u3m. - [IB, 6p. 5 ot 2017 r., B cuia ot 01.03.2017 r.)
[lpenocraBsHeTo Ha WHPOpMamUsATa IO al. 3 CE€ OCHIIECTBABA KaTO BBTPEIIHA EIEKTPOHHA
aIMUHHUCTPATHBHA YCIyra, KosTo mpencenarenst Ha J(ppkaBHa areHius "EnexTpoHHO ympaBieHue"
pa3paboTBa ¥ BIIKCBA B PETHCTHPA HA CIICKTPOHHHUTE YCITYTH.

Yn. 28. (1) Bceku pbKOBOAMTEN HA AJMHHUCTPAIMS OMpEACsS CIYXKHTET WIA
aIMUHHCTPATHBHO 3BCHO, OTTOBAPSIIO 33 MPEKOBaTa U MHPOPMAITMOHHATA CUTYPHOCT.

(2) Cnyxutensat uiu 3BEHOTO MO ajd. 1 ca MNpsSKO MOMYMHEHU HAa PHKOBOJIUTENS Ha
aJIMUHHCTPALIHSTA.

(3) (Jom. - JIB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) ®yHKIMKUTE HA CIYKUTEIS WK HA
3BCHOTO IT0 MPEXKOBA U MHPOPMAITMOHHA CUTYPHOCT Ca OTIMCAHU B TIpHiIokeHue No 2,

(4) (Jom. - JAB, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 r.) KoraTto agMuHUCTpanus KbM
AIMUHHCTPATHBCH OpraH MMa TCPUTOPHAIHH CTPYKTYpPH M Pa3npeeicHH WHPOPMAIMOHHU CHCTEMH,
CIIy’KHUTEeJ, OTrOBapsIl 3a MpexoBaTa W WHPOPMAIMOHHATA CUTYPHOCT, C€ OMpeieNis U BBB BCAKO
TEPUTOPHAITHO 3BEHO.

Yn 29. (Jom. - JIB, 6p. 5 or 2017 r., B cuna or 01.03.2017 r.) PwmKkoBOomuTENHTE Ha
aJIMAHUCTPAIIMATE OCHTYpsBaT HeoOXxomumara HH(pacTpyKTypa 3a TapaHTHpaHE Ha MpeXoBaTa M
UHPOPMALIMOHHATA CHTYPHOCT Ha W3IMOJI3BAHUTE OT TAX HMHGOPMAIIMOHHH CHUCTEMH ChIJIACHO
BBTPEILIHUTE MpaBuiIa o 4i. 26, ai. 2.



Yn. 30. (1) (U3m. - IIB, 6p. 102 ot 2010 r., u3m. - IB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017
r.) Kem mnpencemarens Ha [IbpkaBHa areHmus "EnextponHo ympasieHue" ce cb3gaBa ChbBeT 3a
MpexoBa M HH(pOpPMAIMOHHA CHTYPHOCT Ha WH(MOPMAIMOHHHUTE CHUCTEMH Ha aJMHHHUCTPATHBHHUTE
OpTraHH KaToO IMOCTOSTHHOACWCTBAI] KOHCYJATATHBEH OPraH 3a KOOPAWHUPAHE HA IEHHOCTTA 33 MOCTUTAaHE
Ha MpeXoBa M HH(GOPMAIIMOHHA CUTYPHOCT Ha M3MOJI3BAHUTE HHPOPMAITMOHHN CHCTEMH.

(2) (U3m. - OB, 6p. 102 ot 2010 r., u3m. - [IB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.)
CeBeThT 3a MpekoBa H HH(DOPMAIIMOHHA CHUTYPHOCT Ha HWH(POPMAIIMOHHUTE CHCTEMH Ha
aIMUHHCTPATHBHUTE OpraHU padOTH BBH3 OCHOBA HA MPABWIHUK, YTBBPACH OT MpeAcenaTeNs Ha
JwpxaBHa aredius "EnekTpoHHO ynpasieHue".

(3) (dom. - 1B, 6p. 5 or 2017 r., B cuia ot 01.03.2017 r.) [lepuoaudHo, HO HE MMO-MAJIKO OT
BeIHBK B roamHata ChbBETHT 3a MpekoBa M HMH()OPMAIMOHHA CUTYPHOCT HAa WH(GOPMAIMOHHHUTE
CUCTEeMH Ha aJMHHHCTPATHBHUTE OpPTaHW W3TOTBS JIOKJAQJ 3a CBCTOSHHUETO HA MpEXKoBara u
WH(POPMAIIMOHHATA CUTYPHOCT.

Yn. 31. (1) PokoBoauTenWTe HAa aIMUHUCTPALMUTE 3aIb/DKHTEIHO BKIOYBAT B
YTBBPXKIABAHUTE OT TAX BBTPEIIHM MpaBWiIa MO Wi 26, am. 2 pas3jiel, OCHTYpsBalll OICHKA H
yIOpaBlieHUE HA PUCKA 32 MPEKOBa 1 HH()OPMAIIMOHHA CUTYPHOCT.

(2) TlpenopbuKTETHUTE ASUCTBHUS O OIICHKA U yIPaBJICHHE HAa PUCKa TPIOBa Ja ChOTBETCTBAT
HaT.4.2.1 or ISO 27001:2005 u Ha npunoxxenue Ne 3.

(3) TlorenmmanuuTe pHUCKOBH (DAKTOPU 3a MpexoBaTa W HHGPOPMAIMOHHATA CHUTYPHOCT,
dopmynupanu u kinacuduippanu B Mexxaynapoanaus cranaapt | SO/IEC TR 13335:2000, ca nocoueHu B
npuitoxenue Ne 4.

Pasneun I11.
YnpasJ/ieHue Ha JOCTHIIA U 3alIIUTA CPeLly HeNpaBOMepPeH A0CThIl

Y. 32. (1) Bbrpenraute mpaBuiia 3a MpexoBa U HHOOPMAIMOHHA CUTYPHOCT PErIaMEHTUPAT
JIO0CThI1a 10 MHOOPMAILIMOHHHUTE PECYPCH.

(2) KoHTpoabT mo ympakHsSBaHE Ha pEriaMEHTHUpPaH TOCTHII CE€ HM3BBPIIBA MO MpaBWiIa U
IIPOLEAYPH, TIOCOYEHH B NpHIokeHHe Ne 5.

Yn. 33. (1) PproBoaMTEINTE HA AAMHHUCTPAIMUTE B3€MaT MEPKH 3a MPEIOTBpaTsIBaHE Ha
HEMPaBOMEPEH JOCTHII OT TPETH JIULIA A0 PECypCUTe Ha TEXHUTE WH(OPMALIMOHHHU CUCTEMHU.

(2) PucksT OT HEMPaBOMEPEH JOCTHII MO ail. 1 ce aHaIu3upa B rOJUINHUTE JoKIaan Ha ChBeTa
3a MpeXoBa U HHPOPMAIIMOHHA CUTYPHOCT.

(3) [Mpu HaMuKe HA HEMPUEMIIMBO HUBO HA PHUCKA, PETHCTPUPAH IO all. 2, aIMUHHUCTPATUBHUST
OpraH IJIaHHpa U MPOBEX]a HEOOXOAUMHTE JACHCTBHSI 32 HETOBOTO HaMassiBaHE.

Un. 34. PBKOBOAMWTENIMTE HAa aJIMHHHCTPALIMATE OIPEACIAT B YTBBPXKIAaBaHUTE OT TIX
BBTPEIIHU TpaBuia Mo 4i. 26, al. 2 HUBOTO Ha 3alldTa OT HEMPaBOMEPEH JAOCTHII 10 BCEKHU
MH(POPMALMOHEH aKTHB CBHITIACHO CJIeTHATa Kiacu(puKaus:

1. auBo "0" mau "D" - HMBO Ha CBOOOJEH JTOCTHII;

2. 5uB0 "1" mam "C" - HUBO Ha MMPOM3BOJIHO yIIPaBJICHHE Ha JOCTHIIA;

3. HuBo "2" win "B" - HUBO Ha MPUHYAUTEIHO YIIPABJIEHUE HA JOCTHIIA;



4. auBo "3" unam "A" - HUBO Ha MPOBEPEHA CUTYPHOCT.

Yn. 35. (1) (Ilpeaumen texker Ha wi. 35 - JIB, 6p. 5 or 2017 r., B cuna or 01.03.2017 r.)
PrroBomuTennTe Ha AIMUHHCTPAIMUTE Ca JUTHXKHHU Ja MpearnpueMar HEoOXOIUMHTE JCUCTBHUS 3a
Ch3JaBaHe U MOJAIbp’KaHE HAa MHBEHTAPHHU CIUCHIM HA HAJMYHUTE MHPOPMAIIMOHHU aKTUBU CHIJIACHO
npuioxxenue Ne 6.

(2) (Homa - JIB, 6p. 5 or 2017 r., B cuia ot 01.03.2017 r.) 3a HHBEHTApEH CIHCBHK CE€ CUUTAT
BIIMCAHUTE JAHHU B PETUCTHhpa Ha MH(MOPMALMOHHHUTE PECYPCH, BOJIEH OT mpejcenatens Ha J[bp:kaBHa
areHuus "EnekTpoHHO yripaBiieHue".

Yn. 35a. (Hos - JIB, Op. 5 or 2017 r., B cuna or 01.03.2017 r.) (1) Ilpencenarensr Ha
HwpxaBHa arernus "EnekTpoHHO yrpaBieHue" BOJAM CIUCHK ChC CUTHAIH 3a MPOOJIEeMHU ¢ MpeKoBaTa 1
nH(GOPMAIMOHHATA CUTYPHOCT U TEXHUS CTaTYC.

(2) PbkoBOIUTENAT HA AMHHUCTPALUITA, 3a YUATO MH(GOPMAIMOHHA CHUCTEMa C€ OTHACS
CUTHAIbT, B3eMa HEOOXOJAMMUTE MEPKH 3a OTCTpaHsBaHE HA MpoOieMa B CPOK €IMH Mecel| OT
M0JIaBaHETO Ha CUTHAJIA.

(3) Llect mecemna ciies MOIaBAaHETO HA CHTHAJIA TOM cTaBa IMyOJMYHO JOCTBIICH B CIIHUChKA HA
cTpaHuiiata Ha JIbpkaBHa areHuus "ElIeKTpOHHO ynpaBieHue" .

(4) IlomaBaHeTo Ha CHUTHAJIM C€ M3BBPLIBA Ype3 yeOOaszupaH (HOpMyIISip WIM MO EICKTPOHHA
noimia.

(5) Ipencenarensar Ha JIbpxaBHa areHius "EjnekTpoHHO yrpaBieHue" ompesaess npaBuia 3a
OTrOBOPHO OTKPHBAaHE W JOKIJIAJBaHE Ha ysI3BUMOCTH. [IpaBmiiata He Morar Ja MO3BOJISIBAT TPAHO
W3BIIMYAHE HA JIMYHU JIaHHU WU TapOJId U3BBH HEOOXOIMMOTO 32 IEMOHCTPUPAHE HA YSI3BUMOCTTA.

Pa3zpgen IV.
Ynpap/ieHue Ha eKCIVIOATAIIMOHHUTE NMPOLecH

Yn. 36. (1) (U3m. - JIB, 6p. 102 or 2010 r., usm. u gom. - /IB, 6p. 5 or 2017 r., B cuia ot
01.03.2017 r.) KM mpencenatens Ha [IbppxkaBHa areHuus "ENeKTpoHHO ympaBieHue" ce ch3aaBa
HarnmoHnasieH 1eHThp 3a IeCTBUE MPH MHIUICHTH 10 OTHOIICHHE HAa MPEXoBaTa U HHPOPMAIHOHHATA
CUTYPHOCT KaTO aJIMUHUCTPATUBHO 3BCHO B CIICIIMATH3UpaHATA aIMUHUCTPAIIHS.

(2) (Jom. - ZIB, 6p. 5 ot 2017 r., B cmia ot 01.03.2017 r.) Cw3gaBanero Ha HarmonammHws
ICHTHP 3a JCUCTBHE MPH UHIUIACHTH MO OTHOIIICHUE Ha MPEXKOBaTa U MH(OPMAIIMOHHATA CUTYPHOCT CE
U3BBPINBA B CHOTBETCTBHE ¢ MeToandeckute ykazanus (WP2006/5.1(CERT-D1/D2) na Eppomneiickata
areHIus 3a MpexxoBa u uHMopMaronHa curyproct (ENISA).

Yn. 37. PpKOBOAMTENUTE HA AIMUHHCTPAIMUTE OCUTYpPSBAT MEPKHTE 3a CUTYPHOCT TIpH
yIOpaBlieHUE Ha eKCIJI0ATAllMOHHUTE MPOLIeCH B MHPOPMAIIMOHHUTE CUCTEMH, TIOCOUCHHU B MPUIIOKECHHE
No 7, BKIIOUMTEITHO CUTYPHOCTTA Ha €JIEKTPOHHUTE CHOOIIEHUS ChITIACHO MpuitoskeHune No 8.

Y. 38. (1) (dom. - B, 6p. 5 ot 2017 r., B cuina ot 01.03.2017 r.) CiayKUTEIAT WIK 3BEHOTO 110
MpEKOBa U MHPOPMAIMOHHA CUTYPHOCT CJICTU 33 HEMPABOMEPHO MHCTAIMpaH codTyep HAa pabOTHHUTE
CTaHIIMH UM CHPBBPU U B3€Ma MEPKH 32 HETOBOTO OTCTPaHSBAHE.

(2) PbroBoguTenMTE Ha aJIMUHHCTPALMUTE OCHTYpSBAT HEOOXOIMMUTE TEXHHUYCCKH W
OpPraHU3allMOHHM CPEJICTBA 33 W3BBPIIBAHE HA KOHTpPOJAa MO ai. 1, BKIOYUTEITHO B CIy4YauTe Ha
TEPUTOPHATTHA OTIAIIEYCHOCT.



Y. 39. (Otm. - 1B, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)

Pazgen V.
3amura cpeuly HexxeJaH coPpryep

Un. 40. 3ammrara cpenry HexenaH copTyep B UHGPOPMAIMOHHUTE CHCTEMH Ha
aJIMAHUCTpAIMATA C€ OPTaHU3Upa OT CIYKUTEIUTE WM 3BEHATa, OTrOBapsIlyd 3a MpeXoBara M
nH(POPMAIMOHHATA CUTYPHOCT B ChOTBETHATA a/IMHHUCTPALIHS.

Y. 41. MepkuTe 3a 3almTa cpenry HekelaH copTyep ca mocoueHHu B mpuitoxeHue Ne 9.

Yn. 42. (Hon. - JAB, 6p. 5 or 2017 r., B cuna ot 01.03.2017 r.) HamuoHanHHUAT UEHTHP 3a
JeicTBUE TIPH MHIUACHTH 10 OTHOIICHHE Ha MpPEXOoBaTa W WHPOPMAIMOHHATA CHUTYPHOCT MOIbPKa
akTyasiHa wH(OpMaIys 32 BCUYKU OMHUTH 32 MPOHHUKBAHE HA HEXelaH codTyep B MHGOPMAIMOHHUTE
CUCTEMH Ha aJIMUHUCTPATHBHUTE OPTaHM, KAaKTO U 3a MPEANPHUETUTE ACHCTBUS 32 3aIIUTa OT TSX.

Pa3nea VI.
MoHuTOpPHHT

Y. 43. (1) PpkoBomUTENNTE HA aIMHHUCTPALIMUTE OPTraHU3UpAT MOHUTOPHHT HAa CHOUTHSATA U
MHIMJCHTUTE, HACTBIIMIN B U3IMOJI3BAHUTE OT TSIX MH(OPMAIIMOHHU CHCTEMH, KaTO Ch3/1aBaT yKa3aHUS
3a U3BBPIIBAHETO MY B YTBBP)KIABAHUTE OT TSAX BHTPEIIHU TPaBUIIA.

(2) MonuTtopuHrsT MO an. 1 ce periameHTHpa BBB BBTPEINHHTE TpaBHia 3a MPEKOoBaTa W
nH(pOpMallMOHHATA CUTYPHOCT B chOTBETCTBHE C T. 4.2.3 oT ISO 27001:2005 u npunoxenue Ne 10.

Un. 44. (Jon. - IB, 6p. 5 or 2017 r., B cwia ot 01.03.2017 r.) B romumauTe m0OKIagu 3a
CBhCTOSIHUETO Ha MpeXoBaTa M WH(GOPMAINMOHHATA CUTYPHOCT Ha HWH(OPMAIIMOHHUTE CHCTEMHU Ha
aaIMUHUCTpanuuTe, npuemMann oT CpBeTa 3a MpekoBa MW HMH(MOpPMAIMOHHA CHUTYPHOCT Ha
WH(POPMAITMOHHUTE CUCTEMU Ha aJMHUHHCTPATHBHUTE OPTraHH, 3abJDKUTEITHO C¢ BKIIOYBA WH(POPMAIIUS
3a MOHUTOPHHTA Ha CHOUTHUATA U MHIIUJICHTUTE U 32 HEroBaTa €()eKTUBHOCT.

Pasznen VII.
Du3uYeCcKa CUTYPHOCT U 3a1MTA HA OKOJIHATA cpeaa

Yo 45. (1) PpkoBoauTeIMTE HA QIMUHUACTPAIIMUTE OCUTYPSBAT MEPKH 32 (PU3MYEcKaTa 3aluTa
Ha TEXHUTE UH()OPMAILIMOHHU CUCTEMHU.

(2) PexuMbT 3a 3ammTa Cce ypexaa C BBTPEIIHHTE TMpaBWlia 3a MpEKOBaTa U
nH(pOpMallMOHHATA CUTYPHOCT B ChOTBETCTBHE ¢ IpusioxkeHue Ne 11.

Y. 46. (1) PpkoBOIUTENNTE HA aIMHHUCTPALMUTE MpEANpHeMaT MPEBAHTHBHU JICHCTBHS 3a
3anuTa Ha HHQOPMAIIMOHHUTE CUCTEMH OT IIPUPOIHH OSICTBHS.

(2) PwproBOAMTETUTE HA AJMHHUCTPAIMHTE 3aCTPAXOBaT PHCKA OT MIETH OT MPHUPOIHU
OencTBUs Ha HH(POPMAIIMOHHUTE CUCTEMHU B PAMKHTE Ha 33bJKUTCITHUTE TOIUIITHHA 3aCTPAXOBKH.



Un. 47. PproBOAMTENNTE HA aIMUHUCTPALIMUTE OCUTYPSABAT YCIOBHS, IPU KOUTO HEOBJIACTEHU
JUIa HE MOraT Ja MojydaT (pU3MYecKH JOCTHI 10 pabOTHHUTE CTAaHLUU U ChPBBPUTE, U3IMOJI3BAHU OT
aIMUHUCTPALUATA.

Paznen VIII.
YnpasieHue HAa UHIUAEHTH, CBbP3aHU ¢ MPEKOBAaTA U MH(OPMAIIMOHHATA CUT'YPHOCT (3arJ. aom.
- AB, op. 5 o1 2017 r., B cuwiia ot 01.03.2017 r.)

Yn. 48. PpkoBoauTenuTe Ha aIMHUHUCTpAaLUHUTE YTBbp)KAaBaT IUIaH 3a JeiicTBue mpu
UMHIUJCHTH, CBBP3aHUM C MpexoBaTa M MH(GOPMAIMOHHATA CUTYPHOCT Ha H3IMOJI3BAHUTE OT TAX
MH(QOPMALIMOHHU CHUCTEMHM, C L€ OCHUIYpsIBAHE HENPEKbCBAEMOCT Ha JEMHOCTTa Ha CHOTBETHATa
aaMuHucTpanud. [lnansT TpsOBa 1a ChOTBETCTBA HAa M3UCKBAHUATA HA puitokeHue Ne 12.

Un. 49. (Hom. - IB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) Ciy>XHTEAT WIK 3BEHOTO I10
MpPEIKOBa U I/IHq)OpMaI_[I/IOHHa CUT'YPHOCT B CHOTBCTHATAa aJMHHUCTPALMA Ca JJIBXHH [a YBCIAOMABAT
He3a0aBHO HaHI/IOHaJ'IHI/If{ HCHTHD 3a HeﬁCTBHe Ipyu HMHOUACHTU 110 OTHOHMICHUC Ha MpPEXKOoBaTa U
I/IHq)OpMaLII/IOHHaTa CUT'YPHOCT 3a BCCKU HHIOUIACHT B I/IH(bOpMaI_II/IOHHI/ITC CUCTEMHU Ha
AJIMUHHUCTpanusiTa.

Yn. 50. (M3m. - 1B, 6p. 102 ot 2010 r., m3m. u mom. - JIB, 6p. 5 ot 2017 ., B cuma oT
01.03.2017 r.) CpBeThT 3a MpexoBa U HH(PpOPMAITMOHHA CUTYPHOCT Ha HH()OPMAIMOHHUTE CHCTEMH Ha
aJIMUHUCTPATUBHUTE OpraHU MEPUOJAMYHO OOCHXKJAa W Tpeanara Ha mnpejaceparens Ha JppkaBHa
areHist "EnekTpoHHO ympaBieHue" 3a yTBBp)KIABaHE TNPETOPHUYUTEIIHN YIPABICHCKA MEPKH 3a
NpeOTBPATsABaHE HAa MHIUICHTU B MPEKOBaTa U MH()OPMAIIMOHHATA CUTYPHOCT.

Paznen IX.
CHUrypHOCT, CBbP3aHa CbC CIAYKUTEJIUTE B A/IMUHUCTPAIUATA

Yn. 51. PwpkoBoauTenwTe HA aJMUHUCTPALMUTE BKIIOUBAT B YTBBPXKIABAHUTE OT TIX
BBTPCIIHYU MpaBWIA 10 Wi. 26, aji. 2 pasjes, periiaMeHTHpPAIl MEPKH TI0 CHTYPHOCTTa, CBBP3aHU ChC
CIIYKUTEIUTE B a[IMUHUCTPAIUATA, B ChOTBETCTBHE C IpuiiokeHue Ne 13.

Un. 52. PpkoBoAWTENUTe HA aJMHUHHCTPAIMUTE OMPENCIAT Npo(UiIM 3a JOCThIIa Ha
pa3IMYHUTE TPYHH CIYXHUTEIH OO0 pecypcure B HWH(POPMAIMOHHUTE CHUCTEMH B CBHOTBETHATa
aIMHUHUCTpaLUS.

I'nmaBa yeTBBLpPTA.

PEIT'ICTBHBP HA CTAHOIAPTUTE (OTM. - IB, BP. 5 OT 2017 I'., B CWJIA OT 01.03.2017T".)

Paspnea I.
O0mm nosokenust 3a perucrbpa Ha crangaprure (OrTwm. - /1B, 6p. S ot 2017 1., B cui1a oT



01.03.2017 r.)

Y. 53. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)
Un. 54. (U3m. - IB, 6p. 102 ot 2010 1., ot™. - JIB, Op. 5 o1 2017 1., B cua ot 01.03.2017 1.)
Y. 55. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)
Ui 56. (U3m. - JIB, 6p. 102 ot 2010 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 r.)

Pazpea 11.
Hoauyexamu Ha BnucBaHe odcrositesictea (Orm. - /B, 6p. 5 or 2017 1., B cuiia ot 01.03.2017 r.)

Y. 57. (Otm. - 1B, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
Yn. 58. (Otm. - [IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)

Pazpeua II1.
Bonene na perucrbpa (Otm™m. - /IB, 0p. 5 o1 2017 1., B cna1a ot 01.03.2017 r.)

Y. 59. (Otm. - 1B, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
Y. 60. (U3wm. - JIB, 6p. 102 ot 2010 r., oT™m. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Y. 61. (Otm. - 1B, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
Yn. 62. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 63. (Otm. - 1B, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
Yn. 64. (Otm. - [IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 65. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)
Yn. 66. (Otm. - [IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 67. (Otm. - 1B, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

Paznen IV.
CbxpansiBaHe U 10CThII 10 peructbpa (OT™m. - /IB, 0p. S ot 2017 1., B cua1a ot 01.03.2017 r.)

Yn. 68. (Otm. - [IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)
Yn. 69. (U3wm. - /1B, 6p. 102 ot 2010 1., oT™. - [IB, 6p. 5 0T 2017 1., B cuna ot 01.03.2017 r.)
Y. 70. (U3m. - JIB, 6p. 102 ot 2010 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Un. 71. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™. - [IB, 6p. 5 01 2017 1., B cmma ot 01.03.2017 1.)
Yn. 72. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)

Paznen V.
CbBeT 110 CTAHAAPTH 32 ONEPATHBHA CbBMECTUMOCT M HH(GOPpManuoOHHA curypHoct (OtMm. - 1B,
op. Sor 2017 r., B cuaa ot 01.03.2017 r.)

Y. 73. (U3wm. - JIB, 6p. 102 ot 2010 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Un. 74. (U3wm. - JIB, 6p. 102 ot 2010 1., oT™. - [IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Yn. 75. (Otm. - IB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 76. (Otwm. - JIB, 6p. 5 o 2017 1., B cumma ot 01.03.2017 1.)
UYn. 77. (U3wm. - [IB, 6p. 102 ot 2010 1., ot™. - JIB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)

T'1aBa nmera.
AKPEJIUTALUSA HA ITPOBEPSABALIU JIMLA (OTM. - IB, bP. 48 OT 2013 T'.)

Paznea L.
OO0uu nmosoxkenus (Orm. - /1B, Op. 48 or 2013 1.)



Ui 78. (U3m. - [IB, 6p. 102 ot 2010 r., oT™. - /IB, 6p. 48 o1 2013 1.)

Y. 79. (Otm. - 1B, 6p. 48 oT 2013 1.)

Ui 80. (U3m. - [IB, 6p. 102 ot 2010 r., oT™. - JIB, 6p. 48 o1 2013 1.)

Y. 81. (Otm. - 1B, 6p. 48 oT 2013 1.)

Yn. 82. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™. - [IB, Op. 48 oT 2013 1)

Y. 83. (Otm. - 1B, 6p. 48 oT 2013 1.)

Pazpen 11.
Pen 3a akpenuranus Ha JIMLIATa, U3BbPIIBAIIU cepTH(UKANNSA HA HHPOPMALIMOHHU CHCTEMH
(Otm. - IB, 6p. 48 o1 2013 1)

Yn. 84. (Otm. - /1B, 6p. 48 ot 2013 1.)

Y. 85. (Orm. - JIB, 6p. 48 ot 2013 1.)

Yn. 86. (Otm. - /IB, 6p. 48 ot 2013 1.)

Y. 87. (Msm. - JIB, 6p. 102 ot 2010 r., otm. - JIB, 6p. 48 ot 2013 1.)

Y. 88. (Otm. - [IB, 6p. 48 ot 2013 1.)

Pa3pea I11.
Koutpoa (O1m. - /IB, 6p. 48 o1 2013 1.)

Yn. 89. (Otm. - [IB, 6p. 48 ot 2013 1.)

Y. 90. (Otm. - JIB, 6p. 48 ot 2013 1.)

Yn. 91. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™. - [IB, Op. 48 0T 2013 1)

Ui 92. (Otm. - [IB, 6p. 48 oT 2013 1.)



Pa3zpen IV.
Cnnpane u otHemaHe Ha akpeauTanus (OTMm. - 1B, 6p. 48 oT 2013 1)

Y. 93. (Otm. - 1B, 6p. 48 oT 2013 1.)

Ui 94. (Otwm. - IB, 6p. 48 o1 2013 1.)

Y. 95. (Otm. - 1B, 6p. 48 oT 2013 1.)

Yn. 96. (Otm. - /IB, 6p. 48 ot 2013 1.)

Y. 97. (Otm. - 1B, 6p. 48 oT 2013 1.)

I'maBa mecra.
OIEHKA 3A CbOTBETCTBHUE C UBUCKBAHUSITA 3A OIIEPATUBHA
CBBMECTUMOCT U UTHO®OPMALINUOHHA CUT'YPHOCT (BAI'JI. U3M. - /IB, BP. 48 OT
2013TI., OTM. - AB, BP.5 OT 2017 I'., B CWJIA OT 01.03.2017TI".)

Paszgea L.
OO0uu nmoso:xkenus (Orm. - /IB, op. 5 or 2017 r., B cuwiia ot 01.03.2017 r.)

Y. 98. (U3wm. - JIB, 6p. 48 ot 2013 ., ot™. - JIB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 99. (U3wm. - JIB, Op. 48 ot 2013 1., ot™. - /IB, Op. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Y. 100. (Otm. - IB, 6p. 48 ot 2013 1., oT™. - IB, 6p. 5 0T 2017 1., B crta ot 01.03.2017 1.)

Yn. 101. (M3wm. - 1B, 6p. 102 ot 2010 r., u3m. - JIB, 6p. 48 ot 2013 r., oT™. - JIB, Op. 5 ot 2017
r., B cuia ot 01.03.2017 1.)

Pazpea II.
O0eKTH Ha OlIEHKA 32 CbOTBETCTBHE C H3UCKBAHUATA 32 ONEPATHBHA CbBMECTHMOCT M
HHGpOPMALIMOHHA CUTYPHOCT. Y/I0CTOBEepsiBaHe HA CbOTBeTCTBHETO (3arJi. u3Mm. - /B, 0p. 48 ot
2013 r., or™m. - /IB, 6p. S o1 2017 1., B cuaia ot 01.03.2017 r.)

Y. 102. (U3wm. - /1B, 6p. 48 ot 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Yn. 103. (Otm. - JIB, 6p. 5 o1 2017 1., B cumma ot 01.03.2017 1.)

Yn. 104. (Otm. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

Uin. 104a. (Hos - 1B, 6p. 48 oT 2013 1., oT™. - [IB, 6p. 5 o1 2017 1., B cmma ot 01.03.2017 1.)
Yn. 1046. (Hos - 1B, 6p. 48 o1 2013 1., oT™. - /IB, 6p. 5 01 2017 1., B cuna ot 01.03.2017 1.)
Un. 1048. (Hos - [IB, 6p. 48 oT 2013 1., oT™. - JIB, 6p. 5 o1 2017 1., B cuna ot 01.03.2017 r.)
Yn. 105. (O1wm. - [IB, 6p. 48 o1 2013 1., oT™. - /IB, Op. 5 01 2017 1., B cuna ot 01.03.2017 r.)



Paznea II1.
IIpoBepka 3a onepaTHBHA CbBMECTHMOCT U HH(POPMANIMOHHA CUTYPHOCT HA TEXHHUYECKHU
cnenuuxkanmnu (3ara. usm. - IB, op. 48 ot 2013 r., oT™m. - /IB, Op. 5 o1 2017 1., B cWJ1a OT
01.03.2017 r.)

. 106. (M3wm. - /1B, Op. 48 ot 2013 r., ot™. - JIB, Op. 5 o1 2017 1., B cua ot 01.03.2017 1.)
Y. 107. (U3wm. - [IB, 6p. 48 ot 2013 1., oT™. - [IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)

Pazgen IV.
IToaroroBKa Ha TOKYMEHTH, ChAbPKAIIH TECTOBH JTaHHH, 32 MPOBeK/IaHe HA MPOLEIYPH IO
NMPOBEPKHM 32 onepaTuBHAa cbBMecTHMOCT (3arj. usM. - IB, 6p. 48 ot 2013 r., oT™m. - /IB, Op. 5 o1
2017 r., B cuaa ot 01.03.2017 r.)

Y. 108. (Otm. - IB, Op. 5 o 2017 1., B cuta ot 01.03.2017 1.)
Y. 109. (Otm. - IB, 6p. 5 o1 2017 1., B crta ot 01.03.2017 1.)
Yn. 110. (O1m. - [IB, 6p. 48 o 2013 1)

Yn. 111. (O1™m. - [IB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.)

Paznen V.
IIpoBepku 3a onepaTHBHA CbBMECTUMOCT U HH(POPMAIMOHHA CUTYPHOCT HA NMPUJI0KEHHS 3a
BH3YAJIU3AIUA WM PelaKTUPaHe Ha eJIeKTPOHHM JoKyMeHTH (3arj. usMm. - JIB, 6p. 48 or 2013 1.,
otMm. - /IB, 0p. 5 o1 2017 r., B cusa ot 01.03.2017 r.)

Yn. 112. (Otm. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

Y. 113. (U3wm. - [IB, 6p. 48 ot 2013 1., oT™. - [IB, 6p. 5 o1 2017 1., B cmma ot 01.03.2017 1.)
Un. 114. (U3m. - IB, 6p. 48 ot 2013 1., ot™. - JIB, 6p. 5 oT 2017 1., B cuma ot 01.03.2017 1.)
Y. 115. (Omm. - IB, 6p. 48 oT 2013 1.)

UYn. 116. (U3m. - IB, 6p. 48 ot 2013 1., ot™. - [IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Un. 117. (U3m. - [IB, 6p. 48 ot 2013 1., oT™. - [IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
UYn. 118. (U3m. - IB, 6p. 48 ot 2013 1., ot™. - JIB, 6p. 5 oT 2017 1., B cuma ot 01.03.2017 1.)

Pa3nen VI.
Ceprudukanus Ha NPUJI0KEHHS 32 IPOBEPKA HA eJIEKTPOHHH JOKYMEHTH 32 CbOTBETCTBHE €
perucTpanusiTa MM B perucrbpa Ha HH(popmanuonuure odexktu (OTM™m. - /1B, 6p. 48 oT 2013 1.)
Yn. 119. (O1wm. - /1B, 6p. 48 o1 2013 1)
Ui 120. (Otwm. - IB, 6p. 48 ot 2013 1.)

Yn. 121. (O1m. - /1B, 6p. 48 o1 2013 1)

Pa3pea VII.



IIpoBepku 3a onepaTUBHA CHbBMECTUMOCT M HHGOPMAIMOHHA CUTYPHOCT HA HH(POPMAITUOHHU
cucremu (3aru. usm. - /IB, op. 48 ot 2013 r., oT™m. - ZIB, Op. 5 o1 2017 1., B cuaia ot 01.03.2017 r.)

Y. 122. (Otm. - [IB, 6p. 5 oT 2017 1., B cuma ot 01.03.2017 1.)

Y. 123. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™M. - IB, Op. 5 0T 2017 1., B crma ot 01.03.2017 1.)
Y. 124. (Otm. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

Y. 125. (Omm. - IB, 6p. 5 o1 2017 1., B crma ot 01.03.2017 1.)

Ui 126. (Otm. - /1B, 6p. 48 oT 2013 1.)

Y. 127. (Otm. - 1B, 6p. 48 o1 2013 1.)

Un. 128. (U3m. - /IB, 6p. 48 ot 2013 1., ot™. - JIB, O6p. 5 or 2017 1., B cuma ot 01.03.2017 1.)

Pa3nea VIII.
IIpomenu B u3nanen ceprupukar (Otm. - /IB, 6p. 48 or 2013 1.)

Y. 129. (Otm. - IB, 6p. 48 o1 2013 1.)

Yn. 130. (O1m. - /1B, 6p. 48 o1 2013 1)

Pazgea IX.
3aabikenue 3a ypegomsaBane. Croupane Ha unpopmauus (Orm. - IB, 0p. 5 ot 2017 r., B cuj1a or
01.03.2017 r.)

Y. 131. (Omm. - IB, 6p. 48 oT 2013 1.)

Yn. 132, (Otwm. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
Y. 133. (Otm. - IB, 6p. 48 oT 2013 1.)

UYn. 133a. (Hos - /IB, 6p. 48 or 2013 ., oT™. - IB, Op. 5 o1 2017 1., B cuna ot 01.03.2017 1.)

T'1aBa cemma.
CIIMCBK HA YIOCTOBEPEHUTE HH®OPMAIIMOHHHU CUCTEMMUA (3AI'J1. U3M. - IB,
BP.48 OT 2013 I'., OTM. - JIB, bP.5 OT 2017 I'., B CHJIA OT 01.03.2017TI'.)

Y. 134. (U3wm. - /1B, 6p. 48 ot 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
. 135. (Otm. - IB, 6p. 5 ot 2017 1., B crita ot 01.03.2017 1.)
Yn. 136. (O1m. - /1B, 6p. 48 o1 2013 1)

Ui 137. (Ot™m. - IB, 6p. 48 ot 2013 1.)

Yn. 138. (O1™m. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)



Ui 139. (U3wm. - IB, 6p. 48 oT 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 r.)
Y. 140. (U3wm. - [IB, 6p. 48 ot 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
. 141. (U3wm. - /1B, Op. 48 ot 2013 r., ot™. - JIB, Op. 5 o1 2017 1., B cuna ot 01.03.2017 1.)
Un. 142. (U3wm. - [IB, 6p. 48 ot 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cmma ot 01.03.2017 1.)
Ui 143. (Otm. - [IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

Y. 144. (Omm. - IB, 6p. 5 ot 2017 1., B crma ot 01.03.2017 1.)

Ui 145. (Omm. - [IB, 6p. 48 o 2013 1.)

Y. 146. (Otm. - JIB, 6p. 5 ot 2017 1., B crma ot 01.03.2017 1.)

Y. 147. (U3wm. - /1B, 6p. 48 ot 2013 1., oT™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Y. 148. (Otm. - IB, 6p. 5 o1 2017 1., B crma ot 01.03.2017 1.)

Yn. 149. (O1wm. - [IB, 6p. 5 ot 2017 1., B cua ot 01.03.2017 1.)

Y. 150. (Omm. - IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

Y. 151. (U3wm. - /1B, 6p. 48 oT 2013 1., ot™. - /IB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
Y. 152. (U3wm. - [IB, 6p. 102 ot 2010 1., oT™M. - IB, Op. 5 oT 2017 1., B crta ot 01.03.2017 1.)
Yn. 153. (U3wm. - 1B, 6p. 102 ot 2010 r., u3m. - JIB, 6p. 48 ot 2013 r., oT™. - JIB, Op. 5 ot 2017

r., B cria ot 01.03.2017 1.)
Un. 154. (U3m. - /1B, 6p

Y. 155. (Omwm. - IB, 6p

. 102 o7 2010 ., oT™. - IB, Op. 48 0T 2013 1.)

.5012017 ., B cunaor 01.03.2017 r.)

JlonbJIHUTETHH pa3nopendun

§ 1. ITo cMucwia Ha Hapeabara:

1. "AnMuHHCTpaTHBHA HHQOPMAIIMOHHA cucTemMa" € HHPOpMAIlMOHHA CHCTEMA [0 CMUCHJIA Ha
ui1. 4 u cnenpamute oT Hapen6ara 3a BbTpemiHus 000pOT Ha €IEKTPOHHU JOKYMEHTH M JIOKyMEHTH Ha
XapTUEH HOCUTEI B a]MUHUCTPAIIUTE.

2. "EnexTpoHHHM yciayru" € oOIIOTO MOHATHE 3a €JIEKTPOHHU AaIMHHUCTPATUBHHU YCIYTH U
BBTPEIIHU €JIEKTPOHHU aJIMUHUCTPATUBHU YCIIyTH.

3. "MpesxoBa 1 HH(POpPMAITMOHHA CUTYPHOCT" € CIIOCOOHOCT Ha MPEXHUTE U HH(POPMAIIMOHHUTE

CHUCTEMH JIa CE MPOTHUBOIIOCTABAT Ha OIPEJICICHO HUBO HA BBH3JCHCTBUC WM HA CIyYallHH CHOWTHSA,
KOUTO MOTaT Ja HapymaT AOCTHIIHOCTTa, aBTEHTUYHOCTTA, MHTETPUTETA M KOH(DHICHIIMAIHOCTTA Ha
ChXpaHSIBAHUTE WJIH MPEAABAHUTE JaHHHW U HA YCIYTUTE, CBBP3aHU C TE3H MPEKU U CHCTEMH.

4. "UudpopmanmoHHH akTUBM' ca MaTepUaIHUTE W HEMATepUAIHUTE AaKTUBU U
MHGOPMALIMOHHU OOEKTH, CBbpP3aHU ¢ MH(OpPMAalMOHHA CHCTEMa, KOUTO HMMAT IOJIe3Ha CTOMHOCT 3a
ompezeneHa aAMUHUCTPALIUS.

5. (mon. - JIB, 6p. 5 ot 2017 r., B cmia ot 01.03.2017 r.) "MHIMACHT 1O CHTYPHOCTTA Ha
uHbopManuaTa" € eAMHUYHO WM TMOpeauia OT HEeOYaKBaHW CHOUTHUS TIO CHUTYPHOCTTa Ha
nHpOpPMAIUATA, KOUTO YBPEKIAT WM CHIIESCTBYBA CEPHO3HA BEPOSTHOCT Jla YBPEIAT OTCPAIlUU WITH J1a
3acTpalat MpexoBaTa U HUHGOPMAIMOHHATA CUTYPHOCT.

6. "Hexxenan codryep" € KOMIIIOTbpHA MPOrpaMa, KOSITO C€ Pa3lpoCTpaHsBa aBTOMAaTUYHO U
NPOTUB BOJSATa WIKM 0Oe3 3HAHMETO Ha TMOJ3BAllUTe HMH()OPMAIMOHHUTE CHCTEMH JUIA U €
npeIHa3HaYeHa 332 MPUBEKIaHEe HAa WH()OPMANMOHHUTE CHCTEMH WIIM KOMITFOTBPHU MPEKH B HEXEJIaHU
OT TOJ3BAIUTE TU CHCTOSIHUS WM B OCBIIECTBSIBAHE HA HEXKENAHU PE3yJTaTH, KaKTO U KOMIIOThPHA
nporpama, KOsTO € IpenHa3HaueHa 3a HapyllaBaHe JeWHOCTTa Ha HWH(OpMAaIOHHA CHCTEMa WU
KOMITIOThPHA MpEe’Ka WM 3a Y3HaBaHe, 3aJIi4aBaHe, U3TPUBaHe, U3MEHEHHE WM KOMIMPaHe Ha JaHHU 0e3



pas3peleHue, KoraTo TakoBa Ce M3UCKBA.

7. (mom. - 1B, Op. 5 or 2017 r., B cuma ot 01.03.2017 r.) "llomuThka 3a MpexoBa M
WH(POPMAIMOHHA CUTYPHOCT" € CHBKYIMHOCT OT JOKYMEHTHpPAHHU PEIICHUs, B3€TH OT PHKOBOIHUTEN Ha
aJIMAHUCTpAIIHS, HACOUYECHHU KbM 3allluTaTa Ha HH()OpMAIITa U ACOIIMUPAHUTE C HEsl PECYPCH.

8. "Vebyciyra" e aBTOHOMHA, 3aBbPIICHA U M3MBIHUMA (YHKIIMOHATHOCT Ha WH()OpMAIIMOHHA
cucrteMa ¢ yHU(DHUIIUpaH 1 aBTOMaTU3UPaH BXOJ U M3XO/I, IPUTEXKABAIla CIETHUTE CBOMCTBA!

a) HE3aBUCUMOCT OT CHITBTCTBAIIUTE S MPIJIOKEHHUS, KOUTO S TIOPAKIAT, U OT TE3U, KOUTO TS
MOpax/a;

0) cmabo cBbp3aHa (YHKIMOHATHOCT, OCHOBAaHA Ha CHCTEMHA TEXHHYECKa, IIaTPOpMEHa
copryepHa HE3aBUCHMOCT MEXAy HH(MOpMAIlMOHHATA CHCTEMa Ha JIOCTaBYMKA Ha yclyrata ¥ Ha
nony4yartenau ;

B) ()YHKIIMOHAJTHK W OIEPAIMOHHU CIEIM(HUKAINN 32 Ka4eCTBOTO MpPU IPEIOCTAaBSIHE Ha
yciyrara, KaTo MakCUMaJHO BpeMe 3a MpeIoCTaBsHE Ha yCiIyrara, mpouenypud 3a oOpaboTBaHe Ha
TPEeNIKH U JIp.;

) QyHKIMOHAIHOCT, OCHOBaHA Ha OMPE/IEICH HAOOP MEKyHAPOTHO MIPUETH CTAaHAAPTH;

J) JeCHAa OTKPHMBAEMOCT M H3MOJ3BAEMOCT 0€3 O0COOeHW MEWCTBHS OT CTpaHa Ha HEHHUS
JIOCTAaBYUK.

9. "OtBopeHa Mpexa" e Mpexa, CBoOOOJHAa OT OrpaHUYCHHUS 32 BHJIa HA 00OPYJIBAHETO, KOETO
MOXe Ja ObJe MPHUCHEIMHEHO, KAKTO M 33 HAYMHHUTE HAa KOMYHHUKAIMs, KOWTO HE OrpaHHYaBatr
ChIBPIKAHNETO, CAUTOBETE WIIH TIAT(HOPMHUTE.

10. "IIpocdun Ha mocThn" € omucaHue Ha MHPOPMAIMOHHUTE AKTUBU HA CUCTEMAaTa, KOUTO
MoOTaT Jia ObJIaT MOJI3BaHU OT TPyTa MOTPEOUTEIIN C AHAJIOTUYIHH TPaBa Ha JOCTBHIIL.

8§ 2. HuBata Ha 3amura Ha HH(DOpPMAIMOHHATA CHCTEMa OT HEperjJaMeHTHpaH HAO0CThII,
periiaMeHTHpaHu B Wwi. 34 oT Hapen0aTa, Ce XapaKTepu3upar ChC CICTHUTE OCHOBHU MEPKH:

1. Hueo "0" wumum "D" oOxBama OTKpuTa U 00m0OmOCThIIHA HHpOpMaMs (HAIPUMED
myOJMKyBaHa HA UHTEPHET CTPAHUIIMTE HA aJIMUHHUCTpanuuTe). To mpeamnonara aHOHUMHO TTOJI3BaHe Ha
uHpOpMaIMATa U JTUTICA HAa CPEJICTBA 32 KOH(UICHIIMATHOCT.

2. Huso "1" mim "C" usucksa:

a) JOCTBIBT 0 TOYHO OMpEIeIeHH OOCKTH Ja ObJe pa3peliaBaH Ha TOYHO OINpEAeNCHU
MOJI3BATEIN;

0) mosi3BaTeNuTe Ja Ce WACHTH(UIUPAT, NMPEAU Ja U3NBJIHIBAT KaKBUTO M Jla ca JCHCTBUSA,
KOHTPOJIMPaHU OT CHUCTEMaTa 3a JOCTHII. 3a yCTAaHOBSIBAHE HA MJICHTHYHOCTTA TPsOBa Ja ce M3MOJ3Ba
3alUTEeH MEXaHW3bM OT TUNa uAeHTH(HUKaTop/mapona. Hsma M3MCKBaHMS 3a JIOKA3aTeJICTBO 3a
UICHTUYHOCTTA IIPH PErUCTPALIMS;

B) uacHTUUIHpaIaTa HHGopMaIus TpsOBa Ja ObJie 3alUTCHA OT HEPErjIaMEeHTHUPAaH JIOCThII;

I) JIOBEpUTEIIHATA HM3YUCIUTEIHA CHCTEeMa, T.e. (PYHKIIMOHAJTHOCTTA Ha HH(pOpMaIMOHHATA
CHCTEMa, KOSTO YIpaBlisgBa JIOCThIA JI0 PECYpPCUTE M, TpsAOBa Aa MOJIbpxa 00JacT 3a COOCTBEHOTO
M3IBJTHEHUE, 3aIlIUTEHA OT BHHIIHKA BB3JICUCTBUS M OT OIIUTH JIa C€ CIIeJIN XOAbT Ha paboTara;

1) uHPOpMAIMOHHATa CHCTeMa TpsAOBa Ja pas3mojiara C TEXHHYECKH W/WIH TPOTrpaMHU
Cpe/ICTBa, IMO3BOJISBAIIA TIEPHOJUYHO Ja C€ TPOBEpsBa KOPEKTHOCTTa Ha KOMIIOHEHTHUTE Ha
JIOBEpUTEIHATA U3YUCIUTEIHA CUCTEMA,

€) 3alUTHUTEe MEXaHW3MH TpsSOBa Ja ca MpPEeMHHAId TEeCT, KOWTO J1a TOTBBPIH, 4Ye
HEOTOPU3MpAH IOJI3BaTeNl HsAMa OYEBHIHA BB3MOXKHOCT Ja TMONYyYd IOCTBHI 10 JOBEpUTETHATA
HW3YUCIINTEIHA CUCTEMA.

3. HuBo "2" wnm "B" u3nckBa B 1ONbIHEHNE KbM U3UCKBAHUSITA KbM MPEAUIIIHOTO HUBO:

a) KaTo MEXaHW3bM 3a IPOBEpPKA HAa MJICHTUYHOCTTA Ja CE€ H3II0JI3Ba YJIOCTOBEPCHHE 3a
€JIEKTPOHEH TOJIMUC, HE3aBUCUMO JIalH € M3/aJICHO 332 BBHTPEUIHOBEIOMCTBEHH HYKIM B PaMKHUTE Ha



BBTpEIIHA HMH(DpACTpyKTypa Ha MyONWYHUS KIIIOY, WIH € H33aJeHO OT BBHIICH JOCTaBYHMK Ha
YAOCTOBEPUTEIIHU YCIYTH;

0) npu W3AaBaHe Ha yJAOCTOBEPEHUETO M3/IABAIIUAT OPraH MMPOBEPsIBa CHIICCTBEHUTE JAHHU 32
JUYHOCTTA Ha MOJ3BaTeNs, 0e3 J1a € He0OX0IMMO JTUYHOTO MY NPUCHCTBHUE;

B) JOBEpUTEIIHATA U3YHCIUTEIIHA CUCTEMA TPsOBA Ja OCUTYPH peanu3allysi Ha MPUHYIUTESITHO
yIpaBlieHHE Ha JOCThIA 10 BCHUKH 00EKTH;

r) JOBEpUTENHATa HW3YUCIHUTEIHA CHCTeMa TpsOBa Ja OCUTYpH B3aMMHA H30JalMs Ha
MIPOLIECUTE Upe3 pa3lieisiHe Ha aJJpeCHUTE UM IIPOCTPAHCTBA.

4. Hupo "3" unu "A" u3uCKBa B ION'bIHEHUE KbM M3UCKBAHMATA KbM MPEAUITHOTO HUBO:

a) KaTo MEXaHM3bM 3a HJEHTHU(HUKALUs Ja Ce U3I0JI3Ba €IWHCTBEHO YAOCTOBEpEHHUE 3a
YHHUBEpCAJICH eEKTPOHEH TO/IIINC;

0) mpu W3aBaHE HA YJAOCTOBEPEHUETO Ja € TapaHTHpaHa (Qu3nyecKkaTa WISHTUYHOCT Ha
JUIIETO;

B) JIOBEpUTEIHATA W3UMCIUTEIHA CHUCTEMa TpsOBa Ja OBJE C MPOBEPEHA YCTOWYHUBOCT KHM
OTIHMTH 32 MIPOHUKBAHE;

I') KOMyHHUKaIusTa MEXKIy MOTpeOUTENs M CHCTeMara Ja Ce OCHLIECTBSIBA €IMHCTBEHO upe3
npotokoJ Transport Layer Security (TLS) mnm Secure Sockets Layer (SSL), karo MuHHMAaHATa
J'BJDKMHA Ha CHMETPUYHUS KJTI04 TpsiOBa 1a e 128 Owura;

1) JTOBEpUTEIIHATA M3YHMCIUTENIHA CHCTeMa Ja MMa MEXaHW3bM 3a PErucTpals Ha OMUTH 3a
HapylIaBaHe MMOJINTUKATA 32 CUTYPHOCT.

IIpexoann U 3aK/JIIOYUTETHE Ppa3nopeadu

8§ 3. Ilpencenmarensat na JJAWUTC ocurypsiBa mbpBOHAYAIHOTO BBBEXKJAHE HA JAHHU B
perucThpa Ha CTaHAAPTUTE B CPOK 3 Mecera OT 00HapoiBaHETO Ha HapeabaTa B "JbpikaBeH BeCTHHK'.

8§ 4. (1) B cpok 12 mecema OT BJIM3aHETO B CHJa Ha HapeadaTa PHKOBOAUTEIUTE Ha
aJIMUHUCTPAIIMUTE OPraHU3UPAT Pa3pabOTBAHETO Ha BHTPEIIHHU NPaBUIa ChITIACHO Wi. 26 U M3BBPIIBAT
ceprudpukanmira UM karo Cucrema 3a ympaBieHHe Ha wuH(popMalmoHHata curypHocT mo |SO
27001:2005.

(2) B cpok 24 mecena OT BIM3aHETO B CHJa Ha Hapeabara pPbKOBOIUTEIMTE HA OTACIHUTE
aIMUHHMCTpALMM OPraHU3upaT MPOBEKIAHETO Ha OAUT OT OTOpPU3MpaHa HE3aBUCHMA OpraHu3alus 3a
MpU3HaBaHE Ha CHOTBETCTBHE MEXAY pa3paOOTEHUTE BHTPEIIHOBEIOMCTBEHHM NpaBmwia "Cucrtemu 3a
ynpaBieHue Ha HHPOPMaLMOHHATa CUTypHOCT" U MexxayHapoaHus cragaapt [SO 27001:2005.

§ 5. (Otwm. - [IB, Op. 48 oT 2013 1.)

§ 6. B cpok 12 mecera oT BIIM3aHETO B cWila Ha HapenOarta npenacenatensat Ha JJAUTC cr3naBa
CoBeT 3a MpexoBa # UWH(OOPMAIMOHHA CUTYPHOCT Ha UWH(GOPMAIMOHHUTE CHUCTEMHU Ha
aIMUHUCTPATUBHUTE OPTraHU KaTO KOHCYJITATUBEH OPraH, MOANOMAarail Heropara JeMHoCT.

8 7. B cpok 12 mecema oT BIM3aHETO B cuja Ha Hapembara mpexacemarernsat Ha JAWUTC
MPOBEXAa KOHCYNTAIlMHU C MPEICTaBUTENHN HAa AcOLMaIusaTa Ha OBITapCKUTE 3aCTPAXOBATENd OTHOCHO



BB3MOXKHOCTTA 32 MPEJIOCTaBsIHE HA 3aCTpaxoBaTeIeH NPOAYKT "3acTpaxoBKa Ha PUCKA MO OTHOIICHUE
Ha MpeXoBaTa U MH(pOpMaIMOHHATA CUTYPHOCT".

8§ 8. Ilpencenatrensat Ha JJAUTC cw3naBa HanmonasaeH neHTHp 3a JASHCTBUE IPH UHITUICHTH T10
OTHOIIIEHHE Ha WH(OpPMalMOHHATAa CUTYPHOCT HE MO-KHCHO OT 6 Mecela OT BJIM3aHETO B cuUjia Ha
HapezaOaTa.

8§ 9. Hapenbarta ce mpuema Ha ocHoBanue wi. 43, am. 2 or 3akoHa 3a E€JIEKTPOHHOTO
yIIpaBJICHHUE.

§ 10. HapenbaTta Bim3a B cuia OT JACHS Ha oOHapoaBaHeTo M B "JIbpikaBeH BECTHHK" C
M3KIIIOUEHHUE Ha 4. 7, KOWTO BiM3a B CHJIA CJIe/l BEBEKIAHETO B AeiicTBue HAa EnnHHaTta cpena 3a oOMeH
Ha enexkTpoHHu nokymeHntu (ECOE]]).

INOCTAHOBJIEHME Ne 147 OT 23 FOJIX 2010 I'. 3A UBSMEHEHUE U JOITbJIHEHHUE HA
HOPMATHUBHU AKTOBE HA MUHUCTEPCKUA CBBET

(OBH. - IB, BP. 58 OT 2010 T"., B CWJIA OT 30.07.2010T".)

§ 16. Hascsaxpae B Hapenbata 3a oOmure W3WCKBaHUS 3a ONEpaTHBHA ChBMECTUMOCT H
uH(pOpMaIMOHHA CUTYPHOCT, npueta ¢ [locranoBnenne Ne 279 na Munucrtepckus cbBer ot 2008 T.
(B, 6p. 101 ot 2008 r.), mymuTe "MHUHHCTHpA Ha Jbp)KaBHATA aJIMUHUCTPAIHS ¥ aJIMUHUCTPATHBHATA
pebopma" u "MUHHCTBPBT Ha IbpKaBHATa agMUHHCTpAIUMs M aJMHUHUCTpaThBHaTa pedopma" ce
3aMEHAT ChOTBETHO C "MHHHMCTHPA Ha TPaHCIOPTa, MHPOPMAIIMOHHUTE TEXHOJIOTMH U ChOOIIeHHATa" 1
"MUHUCTBPBT Ha TPAHCHIOPTA, HHPOPMALMOHHUTE TEXHOJIOTHH U ChOOIIeHusATa" .

3akJaI4YnTeIHH pa3nopeadun
KBM ITOCTAHOBJIEHUME Ne 147 OT 23 1OJIA 2010 I'. 3A UBMEHEHHUE U JJOIIbJHEHHUE
HA HOPMATHUBHU AKTOBE HA MUHUCTEPCKHSI CBBET
(OBH. - IB, BP. 58 OT 2010 T"., B CWJIA OT 30.07.2010T".)

§ 29. [locTaHOBIEHHETO BIIM3a B CHJIa OT JICHS HA 0OHapoBaHeTO My B "JIbp>KaBeH BECTHUK'.

INOCTAHOBJIEHME Ne 311 OT 20 AEKEMBPU 2010 I'. 3A UBMEHEHHUE U JTOII'bJIHEHHUE
HA HOPMATUBHU AKTOBE HA MUHUCTEPCKHUSA CBBET

(OBH. - 1B, BP. 102 OT 2010 T.)

8 1. B Hapenbara 3a o0muTe M3MCKBAaHUS 3a OIEpPaTHBHA CHBMECTHMOCT M HWH(OpPMAI[HOHHA
CUTypHOCT, npueta ¢ [loctanosnenue Ne 279 na Munucrepckus csBet ot 2008 r. (06H., /IB, 6p. 101 ot
2008 r.; m3Mm., 6p. 58 oT 2010 1.), ce mpaBAT CIeAHUTE U3MEHECHHS U JOITBIHCHUS

10. Hamcsaxwpae B Hapembata aymure 'mpeacenarenst Ha JIAWTC", "mpencemartens Ha
JAUTC" u "JAUTC" ce 3aMeHAT CHOTBETHO C "MHUHHUCTBHPBHT Ha TpPaHCIOPTA, MH(DOPMALMOHHHUTE
TEXHOJIOTUM M ChoOmeHusATa", "MHHHUCTBpa Ha TpaHCIOpPTa, HH(MOPMAIMOHHUTE TEXHOJIOTUU U



cpobOmenuara” u "MUHHUCTEPCTBOTO HA TPAHCIIOPTa, MHPOPMALIMOHHUTE TEXHOJIOTUH U ChOOLIeHHATA" .

IIpexoanu u 3aKII0YUTETHE Pa3nopeadun
KBbM IOCTAHOBJIEHUE Ne 115 OT 18 MAM 2013 I'. 3A U3BMEHEHUE U JTONI'bJIHEHUE
HA HAPEJIBATA 3A OBIIIUTE U3NCKBAHMUS 3A OIEPATUBHA CbBMECTUMOCT U
NH®OPMAIMOHHA CUT'YPHOCT, IPUETA C IOCTAHOBJIEHHUE Ne 279 HA
MUHUCTEPCKUSA CBBET OT 2008 T'.

(OBH. - 1B, BP. 48 OT 2013 T".)

8§ 69. Texumueckure crnenudukanud, HHOOPMAIMOHHUTE CHCTEMH W IPUIOKECHUS,
CCpTI/Iq)I/II_II/IpaHI/I A0 BJIM3aHCTO B CHJIa Ha IIOCTAHOBJICHHUECTO, CC CUMTAT 3a YAOCTOBCPCHHU 3a
CHOTBETCTBUE TEXHHUYECKU CHeNU(UKAIUK, WHHOPMAIMOHHA CUCTEMHU W TIPWJIOKEHHUS M CE BIMCBAT
CIIy’)keOHO B CIIUCHKA HA YJJOCTOBEPEHUTE MH()OPMAIIIOHHH CUCTEMHU.

IIpexoanu u 3aKII0YUTETHN Pa3Nopeadun
KBM ITIOCTAHOBJIEHHUE Ne 3 OT 9 IHYAPH 2017 I'. 3A IIPUEMAHE HA HAPE/IGA 3A
OBIHIUTE U3UCKBAHHUSA KBM UHOOPMAIIMOHHUTE CUCTEMU, PETUCTPUTE U
EJJEKTPOHHUTE AIMUHUCTPATUBHMU YCJIYI'U

(OBH. - 1B, BP. 50T 2017 T'., B CWUJIA OT 01.03.2017 I".)

§ 4. B Hapenbara 3a o0muTe M3MCKBAHMS 33 ONEPATUBHA CHBMECTHMOCT ¥ MH(OPMALMOHHA
curypHocT, npuerta ¢ [loctanoBinenne Ne 279 na Munnctepckus cbet ot 2008 1. (06H., 1B, 6p. 101 ot
2008 r.; u3Mm. u jpo., Op. 58 u 102 ot 2010 r. u 6p. 48 ot 2013 r.), ce NpaBAT CIEIHUTE U3MEHEHUS U
JIOTTbIHEHHUS:

12. Hascsxkpae B Hapenbata pgymure "omepaTMBHa CHBMECTHMOCT' W "olepaTHBHA
CHBMECTHUMOCT U'" c€ 3aJIn4yaBaT, npej AyMuTe "nHhopMalnoHHa curypHocT" ce 106aBs "MpexoBa u', a
IyMHUTe "MUHHUCTBbpA Ha TPaHCHOpPTa, MHGOPMALMOHHUTE TEXHOJOTHUH U ChOOILIEHUATA" ce 3aMEHST ¢
"mpencenarens Ha IbpkaBHa areHuus "EnexkTpoHHO ynpasieHue".

§ 12. B cpok naBa Mecena ciel BIM3aHETO B CHJIa Ha MNOCTaHOBICHHETO CBHBETHT IO
BrucBaHusATa U ChBETHT MO CTAHAAPTHUTE 32 ONEPaTUBHA CHbBMECTUMOCT U MH(POPMAIMOHHA CUTYPHOCT
Ce 3aKpuBar.

§ 14. [ToctanoBnenuero Biu3a B cuina ot 1 mapt 2017 . ¢ uzkmouenue Ha 8§ 10, koiiTo Bim3a B
cuna ot 18 HoemBpu 2016 T.

ITpunosxenue Ne 1 kpMm ui. 25, ai. 2

(dom. - IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)

OO0 cTpareruu 3a MpekoBa U MH(oOpMaIoHHa curypHoct (3ari. gom. - 1B, 6p. 5 ot 2017
r., B cria ot 01.03.2017 1.)

1. (mom. - B, Op. 5 or 2017 r., B cwma ot 01.03.2017 r.) Ilonwtukara 3a MpexoBa H
UH(POPMAIMOHHA CUTYPHOCT € HAaOOp OT HOPMATHMBHHU JIOKYMEHTH, NpaBWIa U HOPMHU 3a TIOBEJICHUE,
KOHTO OIpPEEIAT KaK OpraHu3alusITa 3aliiaBa 00padoTKaTa, ChbXpaHEHUETO M Pa3mpOCTPAaHEHUETO Ha



uHpOpMaLUsTa.

2. (mom. - 1B, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 r.) IlonuThkara 3a CHUTYpHOCT Ha
WH(POPMAIMOHHA CUCTEMH Ha aJIMUHUCTPATUBHUTE OpraHu TpsOBa na OwbAe choOpa3eHa ¢ Tpymara
MexayHapoaau cranaapta | SO 270X X, obenuHsBaia MHO3MHCTBOTO OT CHIECTBYBAI CTAHIAPTH 3a
yIpaBlieHUEe Ha MpEeXoBaTa U MHPOPMAIMOHHATA CUTYPHOCT - OCHOBHO cbe craaapta |SO 27001:2005,
MPEIOCTaBsIl MOJEN Ha CHCTEeMa 3a yIpaBieHHEe Ha MpekoBaTa M MH(OpMalMOHHATa CUTYPHOCT 3a
aZIcKBaTeH U TPOTOPIMOHAICH KOHTPOJ Ha CUTYPHOCTTA 3a 3alluTa Ha WHOOPMAIMOHHUTE aKTHUBHU U
Ch3J]aBaHe Ha JJOBEpHUE B 3aMHTEPECYBAHUTE CTPAHU.

3. PemennsTa OTHOCHO MOJIMTUKUTE 32 MPEKOBA M MH(POPMAIIMOHHA CUTYPHOCT TpsiOBa 1a ce
U3TPAXKIAT 32 OCUTYpsIBAaHE HAKOJIKO HMBA Ha CUTYPHOCT 10 OTHOILIEHHE Ha:

a) Mpexa;

0) cucrema;

B) IPUJIOKEHUS;

r) uHGOpMAIIHSL.

4. 3a BCAKO OT HUBATa Mo T. 3 TpsiOBa J1a C€ OCUTypU CHOTBETHUAT KOHTPOJI C IIeN Ja ce
o0e3neyn CUrypHOCTTa Ha OOIIOTO MPOrpaMHO IMPUJIOKEHHUE 3a 3alUTa. 32 OCUTYPsIBAaHE Ha aJIeKBaTHO
HUBO Ha CHTYpPHOCT TpsiOBa Ja ce mpuiiara mpakTUKara, HapeueHa "nbi0oka oTOpana", obe3rnedanaiia
MHOTOCJIOMHA 3allUTa, 3a OrpaHWYaBaHE IPOHHUKBAHETO HA BCAKAKBU AaTaKd U OCUTYpsIBaHE Ha
HEBBH3MOXKHOCT 32 KOMIIPOMETHPAHE Ha 0OIIOTO MPOTPaMHO PUIIOKEHUE 32 3aIIHTA.

5. Ilpu ch31aBaHeTO HA MOJUTHKA 32 CUTYPHOCT TPSIOBA Ja C€ M3MOJI3BAT CIICTHUTE MIPUHITUTIH:

a) "MuHuManHa mpUBUIETUA" - KOHIEMIMs, MPU KOATO CE OTrpaHH4YaBa JOCTBHIBT CaMO [0
pecypcH, KOUTO ca HeOOXOIUMU 3a M3MBJIHSABAHE HAa 0j100peHnTe GyHKImMu. OmnpeeseH moia3BaTes Win
mporec TpsAOBa Ja MMa caMO TaKHWBa IMpaBa, KOUTO ca HEOOXOIMMH 3a M3IMBJIHABAHE HA KOHKpPETHATa
3ajaya.

0) "/Ipnboka oTOpaHa" - KOHIENIMS, TIPU KOSITO CE€ MOBEpsBa 3allWTaTa HAa MOBEYE OT €IUH
KOMITOHEHT WJIM MEXaHHU3bM, OCHUTYPSBAIll CUTYPHOCTTA 110 TaKbB HAYHMH, Y€ HEBH3MOKHOCTTA HA €JIUH
KOMIIOHEHT WJIM MEXaHW3bM Ja OTpaHHuYd aTakaTa Ja He JOBele 0 KOMIPOMETHpaHe Ha olImiara
3aluTa.

B) "Touka Ha 3amymiBaHe" - KOHIEMNIMS, MPHU KOSATO C€ MPUHYXKAABAT JIHIA, WU3BHPIIBAIIA
WHTEPBEHIIMH, Ja W3MOJ3BAaT TECEH KaHal 3a JOCTBI, KOWTO TMO3BOJSBAa ICHCTBUATA Ja ObaaT
HaOmoMaBaHu W KOoHTponupanu. OOMKHOBEHO ce€ TMpWjiara Ha BXOoJa W M3X0Ja Ha T.Hap.
" Nemunurtapusupanu 30" ("DMZ").

r) "Haii-cmabo 3BeHO" - KOHIENIMs, TPU KOSITO ce HabmogaBaT W €ITUMUHHUpAT 3BEHATa C
Haii-cnaba yCTOMYMBOCT HA MHTEPBEHIIUU WU C HAIMYUE HA BH3MOXKHOCT 3a IPOHUKBAHE.

n) "llosunmss Ha Oe3omacHO cmupaHe" - KOHLEMIUS, MPHU KOSITO CHUCTEMHUTE TpsOBa 1a
MpeyCcTaHoBsIBAT paboTa Oe30macHO W Ja C€ TNPEeIOTBpaTH BB3MOXKHOCTTA TPU HEOYAKBAHOTO
MpeycTaHOBsiBaHE Ha paboTa Ha elHa CHCTeMa Ja Ce OCHTYypH JOCTBHIl Ha JIMLATA, W3BBPIIBAILN
WHTEPBEHIINHU JI0 CUCTEMATA.

e) "YHuBepcanHo ydactue" - KOHIEMIHs, MPU KOSATO BCUYKM 3BEHA Ha cHCTEMaTa CJIelAT 3a
CUTYPHOCTTA TPU HAJUYKE Ha pa3mnpeieseHue Ha GyHKIIMUTE 32 TOBA, KOETO OTpaHNYaBa Bb3MOXKHOCTTA
Ha IIMIaTa, W3BBPIIBAIIM WHTEPBEHIIMH, /1a C€ BB3MOJ3BAT OT JIMICATAa HA 3alllUTHA aKTUBHOCT OT
KOHKPETHO 3BEHO.

k) "PasHooOpa3ue Ha 3amurTaTa" - KOHIICMIHMS, MPU KOSATO HE CE pa3uyuTa caMmMo Ha eIHa
CHCTEMa WJIH NPUJIOKEHHUE 32 CUTYPHOCT, HE3aBHUCUMO OT TOBA, KOJIKO HAJCK/JTHHU WIH U3UEPIaTeIIHA ca
Te.

3) "IIpocTora" - KOHIIEMIIHS, IPH KOSTO CE OCHUTYpPsiBA IMOJIBbPKAHETO HA OMPOCTEHA 00IIa
cpena, 3a KOSITO C€ OCUTYpsIBa MO-JIECHO 3allIUTa CPEIy WHTEPBEHIIUU.

n) "®dparmentupane" - KOHIEMIMS, NMPHU KOSTO CE OCHUTypsiBa CBEXIAaHE JO MHUHHUMYM Ha
BB3MOKHUTE BPEIHU TMOCJIEIUIM BbpPXY elHa HH(QOpMAIMOHHA cHCTeMa upe3 (parMeHTHpaHE Ha



MaKCUMaJjieH Opol OTICIHHM CIAWHMIIM; 10 TO3W HAYMH CE OrpaHMYaBa BB3MOXKHOCTTA 3a JOCTBII JIO
sIaTa CUCTEMA B CiTy4yail Ha TPOHUKBAHE B M30JIMpaHa ¢IMHHMIIA.

K) "3ammura cpenry BBTPCIIHM W BBHIIHU 3aljlaxy' - KOHLEMIMS, MPU KOATO CE BBBEKIAT
mpaBuja 3a IOTPeOUTENUTe 3a HEAONMyCKaHe ACHCTBUSA Ha CIYKHUTEIUTE, KOWTO Jia OCHTypsBaT
BB3MOKHOCT 3a HWHTEPBCHIIMM, TaKWBa IIpaBWja MOTaT Ja ObJaT IpaBWia 3a YyIpPaBJICHHE Ha
ChIBPKAHUETO, AOMBIHUTEIIHM HUBAa 3a HICHTU(DHKAIMSA, PETHUCTpalysi 3a JOCTBI 10 KPUTHIHHU
WH(POPMAIMOHHU aKTUBHU U JIp.

[Tpunoxenue Ne 2 xbMm ui. 28, an. 3
(Hom. - 1B, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 1.)

OyHKIUU HA CITYXKUTENSA (3BEHOTO) MO MpEXoBa M MH(OpMANMOHHA CUTYpHOCT (3ari. AoI. -
B, 6p. 5 or 2017 1., B cuna ot 01.03.2017 1.)

1. PproBOIM JEHHOCTUTE, CBBP3aHU C MOCTUTAHE HA MPEXOBAa U MH(OPMAIMOHHA CUTYPHOCT
Ha aJMHHUCTpAIMATA, B KOSTO pabOTH, B CHOTBETCTBUE C HOpPMAaTHBHATa ypeada M TIOJIUTUKUTE U
[EJIUTE 32 MPEXOBa U HH(POPMAIIMOHHA CUTYPHOCT Ha OPTaHM3AIMUATA BB B3aMMOJICHCTBHE ChC 3BEHATA
3a MHPOPMAIIMOHHO OCHUTYPSIBAHE U 32 BHTPEIICH OJTUT.

2. (mom. - JIB, Op. 5 or 2017 r., B cuna ot 01.03.2017 r.) Cnemnu 3a mpuiaraHeTo Ha
CTaHJAPTHUTE, MTOJUTHKHUTE W MpaBUiIaTa 32 MPEKOBA M MH(MOPMAIIMOHHA CUTYPHOCT M YIpaBJICHUE Ha
pHUCKa B a/IMUHUCTPAIIHSTA.

3. (mon. - JIB, 6p. 5 ot 2017 r., B cmia ot 01.03.2017 r.) KoHcyntupa phKOBOJCTBOTO Ha
aIMUHHUCTpPAIITA BbB BPB3Ka C MpeKoBaTa U MH(OPMAIIMOHHATA CUTYPHOCT.

4. (nom. - IB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.) PpkoBOIM MEPHOTUIHUTE OLIEHKH Ha
PUCKOBETE 3a MpeXoBaTa W HMH(DOPMAIMOHHATA CUTYPHOCT M CIAa3BAaHETO HA MPHUETHUTE MOJUTUKH H
MPOIIECTyPH.

5. (mom. - 1B, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) [lepuoanuno (HE MO-MaiKO OT JABa
'BTH TOJUIIHO) M3TOTBS JOKJIAIN 32 ChCTOSIHHETO Ha MpeXoBaTa M WH(POPMAIMOHHATA CUTYPHOCT B
AIMHUHHUCTPATHBHOTO 3BE€HO U TU MPEJICTaBs Ha PHKOBOIUTEIS.

6. (mom. - IB, Op. 5 ot 2017 r., B cmra ot 01.03.2017 r.) Koopauampa oOydeHHETO Ha
PBHKOBOJUTENIUTE U CIYXXHTETUTe B aJMHHHUCTPATHBHOTO 3BE€HO BBB BpPB3KAa C MpEXKoBaTa H
MH(GOpPMaLlMOHHATA CUTYPHOCT.

7. YuacTBa B OpraHU3MPAHETO, TPCHUPOBKUTE U aHAIIM3a Ha PE3yJITaTUTE OT TPEHUPOBKUTE 3a
JICHCTBUS MPU HACTHIIBAHE HA MHIIUJCHTH.

8. OtroBaps 3a 3amuTaTa Ha HMHTEJEKTyalHaTa COOCTBEHOCT WM MaTepHUaTHUTE aKTHBH Ha
aJIMAHUCTPATHBHOTO 3BE€HO B 00JIACTTa HA MH()OPMAIIMOHHUTE 1 KOMYHUKAITMOHHUTE TEXHOJIOTHH.

9. (mom. - JIB, 6p. 5 or 2017 r., B cuna ot 01.03.2017 r.) YyacTBa B W3rOTBSHETO Ha
NOJIMTUKHTE, IETTUTE, MPOIEeIypuTe M METpPHKaTa 3a OIEHKAa Ha MpEeXoBaTa M WH(POPMAIMOHHATA
CUTYpHOCT.

10. (mom. - JIB, Op. 5 or 2017 r., B cuma or 01.03.2017 rt.) Ilogabpka BpPB3KHA C IPYTH
aIMUHHUCTPAIINH, OPTaHU3alUU U eKCIEPTH, paboTemmu B 006JacTTa Ha MpekoBaTa U HH(GOpMallMOHHATA
CUTYpHOCT.

11. PascnenBa W aHaIW3Upa WHIMICHTHTE B 00JacTTa Ha MPEXoBaTa W WHPOPMAIMOHHATA
CUTYpPHOCT B aJIMHUHHCTPATUBHOTO 3BEHO, PEAKIMHUTE MPH HHIUACHTH M Tpeajara IeicTBUS 3a
noJJ00psiBaHE Ha MPEXKOBaTa M MH(POPMAIIMOHHATA CUTYPHOCT.

12. Tlpennara caHKIIUH 3a CIYXXHUTEIUTE OT aIMUHUCTPAIMATA MIPH HApyIIaBaHE HA MpaBUIaTa
3a CUTYpPHOCT.



13. PazpabotBa u mpeiara 3a YTBBPXKIAABaHE OT PBKOBOJAUTEIS] HA CHOTBETHATa
aJMUHUCTpalMs MHCTPYKLMUTE, MPOM3THYAIM OT Hapendara, KaKTO M BCHUYKM JAPYTHM HEOOXOAUMH
yKa3aHUs U TPOLETYPH.

14. (nom. - 1B, Op. 5 or 2017 r., B cuna ot 01.03.2017 r.) Ciaeam 3a M3MBIHEHHUETO HA
YTBBPAEGHUTE OT PBKOBOIUTENS HA AJAMHUHUCTpAIMATa WHCTPYKIMM M TPOLEAYPU, CBBP3aHU C
MpexoBaTa 1 HHPOPMALlMOHHATA CUTYPHOCT.

15. Axryanu3upa cOoMchbka OT 3alllaxM M I[OTEHIMAJHU pHUCKOBE 3a CBHOTBETHATA
aJIMUHUCTpAIHAL.

16. KoopnuHupa oreHsBaHETO Ha (UHAHCOBUTE W JPYrM 3aryOM TpHU HAcThIIBaHE Ha
uaeHTU(UIIUPaHA 3ariaxa.

17. W3roTBs AOKIaId M aHAIM3M 3a HACTHIIWIM HWHIMJCHTH, 3acsralld MpexoBaTa H
MHQOpPMALIMOHHATa CUTYpHOCT, W TMpejiara JeWCTBUS 3a KOMIIGHCHUPAaHE Ha IOCIEACTBUATA U
NpEeOTBPATABAHE HA APYTH MMO0OHU MHIIUICHTH.

18. Cineau HOBOCTMTE 3a 3alIlaXd 3a CUTYPHOCTTA, OTYMTAMKU HAJIWYHHUA B CHOTBETHATa
aJMUHUCTpalMa coTyep U Xaplayep, U OpraHu3Hpa CBOCBPEMEHHOTO HHCTAIIMPAHE HAa KOPUTHPAIL]
codryep (patches).

19. (mom. - JIB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.) IIpu Bp3HMKBaHE HA KAKHBTO H J1a €
UHIMJECHT, CBBP3aH C MpeKoBaTa U MH(GOpPMAllMOHHATA CUTYpPHOCT, IO JOKYMEHTHpa U HUHpOpMHpa
He3a0aBHO PBHKOBOJUTENS Ha ChOTBETHATA aJMHHUCTpanus U HalnoHanHMs LEHTHp 3a ACUCTBUE NPHU
MHIIMJCHTA II0 OTHOIICHHE Ha MpEXOBaTa W HH(POpPMAalMOHHATa CHTYPHOCT B WH(MOPMAIIMOHHUTE
CHCTEMH Ha a/IMUHUCTPATUBHUTE OPTaHU.

20. (mom. - 1B, 6p. 5 ot 2017 r., B cuia ot 01.03.2017 r.) PazpaboTBa u mpe/uiara HHOBaTUBHU
pelieHrss W apXUTEeKTypH 3a MonoOpsiBaHe Ha MpekoBaTa M HH(pOpMAIMOHHATAa CHUTYPHOCT Ha
CHOTBETHATA aIMHUHUACTPAITHSL.

21. Cnenu 3a mosiBaTa Ha HOBM BUPYCH U 3JIOBPEJEH KOJ, CllaM, aTakd M B3eMa aJIeKBaTHU
MEPKH.

22. Opranusupa TECTOBE 3a IPOHUKBAHE, pa3KpHBa CllabUTe MECTa B MpeXaTa Ha CbOTBETHOTO
aJIMAHUCTPATHBHO 3BEHO W TIpeJiara MEepKH 3a IMOA00psBaHEe Ha MpeKoBaTa M WH(POPMAIMOHHATA
CUTYpHOCT.

ITpunoxenue Ne 3 kpMm ui. 31, an. 2
(dom. - 1B, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 1.)
JlelicTBUA 1O OLIEHKA U yIIPAaBJIECHUE HA PUCKA

1. Bcuuky aJIMUHUCTPATHBHU OPraHW Ca JUIHKHU J]a OLICHSBAT PUCKOBETE 32 CUTYPHOCTTA
cbrtacHo MexayHaponaus cranaapt |SO/NIEC TR 13335-3:1998 u ISO/IEC TR 13335-4:2000 (B
npoiiec Ha npepadborsane B ISO/IEC 27005).

2. Ilo cMuchIa HA TOBa MPHUIIOKEHUE PUCKBT 32 CUTYPHOCTTA € (DAKTHUECKO CHCTOSIHHE, KOETO
Ch3/1aBa 3aIUIaXH 3a ysI3BABaHE HA €IMH U HAKOJIKO WHPOPMAIMOHHU aKTHBA, KOETO JIa TPEIN3BHKA
TAXHOTO MOBPEKIAHE WM YHUIIIOYKABAHE.

3. OmneHkara Ha pUCKa CE€ ONpeneNs Ype3 W3YHCICHHE Ha BEPOSTHOCTTA 32 YS3BSIBAHE BBH3
OCHOBA Ha €()EKTUBHOCTTA Ha CHIIECTBYBAIIUTE WU TUIAHUPAHUTE MEPKH 32 CUTYPHOCT.

4. 3aruiaxute 3a MpexoBaTra U MH(OPMallMOHHATA CUTYPHOCT C€ KIacHU(PHUUMPAT MO CIEIHUTE
KpUTEPUU:

a) (mom. - JIB, Op. 5 or 2017 r., B cuna ot 01.03.2017 r.) mo eIeMEHTHTE Ha MpEKOBaTa M
nH(GOpPMaIlMOHHATA CUTYPHOCT (AOCTBHIHOCT, IISUIOCTHOCT, KOH(UACHIIMATHOCT), KBM KOUTO ca



HACOYCHHU;

0) MO KOMIIOHEHTHTEe Ha WH(pOpMalMOHHATA CcHUcTeMa (amapaTtypa, codTyep, [IaHHH,
noJyIbpiKaia HHppacTpykTypa), KbM KOUTO Ca HACOUCHH,

B) IO HayMHAa HA  OCHINECTBSIBaHE  (CIOydyalHW/TIpeTHAMEPEHW  JCHCTBUA,  OT
MIPUPOJICH/TEXHOJIOTHYEH XapaKkTep U Jp.);

T') 10 Pa3IMOJIOKEHNETO Ha M3TOYHUKA (BHTPE BbB/M3BBbH HH(POPMAIIMOHHATA CUCTEMA).

5. JleiicTBusATa MO ympaBlieHHE HA PUCKa TpsOBa Ja oOXBamaT OIEHKAa Ha HETOBHS pasMep,
n3paboTBaHEe Ha €(PEeKTUBHM U HWKOHOMHMYHU MEpPKM 3a HETOBOTO CHH)XKaBaHE U OIEHKAa Jalld
PE3yNTAaTUBHUAT PUCK € B MPUEMIIMBH TPAHUIIM. YTIPAaBICHUETO HA PUCKA CJIEJBA J1a CE U3BBHPIIBA Ype3
MocJieI0BAaTEIHO pUJIarale Ha JiBa TUIa [MUKIUNYHO MOBTAPALIN ce JeHCTBUS:

a) oIrleHKa (TpeoleHKa) Ha PUCKa;

0) n300p Ha ehEeKTUBHU U MKOHOMHYHH CPEJICTBA 32 HETOBATa HEYTPATU3aIIHSI.

6. Ilpu naentudumpane Ha prck TpsOBa Ja ce MpeaIprueMe HO OT CICTHUTE ICHCTBUS:

a) JMKBUAMpAHE Ha pHUcKa (HampuUMep upe3 OTCTpaHsABaHE Ha MPUYMHSABALIUTE IO
00CTOSITENCTRA);

0) HamMaJIsIBaHE Ha pUcKa (HampuUMep Ype3 M3I0I3BaHE Ha JOMBJIHUTEIHHU 3alllUTHU CPEJICTBA);

B) MpUEMaHe Ha PUCKa U pa3paboTBaHe Ha IJIaH 3a ACHUCTBUS B 00CTAaHOBKA HA PUCK;

T') Mpeajgpecupane Ha pucka (HalpuMmep Upe3 CKIIF0YBaHE Ha ChOTBETHATA 3aCTPAXOBKA).

7. IlporiechT Ha yIpaBJIeHUE HA pUCKA TPsIOBa Ja BKIIOYBA CIICTHUTE €TAIH:

a) 1300p Ha aHAJIM3UpPYyEeMHUTE OOEKTH U HUBOTO Ha JIeTaillin3anys Ha aHallnu3a;

0) M300p Ha METOJIOJIOTHS 3a OIICHKA Ha PUCKA;

B) UIeHTU(UKALKA HA HTHPOPMAIIMOHHUTE aKTHBH;

T') aHAJIM3 Ha 3aIlJIaXUTe U TOCIIEeICTBUATA OT TAX, OTKPUBAHE HA YSI3BUMHUTE MECTa B 3aI[UTATA;

1) OLIEHKa Ha PUCKOBETE;

€) u300p Ha 3aIUTHU MEPKH;

) pear3aiys U MpoBepKa Ha N30paHUTE MEPKH;

3) OIICHKA Ha OCTAaThYHHS PUCK.

8. IlpomechT Ha ynpaBiieHHE Ha pUCKa TPIOBa ja ObJe MUKIUYeH nporec. [locneqausar erar ce
SBsIBA HAYAJIO HA HOB IIUKBJI HA OlIEHKAa. HOBUST UKBII Ce MPOBEXKIA:

a) aKO OCTaTBYHHUSAT PUCK HE yJIOBIETBOPSIBA PHKOBOACTBOTO HA Q/IMUHUCTPAIIHATA;

0) cien M3TUYAHE Ha OMpENeJIeH CPOK, OMpE/IesieH BbB BHTPEIIHUTE MpaBUiia 32 MpPEKOBaTa U
HH(POPMAIMOHHATA CUTYPHOCT Ha aIMUHHUCTPAIUATA.

[Ipunoxenne Ne 4 xpm ui. 31, an. 3

3amiaxy  cpeuly  MpexoBaTa M MH(OpPMALMOHHATa CHUTYpHOCT, (OpMyJHpaHH B
mexayHapoanus cranaapt ISO/IEC TR 13335:2000

BugoBere 3aruraxy, KOMTO MOraT Jia 3acTpamar KOH(QUIACHIIMATHOCTTA, HHTETPHUTETA |
JOCTBITHOCTTA, Ca CIEIHUTE:

1. [MoacnymiBane, W3pa3sBaIlo Ce€ B JOCTHI A0 ClyXKeOHa MH(pOpMAIMs Ype3 NMpHUXBalllaHe Ha
€JIEKTPOHHU CHOOIICHHS HE3aBHCUMO OT U3I0JI3BaHATA TEXHOIOTHSL.

2. EJleKTpOMarHuTHO W3IbUBAHE, WU3Pa3sBaIlIO0 CE B JCHCTBHS HAa TPETO JIMIE, MEIAI0 Ja
MOJTy4r 3HaHUE 32 OOMEHSHU JIaHHU TIOCPEICTBOM HH(OPMAIIOHHA CHCTEMA.

3. Hexenan kox, KOHTO MoOXe Jnga JoBeAe 10 3aryba Ha KOH(MWACHIIMAIHOCTTa Ype3
3allUCBAHETO M Pa3KPUBAHETO HA TMAPOJIH U JI0 HApyIlIaBaHE Ha WHTETPUTETA MTPU WHTEPBEHIIMU OT TPETH
JIMIa, OCHIIECTBWIIM HEPETJIIAMEHTHPaH JOCTHII C MMOMOINTA HA TaKkbB Koja. HexenmaH kox Moxe na ce
U3I0JI3Ba, 32 J]a C€ 3a00MKOJIM IMPOBEpPKa 3a JOCTOBEPHOCT, KAKTO M BCHYKU 3alIUTHU (YHKIIUH,



CBBP3aHH C Hes. B pe3yiraTr KoabT MOXE J1a J0BeIe J0 3aryda Ha JIOCThITHOCTTA, KOraTo JaHHUTE WJIN
(aiimoBeTe ca pa3pylieHH OT JIUIETO, MOJTYYHUIIO HEPErIaMeHTHPAH JOCTHII C MOMOINTAa Ha HEeXelaH
KOJI.

4, MackupaHe Ha TOTpeOMTEeICKaTa HISHTUYHOCT MOXE Ja JIOBelIe 10 3a00MKaisHe Ha
MPOBEpKaTa 3a JOCTOBEPHOCT U BCUYKH YCIYTH U 3aIIUTHU (PYHKIIMU, CBBP3aHH C Hesl.

5. IlorpemHo HacouBaHe WM MPEHACOYBAaHE Ha CHOOIICHUATA MOXKE Ja JOBeJae 10 3aryda Ha
KOH(DHMICHIIMAIHOCT, aKO C€ OCBHIINECTBH HEperjaMeHTHpaH JOCTBhII OT TpeTH Jjuna. IlorpentHoro
HAacOYBaHE WJIM MPEHACOYBAaHE HAa CHOOIICHUATA MOXE J1a JIOBEJE W JO HapyllaBaHE Ha WHTETPUTETA,
aKO IOTPEIIHO HACOYCHHUTE CHOOIICHHMS Ca IMPOMEHEHH M CJIeJI TOBAa HACOYCHU KBbM ITbPBOHAYATHHS
anpecar. [lorpemHoTo HacouBaHe Ha CHOOIIEHWS BOIM 10 3aryba Ha JOCTBIIHOCTTa OO TE3H
CBHOOIICHUS.

6. CodTyepHHU IrpelIKyu MOTaT J1a 3acTpamar KOHPUICHIIMATHOCTTA, ako cOPTyepbhT € Ch3aaacH
C KOHTPOJ Ha JOCTHIIAa WU 3a KPHUITUPAHE WM aKO Tpemka B coTyepa OCUTYPH BB3MOXKHOCT 3a
HEeXeJaH T0CThI B MHPOPMAIIMOHHA CUCTEMA.

7. Kpaxxbara Ha nHGOPMAIIMOHHA aKTUBU MOXE Ja JIOBEJE 10 pa3KpuBaHe Ha MH(popMaIus,
KOSATO TIPEJICTABIIsIBA CIy)KeOHA WJIM JIpyTa 3alliuTeHa OT 3aKoHa TaiiHa. KpaxbOara mMoke 1a 3actpariu
JIOCTBITHOCTTA JI0 JJAHHUTE I HHPOPMAIIMOHHOTO 000pYIBaHE.

8. HepermameHTHpaH TOCTHIT JO KOMITIOTPH, HHOOPMAIIMOHHHN PECYPCH, YCIYTH M MPUIOKCHHS
MOJKE JIa JIOBEJIC JI0 pa3KpHMBaHE HAa TOBEPHUTEIIHU JaHHU U JI0 HapylllaBaHEe MHTCTPUTETA Ha TE3U JIaHHU,
aKo HeperiiaMeHTHUpaHaTa MM IMPOMSHA € BB3MOXHA. HeperiamMeHTHpaHUWST JIOCTBI JIO KOMITFOTPH,
JAHHH, YCIYTH ¥ TPUIIOKEHUS MOXKE Jla HApYIIN JOCTHITHOCTTA 0 JAaHHHUTE, aKO TAXHOTO M3TPHUBAHE
WJIU 3aJIMYaBaHe € Bb3MOIKHO.

9. HepernameHTHpaH IOCTHIT 0 HOCUTEN HA JaHHU MOKE Jla 3aCTpalll ChbXPAHIBAHUTE BHPXY
HEro JaHHHU.

10. IloBpexmane Ha HOCUTEN Ha WH(GOPMALIMS MOXeE Ja HAPYIIH MHTETPUTETA U TOCTHIIHOCTTA
JI0 TAaHHWTE, KOUTO CE ChbXPAHSBAT HA TO3H HOCHUTEI.

11. Tpemka mnpu mnoaapbKKaTa. HeEW3BbpIIBAaHETO Ha peIOBHA TMOAAPHKKA Ha
WH(POPMAITMOHHUTE CHCTEMH WIIH JIOIYCKaHe Ha TPEIIKH 10 BpeMe Ha MpoIieca 1Mo MoIphKKa MOXKE J1a
JIOBEJIC 10 HapylIaBaHE Ha JOCTHITHOCTTA J0 JaHHHU.

12. ABapuu B eJCKTPO3axpaHBaHC W KIWMATUYHH HWHCTAJIAIMA MOTaT Ja JOBEJaT J0
HapylIaBaHe Ha HHTETPUTETA U JOCTHITHOCTTA JI0 JAHHU, aKO BCJIEJICTBHUE HA HACTHIIBAHETO HA aBApPUUTE
ca yBpeAcHH HH(OPMAIIMOHHHA CUCTEMH HJTM HOCUTEIIH Ha JIaHHHU.

13. Texnuuyecku aBapuu (HampuMep aBapuu B MPEXKHUTE) MOraT Ja HApylIaT MHTETPUTETA U
JIOCTBITHOCTTA JI0 MHPOPMAITHS, KOATO C€ ChXpaHABa WIH PA3NPOCTPaHsIBA Upe3 Ta3h MPEKa.

14. I'pemwiku mpu mpenaBaHEeTO Ha HMHQOpMAIMATa MOraT Ja JOBEAaT 0 HapyllaBaHe Ha
HEWHaTAa III0CT M JIOCTBITHOCT.

15. VYnorpeba Ha HeperiaMeHTUpPAHU MporpaMd W HHPOpMalMs MOraTr Ja Hapylar
HHTEIPUTETA U JOCTHIIHOCTTA JI0 JAHHUTE, ChbXPAaHIBAHU M Pa3MPOCTPaHsIBaHM 4pe3 MH(pOopMallmoOHHATA
CHCTEMa, B KOSITO € HaCTBHITWJIO TAKOBA CHOUTHE, M MMPOTPpaMUTE U MH(OpMAIKATa ce U3MOJI3BaT, 3a Ja Ce
M3MECHST ChIINECTBYBAIIM IIPOTpaMHU U JaHHH 10 HEepa3pelleH HAUMH WK aKo T¢ ChAbPIKAT HEXKEJIaH KOJI.

16. [ToTpeOuTencku TpenikKyd MoraT Ja HapymiaT MHTeTPUTETa M JOCTHITHOCTTA J0 JaHHU Ype3
HEYMHWIIUICHO WJIM YMHIIUICHO JISHCTBUE.

17. Jlunca Ha TOTBBPKJIAaBaHE MOXKE Ja 3acTpalld HMHTErpuTeTa Ha naHHute. [IpeanazHure
MEpKH 3a TIpeJOoTBpaTsABaHE Ha HEMOTBBPXKIABAaHETO TPSAOBa J1a Ce IMpUiarat B CIy4aWTe, KOrato ¢
BaYKHO J]a C€ IMOJIy4YH JOKAa3aTEeJCTBO 3a TOBA, Y€ JaJE€HO CHOOIIEHHE € M3MPATeHO U €/He € TMOIY4YeHO,
KaKTO M 3a TOBa, 4€ MpekKaTa € MmpeHecsaa ChbOOIICHUETO.

18. MHTepBeHIIMU cpellly MHTErpuTeTa Ha JaHHUTE MoraT Ja JOBeIaT IO TSIXHOTO CEpHUO3HO
YBPEKIAHE U JJO HEBB3MOKHOCT OT TIO-HATATHITHOTO UM H3IIOJI3BAHE.

19. ABapun B KOMyHHKAIIMOHHOTO 00OpY/IBaHE M YCIYTH MOTaT JIa YBPEAST JOCTHIIHOCTTA Ha



JIAaHHUTE, TIPe/iaBaHa upe3 Te3H YCIYTH.

20. BbHIIIHY BB3JICHCTBUSA C OT'bH, BOJIa, XUMHUKAJIA U JP. MOTAT Ja JIOBEJAT JI0 YBPEXKIaHE WITH
VHUINOKaBaHe HAa MHPOPMAITMOHHOTO 000pY/IBaHE.

21. 3noynotpebda ¢ pecypcu MOXe Aa I0Be/e A0 HEOCTHITHOCT J0 JaHHU WIH YCIYTH.

22. Tlpuponnu OenCTBUS MOraT Aa JOBENAT 0 YHHIOKaBaHE HA JaHHU M WH(OPMAIMOHHH
CHCTEMHU.

23. IlperoBapBaHe Ha KOMYHUKAIMOHHHUS TpapuK MOXe Ja JOBeAe A0 HapyllaBaHe Ha
JIOCTBITHOCTTA JI0 OOMEHSIHH JTaHHU.

[Ipunoxenne Ne 5 xbm 4. 32, an. 2
(dom. - JIB, 6p. 5 or 2017 1., B cuma ot 01.03.2017 1.)
CperncTBa 3a ynpaBjieHUE Ha JOCThIIA HA yYACTHUIIUTE B €JIEKTPOHHHS 0OMEH

1. 3ammTara Ha CUCTEMHUTE pecypcd Ha WH(GOPMAIMOHHU CUCTEMH Ha aJIMUHHCTPATUBHUTE
OpraHu € MpoLec, IPU KOHTO M3MOJI3BAHETO HAa CUCTEMHHUTE PECYpPCH CE€ PEryjupa B ChOTBETCTBHE C
NOJMTHKAaTa B O0JIaCTTa Ha MpexoBaTa M HMH(OPMAIMOHHA CUTYPHOCT M € IMO3BOJEHO CaMO 3a
YOBJIHOMOIICHH JIMI[Aa Ype3 U3MO0JI3BaHUTE OT TiIX HWH(GOpPMalMOHHM cucTeMu. ToBa BKIIIOYBA
IIPEIOTBPATSABAHETO HAa HEPEIVIAMEHTUPAH JOCTBI 10 PECYPCUTE, BKIIOUUTEIHO MPEAOTBpaTSIBaHE Ha
JIOCTBII 10 PECYpPCUTE 10 HeperyiaMeHTUPaH HauMH.

2. YrpaBlIeHHETO Ha 3allluTaTa OT HEperJIaMEHTHUpaH JOCTBII C€ KaTeropu3upa Ha HIKOJIKO
CTENeHH B 3aBHCHUMOCT OT OLICHKHUTE Ha MOTEHIHUAJIHWUTE IMOCJIEICTBUS 3a aJMHUHUCTpaLUATa MpU
HapylaBaHe Ha KOH(OUICHIMAIHOCTTa, UHTETPUTETA W/WIIN TOCTBIIHOCTTA, KAKTO CJIE/Ba:

a) OrpaHMY€HO, KOTaTO OpraHM3alMsITa MPOABIKAaBa Ja M3MBJIHABA (YHKIUUTE CH, HO C
NOHM)KEHA e(EeKTUBHOCT, Ha HWH(POPMALMOHHUTE AaKTHBH Ca NPUYMHEHH HE3HAYUTEIHH BpPEIU
¢uHaHCOBUTE 3ary0u ca HE3HAYUTEIIHU;

0) ymepeHO, Korato e(eKTHMBHOCTTa Ha OCHOBHMTE (YHKIMHM Ha aJIMHUHUCTpAIUiTa €
CHILIECTBEHO TIOHMKEHA, HAa HH()OPMAIMOHHUTE AaKTUBU Ca MPUYMHEHU 3HAYUTEIHU Bpeau
¢uHaHCOBUTE 3aryOU ca 3HAYUTEIHU;

B) BHCOKO, KOraTo 3ary0ara Ha KOH(UACHLMAIHOCT, UHTETPUTET W/WIHM JIOCTBIIHOCT OKa3Ba
TEXKO HJIM HENOINpPaBUMO BB3JCHCTBHE HAa aJIMUHMCTpALUATA, IPU KOATO Ts 3aryOBa cOCOOHOCT 1a
U3IIBJIHSIBA OCHOBHUTE CHU (YHKIMM, Ha MH(GOPMAIMOHHUTE AaKTHBH Ca NMPUYUHEHU TEXKKU BPEIU U
¢duHaHCOBUTE 3aryOU Ca MHOTO TOJIEMHU.

3. CpencrtBara 3a ympaBiI€HHE Ha JOCTBIIA IO3BOJSBAT J1a CE ONPEACNAT W KOHTPOJIUPAT
JecTBUATA, KOUTO PA3IUYHU IOJI3BAaTeN Ha WHGOPMALMOHHUTE CUCTEMH U MPOIECH B TAX MoraT Jia
M3BBPIIBAT 110 OTHOIIEHHE HAa HHPOPMAIIMOHHU pecypcu. JIornueckoTo ynpapieHHe Ha JOCThIa TpsiOBa
Jla TIO3BOJISIBA J1a CE€ ONPEAEIIAT MHOKECTBO JOIYCTUMU ONEPALMy 32 BCEKH MOJI3BATEN WU IPOLEC U J1a
ce KOHTPOJIMPA U3IIBbJIHEHUETO Ha YCTAHOBEHUTE MpaBuJa.

4. CpencTBata 3a ynpaBlIeHHE Ha JOCTbIIA HA YyYaCTHULUTE B €JIEKTPOHHUS OOMEH TpsOBa Ja
BKJIIOUBAT TPU KaTErOPUH (PYHKIIMU:

a) aAMUHUCTPATUBHU (YHKLUH - Ch3[aBaHe U ChIPOBOXKIAHE HA aTpUOYyTH 3a yNpaBlIeHUE HA
JIOCTBIIA;

0) ciomaraTesHu (yHKIUH - 00CTy>KBaHE Ha MPOLIECUTE Ha TOCTBII Ha MOJI3BATEIIHTE;

B) WH(GOPMAMOHHN (PYHKIMH - ChOMpaHe Ha MHQPOPMAIUS 3a MPOIECUTE Ha JOCTHII C OTJIe]
noJo00psiBaHe Ha B3aUMOJICHCTBUETO.

5. Besdko caMoCTOSTENIHO 3BEHO Ha aJMMHUCTpALMATa YNpaBisBa HICHTU(QUKATOPUTE Ha
NOJI3BaTeNINTe HA MH(POPMALTMOHHUTE CUCTEMH UpPE3:



a) YHUKaJTHA UACHTU(UKAIMS HA BCEKH MOJI3BATEN;

0) Bepudukanus Ha UISHTU(DHUKATOPA HA BCEKH TOJI3BATEN;

B) perjaMeHTHpaHe Ha aJIMUHUCTPATUBHUTE MPOLEAYPH 3a Pa3NpOCTPAHEHUE, 3aMECTBAHE Ha
3ary0eHu, KOMIIPOMETHUPAHH WU MOBPEIeHU UACHTU(UKATOPH;

I') MpeKpaTsBaHe JEHCTBHETO Ha WACHTU(HUKATOpa CJell ONpeNeseH MEepuoJ Ha JIMIca Ha
aKTHUBHOCT;

1) apXUBHpaAHE HA UICHTHU(DHUKATOPUTE.

6. MudopmanmoHHUTE CHUCTEMH HA aJIMUHHCTPATUBHHTE OPraHd TpsOBa /Ja CKpUBAT €XO
M300paXCHUETO Ha UACHTU(UIIMpaIaTa HHPOpMAIUs B IIpolieca Ha MIPOBEPKa HA UICHTUIHOCTTA C el
J1a s 3aIIUTAT OT Bb3MOKHO U3II0JI3BaHE OT CTpaHa Ha HEOMPABOMOILEHH JINIA.

7. (mom. - JIB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) Ilpu mpoBepka Ha MIACHTUIHOCTTA
ype3 Kpuntorpadcku Moy HHGOpMaLIMOHHATA ccTeMa TpsOBa Ja Impujlara METoAu, OTrOBapsILy Ha
CTaHJapTUTE, BOUCAaHW B pasznen "MpexoBa M MHPOPMALMOHHA CHTYPHOCT' OT pErucrbpa Ha
CTaHJapTHUTE.

8. 3a msrpaxxgaHe Ha BBTPEIIHU MpaBUiIa 3a MpEXKoBaTa U WH(POPMAIMOHHATA CUTYPHOCT B
aJMUHHUCTPAIIMUTE C€ MPENopbuUBa CIEAHOTO ChIbpPXKAHUE Ha paslieia, CBbpP3aH C YIPaBIECHUETO Ha
JOCTBHIIa HA YYACTHULIUTE B €JIEKTPOHHUS OOMEH:

a) JOKyMEHTHpaHa TMOJMTHKA IO yMpaBiIeHHWE Ha [OCThIA, BKJIKOYBAIA LEIH, OOXBarT,
3aJIBJDKEHUS, KOOPIMHAIMS Ha OPTraHU3AIUOHHUTE CTPYKTYPH;

0) JTOKyMEHTHpaHH MPOIEAypH IO MPHCBOSBAHE HAa NMPHUBHJICTUHU, aKayHTH M APYTH IMpaBa B
CHOTBETCTBHUE C MOJIUTHUKATA,

B) OINpefieNisHEe Ha OrPaHMYEHHUs Ha KOJMYECTBOTO HECIIOJNYWJIMBU OMHUTHU Ha IOJI3BATENs 3a
BXOJ] B CUCTE€MA 32 OIPe/IeNIeH UHTEPBaJ OT BpEMe, ClIe]] KOETO aKayHThT My C€ 3aKJII0UBa;

T) OMNpeAeNisiHE Ha MpeaynpexaaBaliuTe ChOOIICHUS, MHGOPMHUpAITH TOTPEOUTENS Tpean
IIPEIOCTABSIHE HA JOCTBII, OTHOCHO:

- 001IMTEe OrpaHUYEHHUS, HAJIaraHU OT CUCTEMATa;

- BB3MOXXHUSI MOHUTOPHUHT, IPOTOKOJIMPaHE U OUT Ha U3IOJI3BAHETO HA CUCTEMATA;

- HEeoOXOAMMOTO ChIJIacHe Ha IMOJI3BAaTelNs 32 MOHUTOPHHI U MPOTOKOJMpPAHE B Ciydail Ha
U3I0JI3BaHE HAa CUCTEMATA;

- 3a0paHuTe U Bb3MOXKHUTE CAaHKIIMU MPU HECAHKI[MOHUPAHO U3I0JI3BaHE HAa CUCTEMATA;

- BB3MOXXHHUTE JICWCTBHUA Ha T[IOJ3BaTeNld, KOWTO MOrar JAa ObJaT W3MBIHEHH OT
nHpopMallMOHHATa cUcTeMa 0e3 He0OXOJUMOCT OT ayTEHTUKALIUS U OTOPU3ALIHSL.

9. B choTBeTCTBHE C IPOLEAYPHUTE TTO T. 3 PHKOBOJUTEINTE HA aIMUHUCTPALIUUTE OPraHU3UPAT
MIPOBEXAAHETO HA CJIEIHUTE MEPONPUATHS:

a) OpraHu3MpaHe MPEeIOCTaBsIHETO HA yCIyTH Ha BCUYKU TPAXKJIaHU M OpTraHU3aIUH C €IHAKDHB
MIPHOPHTET;

0) 3amucBaHe B MOAIBPKAHUTE OT CUCTEMATa CIIUCHIM HAa YUYACTHUIIUTE HA BCUYKU TPAXKIaHU U
OpraHM3aliy, KOUTO Ca y4acTBaJM B €JIEKTPOHHUA HH(POpPMAIOHEH OOMEH B HH(GOpPMAalMOHHUTE
CHUCTEMH Ha aIMHHUCTPATHUBHUTE OPTaHH,

B) ChXpaHsBaHE Ha apXWUBHA MH(OpMAaIUsA 3a MEPHOJA €IHA TOAMHA 32 BCUYKH YYAaCTHHIIH,
KOUTO Ca W3MOJ3BAM EJIeKTPOHHH aJMUHHCTPATHUBHU YCIYTH OT MyONu4YHUTE WH(POPMAIMOHHU
CUCTEMU;

I) OpraHM3WpaHe JOCThIIa HA CIYXKUTEIUTE OT aJMHUHHCTpAIMsITa Ype3 CHCTeMa OT
VHIMBUIYyAIHU TIAPOJIH; MApOJIUTE TPsiOBa J1a Ce MPOMEHST NMEePUOTUYHO, HO Hal-Malko BEJAHBXK Ha 6
Mecena;

1) U3BBPIIBAHE Ha Mperie] U aKkTyalu3upaHe Ha MpaBaTa 3a JOCTBI Ha CIYKUTEJINUTE, KOUTO
noIbpxKaT paborata Ha UHGOPMAIIMOHHU CUCTEMH B aIMUHUCTPAIIUUTE.

10. Bceku cimy>kuTeN B aIMUHHCTPAIHSTA, 3aMCaH B ChOTBETHUS nupektopreH LDAP cbpBbp
(LIeHTpaJieH WM JIOKaJleH), TpsOBa Ja MojlydaBa YHHUKAIIHU MOTPEOUTENICKO MME U Mapojia 3a JOCThII



caMoO JI0 MH(pOPMAIIMOHHUTE CHUCTEMH, KOUTO Ca HEOOXOJMMH, 3a Jia H3MBJIHSABA CIY)KCOHHUTE CH
3anbokeHus. [laponata TpsOBa ma chabpxka Mexay 8 u 16 OykBeHO-IIM(PPOBH CUMBOJIA M J1a U3UCKBA
aBTOMAaTHYHA MPOMSIHA BCEKU MECEII.

[Tpunoxenue Ne 6 kbMm 4. 35
Knacudukanus, KOHTpOJI U yIipaBlieHHe Ha HHPOPMAIIHOHHUTE aKTHBU

1. Kaptute Ha HaTMYHUTE WHPOPMAIIMOHHU PECYPCH B ChOTBETHATA aIMUHHUCTpPALIUS TPSOBA Ja
OTIPEICIIAT €AHO3HAYHO:

a) KOHKPETeH CIYXKUTET 3a Kou HWH(POPMAIMOHHH pPecypcH (KOMITIOTPH, YCTpPOMCTBA,
coTyepHH MPOIYKTH/CUCTeMHU, 03U TaHHU | JIP.) OTTOBAPS;

0) KoHKpeTeH codTyepeH MpoayKT/mHGOPMAIIMOHHA CHCTEMa W/WIU KOs 06a3a OT JaHHU Ha KOU
KOMITIOTPH U yCTPOMCTBA CE€ M3IOJI3BAT.

2. VHBeHTapHHWTE CHUCHIM 32 HAIMYHATE HWHPOPMAIMOHHU pECYpCH B CHOTBETHATA
aIMUHHCTpAIHs TPsOBa J1a BKIIOYBAT:

a) 3a xapayepHH ycTpoicTBa (0e3 0Bp30 aMOPTU3HPYEMUTE, KATO MUIITKH, KJIABUATYPH U JPYTH
MoI00HN) MUHUMAITHUST HA0Op OT JaHHH, KOUTO TPsiOBa Ja ce MOIbpKAT, BKIIIOUBA:

- CepUeH HOMeEp;

- (paGpuuen HOMeD;

- MOJIET;

- OMHUCaHHe Ha OCHOBHHUTE TEXHUYECKU MapaMmeTpH (Mpolecop/dyecTora, pa3Mep Ha mameTTa |
BHJI/THII, MOJICJT HAa TUCKA M pa3Mep, 3aXpaHBaHE - MOIIHOCT W MOJICJI/THI, CIIUCHK Ha aKCECOAPUTE KbM
YCTPOMCTBOTO H JIp.);

- laTa Ha IPUI00MBaHE;

- JaTa Ha MyCKaHe B eKCILIOATaINs;

- laTa Ha U3BEXKJIaHE OT yImoTpeoa;

- IaTa Ha pojak0a/OpakyBaHe/qapsiBaHe;

- MECTOMOJIOKECHNE Ha YCTPOHUCTBOTO;

- M€ Ha CITY>KUTEJsI, OTTOBapsIl 3a (yHKIIMOHUPAHE Ha yCTPOUCTBOTO;

- UMe/MIMEHa Ha CITY)KUTEIIS/CITYKUTEIIHUTE, MOJI3BAI/ TIOI3BAIIN YCTPONCTBOTO;

- 1aTH Ha 00CTy>KBaHE U PEMOHT Ha YCTPOUCTBOTO;

- OIMCAaHKE Ha U3BBPILIEHOTO 00CIIyKBaHE/PEMOHT;

- C KOM YCTPOMCTBA € CBbP3aHO TOBA yCTPOWCTRO;

- paboTaTa Ha KOM YCTPOHCTBA 3aBUCH OT MIPABIIIHOTO ()YHKITHOHUPAHE HA TOBA YCTPOMCTBO;

- IPaBWJIHOTO ()YHKIIMOHUPAHE HAa TOBA YCTPOHCTBO OT paboTaTa Ha KOU YCTPOHUCTBA 3aBUCH;

- Kou pabOTHM Tpolecu 00CITy»KBa TOBa YCTPOKCTBO;

0) 3a copTyepHH NMPOAYKTH MHUHHUMAJIHUAT HaOOp OT JaHHM, KOMTO TpsiOBa Aa ce MOAIbpXKar,
BKJTIOYBA!

- M€ Ha MPOJIyKTa;

- BepCHsl Ha MPOJIYKTa;

- CIIMCHK HA MUHUMATTHUTE U3UCKBAHUS KbM Xap/ayepa 3a HopMaiHa paboTa Ha MPOIyKTa;

- 1aTa Ha IPUI00HUBaHE;

- laTa Ha UHCTAJMpaHe U HACTPOMKa;

- Z1aTa, OT KOATO 3aIl04Ba J1a Teue JIMIEH3bT 3a MOJI3BaHe Ha MPOIYKTa;

- MalIMHa/MallliH1, Ha KOATO/KOUTO € MHCTAJINPaH MPOAYKTHT;

- laTa Ha U3BCXKJIaHE OT yImoTpeoa;

- JlaTa Ha U3TUYAHE Ha JIMIICH3a 3a TOJI3BaHE Ha MPOJIYKTa;



- 1aTa, Ha KOSTO Ca U3BBHPIICHU MPOMEHH B HACTPOUKHU WIIH B CAaMUS TIPOAYKT;

- ONMCAaHME Ha U3BBHPILECHUTE POMEHH;

- M@ Ha CITy>KUTEJsI, UHCTAIHUPAN MIPOIYKTa,

- M€ Ha CITY’>KUTEJsI, U3BbPIINI HACTPOUKUTE;

- M€ Ha CITy>KUTEJsI, U3BBPIIII IPOMEHUTE,

- M€ Ha (paitra, B KOMTO C€ Ta3u ChCTOSHUETO MPETU IPOMEHHUTE;

- KOU pabOTHHU MPOIECH 00CITyXBa TO3U COPTYEPEH MPOIYKT;

- paboTtata Ha KOW COPTYEpHU MPOAYKTH 3aBHUCHU OT MPABMUIHOTO (DYHKIIMOHHpAHE HA TO3H
coTyepeH MpoayKT;

- TIPaBWIIHOTO (YHKIIMOHUpPAHE HA TO3U cO(TyepeH MPOIYKT OT paboTaTa Ha Kou cohTyepHHU
MPOIYKTH 3aBHUCH.

3. Bepxy paboTHUTE CTaHIUU U CHPBBPUTE B aIMUHHUCTpPALMUTE Ja CE€ WHCTAJIUpAT CaMo
coTyepHH MPOIYKTH, 32 KOUTO CHOTBETHATA /IMUHUCTpPAIIHS Pa3Iojiara ¢ JHUIICH3 3a MOI3BaHe.

4. Bcuuku HMHPOPMAIMOHHU CHUCTEMH, KOMTO C€ BBbBEXKJAT B EKCIUloaTalus B
aIMUHHUCTPAIMHTE, TPAOBA 2 C€ CHIIPOBOKAAT C OAPOOHA TOKYMEHTALIUS 3a:

a) BCUYKU (DYHKIIMHU HA KIMEHTA, MPUIIOKEHUETO U 0a3uTe JaHHH;

0) aIMUHUCTPATUBHUTE CPEICTBA 33 JOCTHII M HACTPOUKA;

B) CXeMH Ha 0a3uTe JaHHH C MOAPOOHO ONMUCAHUE HA TAOJUIIUTE U BPH3KUTE;

') KOHTPOJIHMTE TP BbBEXKIaHEe U OOMEH Ha JJaHHU;

1) KOHTPOJIUTE MpH 00paboTkara u pe3yaTrature or 00paboTkara;

€) MPUIOKEHUETO ¢ BCUYKU MoyH, "use cases", UML cxemu u uatepdeiicu.

5. MHcTanpaHeTo W HACTpoOWKaTa Ha HOBH COMTYEPHH M XapIyepHH MPOJYKTH Ja ce TUIaHUpa
¥ BCUYKHU JTUIA, U3MOJI3BAIN 3aCETHATUTE PECYpPCH, J1a C€ YBEAOMSBAT HE MO MAalKO OT 3 JHU TMpeau
M3BBPIIBAHE HA HHCTANIAIMITA WM HACTPOHKATA.

6. [lpenu wu3BbBpIIBaHE HA MHCTANAMS Jla C€ HANpaBAT PE3EPBHU KOMHsI Ha codTyepa,
¢aiinoBete u 6a3uTe JaHHM, KaToO ce pazpadoru u "roll back" mman.

7. lHCcTanupaHeTo, HaCTpoMKaTa U MOAIPHKKATa HA HOBH COPTYEpHH U XapayepHH MPOLYKTH
Jla ce U3BBPIIBAT B TIEPUOIM C MUHIMAIHO HATOBapBaHE HA ChOTBETHHUTE PECYPCH.

8. [Ipenu mHCTaMUpaHe B OMIEPATUBHO JCHCTBAIINTE CHCTEMU HA HOBU COPTYEPHH U XapAyepHH
MPOIYKTH TE JIa CE TECTBAT B TECTOBA Cpella MAKCHMAITHO OJIM3Ka JI0 PeaTHUTE pAaOOTHH yCIIOBHSI.

9. Cnyxwurenure B aJMHUHUCTPALIMUTE HOCAT MaTepuagHa OTTOBOPHOCT 3a MOOUITHHUTE
YCTpOIICTBa, KOUTO Ca UM NPEJOCTaBEHU 3a Moj3BaHe. MoOWIHMTE yCTpoOilcTBa ce Moiy4yaBaT OT
CITYKUTEIUTE, KOUTO TH M3MOJ3BAT, CPEIly MOAMUC BBPXY TOKYMEHT, ChABPIKAIIl IBJIHOTO OMHCAHHUE Ha
MOOWMITHOTO YCTPOMCTBO U MHCTATUpPaHUs coryep.

10. Ycayrute mo akTHUBEH aHANW3 HA 3alIUTEHOCTTa Ha cUCTeMmara (aKTUBHU CKEHEpPH Ha
3alIMTEHOCTTa) TO3BOJISIBAT Ja C€ OTKPHUAT M OTCTPAHAT HEJOCTAThIM B CHUCTEMaTa 3a 3alluTa Ha
nHGOPMAIIMOHHUTE aKTUBU, TIPEU OT TSIX Ja ca Ce BH3MOJI3BAIN 3JIOHAMEPEHH JUIIA.

[Tpunosxxenue Ne 7 kpm ui. 37

(dom. - 1B, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 1.)

VYnpaieHne Ha eKCIUIOATAHOHHUTE MPOLIECH

1. (mom. - B, 6p. 5 or 2017 r., B cuia or 01.03.2017 r.) Karo ocHOBHO cpeacTBO 3a
yIpaBJICHUE HA EKCIUIOATAIIMOHHUTE MPOIECH B MH()OPMAIIMOHHUTE CHCTEMHU Ha aIMHHUCTPAIIMHUTE 3a

OCHTYpsSIBAHE HA MpPEKOBAa M WH(POPMAIMOHHA CHTYPHOCT CE€ MPENOphuBa ChH3/aBaHEe Ha 30HU Ha
CHTYPHOCT B HWH(OpMAIMOHHATA CHCTEMa, MPOU3THYAIlH OT MexayHapomauus crangapt |SO/IEC



15408-2 "Common Criteria'.

2. 30HUTE Ha CUTYPHOCT ca 00JacTH OoT copTyepHaTa apXHTEKTypa Ha CHUCTEMara, B KOUTO €
ompezeneH crenupuIeH KOMIUIEKC OT MEPKH, OCUTYPSIBAIld KOHKPETHO HHBO HAa CHTYPHOCT. 30HHUTE ca
aZIeKBaTHO pa3lielIeHH eJlHa OT Jpyra, KaTo MPEHOCHUTE Ha JaHHM OT €JHa 30Ha B Jpyra ca CTPOro
perIaMeHTHPAHU U C€ OCHIIECTBSIBAT MPe3 KOHTPOIHH OOCKTH, KaTO 3allIUTHUA CTEHH, TPOKCH-CHPBHPH H
Ap.

3. Tlpu m3rpakmaHe Ha CHTYpHOCTTa Clie[[Ba Jla C€ TOJAbpKa "IEeMUIHTApU3UpaHa 30HA
(DMZ)" - mpexoBa 00acT, pasmojoKeHa MEXIy MMyOgrMdHaTa HEKOHTPOJIHMPYEMa 4YacT Ha Mpekara
(oOuuaiiHO cBBp3aHa C MHTEPHET) M BhTPEIIHATA 3alMTEHA YacT Ha cucTemata. Jlemunurapusupanarta
30Ha TpsOBa Ja opraHu3upa MHMOPMAIMOHHU YCIYTH KbM JBETE YacTH Ha Mpe)kara, KaTo 3allluTaBa
BBTpPEIITHATA YaCT OT HePEerJIaMEHTUPAH JOCTBII.

4. Mepkure 3a CUTYpPHOCT TIpU YIOpPaBIEHHWE HA EKCIUIOATAllMOHHUTE TMPOLIECH B
WHGOPMAIMOHHH CUCTEMH Ha aIMHHHUCTPAIIMHUTE TPSIOBa Ja BKIIOYBAT:

a) TIpU MPOEKTUpaHe Ha MHPOPMAIMOHHU CUCTEMH J1a c€ OT/AaBa MPEANOYUTAHNE HA CUCTEMHU C
MHOTOCIIOIHA apXUTEKTypa, B KOUTO KIUEHTHT, MPUIOKCHUETO U TaHHUTE Ca JIOTUYECKU U (QU3HYECKU
pas3zelienu;

0) 1a ce U3roTBu U yTBbpAN MHCTpYKIKS 32 pe3epBUpaHEe U apXUBUpPaHEe Ha TaHHU U (aiinose;

B) Jla C€ OCHUTYpPH PEIOBHO M3TOTBSIHE HA PE3EPBHU KOIHWA Ha 0azuTe JaHHU U (alIoBETE BHB
daitnoBuTe CHPBBHPU; TpadUIIUTE 3a pe3epBUpPaHE CE OMPEACNAT B 3aBUCUMOCT OT XapakTepa Ha
JIEHHOCTTA Ha BCSIKA aJIMAHUCTPALNS; TPETIOPHYUTEITHO € €XKETHEBHO PEe3epBUPAHE;

) Ja Cc€ OCUTypU ChbXpaHsBaHE Ha pPE3EPBHUTEC KOMUS B CICHHATHO OTISITHO
MTOMEIICHUE/MACTO/OTHEYTIOpHA Kaca;

1) 1a Ce OCUTYpH PEIOBHO OOHOBSIBAHE HA HOCHUTEIUTE, BHPXY KOHWTO CE€ 3alHCBAT PE3epBHU
Konus (Ha mepuoj 0KoJIo 2/3 OoT Cpoka UM Ha FOJTHOCT);

€) 1a ce OCUTypU PEIOBHO M3TOTBSHE HA apXUBHU KOMMs Ha Oasute MaHHHU U (pailioBeTe BHB
¢aiinmoBuTe CHPBHPH; TpapHUIMTE 3a pE3epBUPaHE C€ OMpPEACNSAT B 3aBUCHMOCT OT XapakTepa Ha
JNEHHOCTTa Ha BCSIKA aIMUHUCTPALINS; TPETIOPHUYUTEITHO € €KEMECEUHO PE3ePBUPAHE;

) J1a ce OCHTYpH PEIOBHO OOHOBSIBaHE HA HOCHUTEIUTE, BHPXY KOUTO CE€ 3alMCBAT apXHBHU
Komusi (Ha IEpUOJ OKOJIO 2/3 OT CpoKa UM Ha TOJTHOCT);

3) apXUBHUTE KOIHS J]a CE ChXPaHABAT B JIpyra Crpajia B OTHEYIOpHA Kaca,

n) (mom. - JIB, 6p. 5 ot 2017 1., B cuna ot 01.03.2017 r.) 1OCTBIBT 10 PEe3€PBHU U apXUBHU
KOITUS C& M3BBPIIBA T10]] KOHTPOJIA Ha CIYKUTEIIS 10 MPEKOBa U HHPOPMAIIHOHHA CUTYPHOCT.

[Ipunoxenne Ne 8 xpm ui. 37
(dom. - IB, 6p. 5 ot 2017 1., B cuma ot 01.03.2017 1.)
VYnpaBieHue Ha eIeKTPOHHUTE ChbOOLICHUS

1. YopaBrneHHUEeTo Ha €NeKTPOHHUTE CHOOIICHHUS B aJMHUHHCTPAIMHUTE CE€ M3BBPIIBA CHIIACHO
[Mpermoppka X.700 Ha MexayHapoauuss cbio3 1o Teirekomynukanuu (ITU - International
Telecommunication Union) 1 ce ochlIecTBABA Ype3:

a) MOHUTOPHUHT Ha KOMIIOHEHTHUTE;

0) KOHTpOJI (T.€. M3pabOTBAaHE U PeaTM3allis Ha YIIPABIISABAIIN Bb3ICHCTBHS ),

B) KOOpJIMHAIIUS HAa paboTaTa Ha KOMIIOHEHTUTE HA CUCTEMATA.

2. CucreMuTe 3a ynpaBjieHHe TpsiOBa:

a) /J1a IaBaT BB3MOXKHOCT Ha aJIMUHUCTPATOPUTE Ja IUIAHUPAT, OPTraHU3HPaT, KOHTPOJIUPAT U
OTYUTAT W3MOJI3BAHETO Ha MPOLECUTE, CBBP3aHH C OCUTypsSBaHE Ha MpexoBa M WHGPOpPMAIMOHHA



CUTYPHOCT;

0) 1a Mo3BOJISBAT HAaraXkJlaHe Ha cucTeMaTa KbM U3MEHEHHs Ha M3UCKBaHUTA 38 CUTYPHOCT;

B) J1a OCHTYpPsIBAT MPEICKa3yeMO MOBEICHUE Ha CUCTEMATa P Pa3IUIHA 00CTOSITENICTRA.

3. YmpaBieHueTo Ha MpexoBaTa CUTYPHOCT ce ocHoBaBa Ha mpernopbku X.800 m X.805 Ha
MesxyHapoanus cbio3 1o teaexomyHukanuu (ITU - International Telecommunication Union).

4. CpriaacHoO MPENMOPBKUTE MO T. 3 3a peanu3anus Ha (QYHKIMUTE Ha MpEXoBaTa CUTYPHOCT
TpsiOBa Jla ce U3MOI3BAT CICTHUTE MEXaHU3MHU U KOMOWHAITNH OT TSX:

a) KpUIITUPAHE;

0) mudpoBu cepTUhUKATH;

B) MEXaHU3MH 3a yIpaBlIeHUE HA JOCTHIIA;

I) MEXaHM3MH 3a KOHTPOJI Ha WHTETPUTETa HAa JaHHWTE, B T.4. MHTETPUTETAa Ha TOTOKA
CHOOIIECHUS,

1) MEXaHU3MU 32 UACHTU(DUKAIIHS,

€) MEXaHW3MH 3a JIOIbJIBaHE Ha Tpaduka;

’K) MEXaHU3MHU 32 yIPaBJICHUE HA MapIIPyTU3AIUATA;

3) MEXaHU3MH 3a OTOEIA3BaHMS U 3alIMCU HA KOMYHUKALMOHHUTE XapaKTEPUCTUKH.

5. 3amuTara Ha eIeKTPOHHHUTE CHOOIICHHUS B MHTEPHET BKIIOUYBA!

a) 3alIUTHA CTCHA;

0) 3amuTa OT BUPYCH M HEXEJIaH KO,

B) 3aIllMTa OT CIIaM;

T') IPOBEpKa Ha MpUKaueHUTE (ailyioBe 3a BUPYCH U HEXKEJIaH KO,

1) 3amuTa ot DoS (denial of service) ataku;

e) 3amura ot HA (harvesting attacks);

K) 3amuTa Ha e-mail agpecuTe oT Thpcemu poOoTH;

3) 3aIUTa OT U3THYaHe Ha HH(popMaIus;

M) 3al1uTa OT HIMHOHCKU codTyep (spyware);

K) 3amuTa Ha IM (instant messaging);

1) 3anIUTa Ha riaacoBuTe komyHukanuu (Skype, ICQ, ap.);

M) MPOBEPKA 32 ChOTBETCTBHUE C HATOKECHHUTE MOJUTUKU B ChOTBETHATA aIMUHUCTPALIUS;

H) MMPOBEPKa 32 ChOTBETCTBHE C IPUETUTE HOPMATHBHH JJOKYMCHTH;

0) KOHTPOJI BbpXy oOMeHa (M3mpallaHe/morydaBaHe) Ha rojleMu (ailioBe B ChOTBETCTBUE C
MIPUETUTE TIOJTUTHKH;

) IPUOPUTH3ALINSA HA BXOZSINATa U M3XOMSIIATA IMOIIa B 3aBUCUMOCT OT Mpoduiia Ha BCEKU
CITYXKUTEIT;

p) IpeHacoYBaHe Ha MOIIATa B 3aBUCUMOCT OT MPUETUTE MOTUTUKU;

C) aBTOMATHYHO KPUNTHpPAHE HA HM3XOJIIIaTa Tola MPH HEOOXOJUMOCT B CHOTBETCTBHE C
MPUETUTE TIOJTUTHKHY;

T) aBTOMATHYHO J00aBSHE Ha TEKCT KbM BXOJSIIN/M3XOANIN CHOOIICHHUS B ChOTBETCTBUE C
MPUETUTE TIOTUTHKHU.

6. (mom. - JIB, 6p. 5 ot 2017 r., B cuia ot 01.03.2017 r.) ITony4eHu chOOIICHUS, ABTOMATHYHO
KaTeropu3UpaHu KaTo CIlaM WM ChIbPKAIIN HeXellaH KOJ, /1a Ce 3alKCBaT B ClIeNUATU3UPaHU TANKU U
Ja ca JIOCTBITHU 3a KOHTPOJ M 00pabOTKa OT YIIBIHOMOIICHH JIMIA (CIYXHUTENs [0 MPEXKOBa H
WHGOPMAIMOHHA CUTYPHOCT, CHEIUAIMCTH 0T HannoHaHus HEeHThp 3a JeUCTBUE MPHU MHIUIACHTH 10
OTHOIIICHHE Ha MpEKoBaTa W WH(MOPMAINMOHHATA CHUTYPHOCT B HWH(POPMAIMOHHUTE CHUCTEMH Ha
aIMUHHUCTPATUBHUTE OPTaHU U JP.).

7. 3a 3ammTata Ha "pyTUHr-mHpacTpykrypata' u "pyTHHT-IpoTOKOJMTE" TpsOBa 1a ce
usnonsBat Ilpenopekure Ha Paborrmre rpymu RPSEC (Routing Protocol Security Requirements) u
SIDR (Secure Inter-Domain Routing) Ha MexayHapoanata opranmsauus |ETF (Internet Engineering
Task Force).



8. 3a ympaBiieHHe Ha UMEHATa U JJOMEWHUTE B MH(MPACTPYKTypaTa B MUHTEPHET Jia CE M3MOJI3Ba
"cucteMa 3a ympaBiieHue Ha umeHara Ha gomeirinute (DNS)" ¢ momudukamms sHa DNS mpotokona ¢
pasmmpenus 3a uneHrupukaus (DNSSEC), kosito ce ocHoBaBa Ha crerudukanusata va [ETF PFC
4033.

9. 3a ochliecTBIBaHE Ha 3alUTeH 0OMEH Ha choOmeHus o nporokonure HTTP, LDAP, FTP u
npyru aa ce msmonsBa IIporokon SSL ("Secure Socket Layer") sepcus 3.0, popmymupan ot IETF
("Internet Engineering Task Force") wau VPN ("Virtual Private Networking") pemienus 3a curypHo
KPHUIITUPAHE HA CECHHTE.

10. 3a kpuntupane Ha XML 6a3upanu cpo0mieHus Ha HUBO "cecus” aa ce u3non3pa [Iporokon
XMLENC, ¢popmynupan ot koHcOopumyma W3C.

11. 3a enexktpoHHO moamucBane Ha XML 06a3upanu JOKYMEHTH Aa ce m3moi3Ba [IpoTokoin
XAdES (XML Advanced Electronic Signature), dopmymupan B Ilpemopska TS 101 903 na ETS
(European Telecommunications Standards Institute) 1 ocHoBan Ha [Ipenoprka XML DSIG na PaGoTha
rpymna "XML-Signature Working Group" na koncopuumyma W3C.

12. 3a pabora ¢ mMyOIMYHUTE KIIOYOBE MpH eJIeKTpoHHO moamnucBane Ha XML Gasupanu
JIOKyMeHTH Ja ce umsmoisBa I[Iporokon XKMS ("XML Key Manipulation Service"), ocHoBaH Ha
ITpenopbka XKMS 2.0 Ha koncopunyma W3C.

13. Konwe ot msiytata ciry>keOHa eJIeKTPOHHA TOMIa Ha CITY)KUTEIIS C€ ChXpaHsIBa Ha MOMCHCKHS
CHPBBP Ha CHOTBETHATA aJIMUHUCTPAIHUS HE MO-MAaJIKO OT JABE FOJUHU, CJIEJl KATO CIyKUTENST HAIlyCHE
pabora.

14. Cnyxutenute B aAMUHUCTPAIIMUTE MOTaT Ja M3MOJ3BaT 3a MOJydYyaBaHE W M3MpallaHe Ha
ciTy»eOHa KOPECIIOHICHIINS €MHCTBEHO CITy)kKeOHATa CH eJICKTPOHHA ITOIIIa.

15. EnexTpoHHU CBHOOINEHUS, U3MPATeHH OT CIYKUTEIH B JIbpKaBHATa aJIMHHHCTPAIIHS,
CBABPKAT 33BIDKUTEITHO HICHTH(HUIHpAIIa HHHOPMAIIHS 32 KOHTAKT ChC ChOTBETHHS CITYKUTEIT:

a) UMe;

0) Tenedomn;

B) €JIEKTPOHHA TOIIIa;

T) ITHXKHOCT;

1) YUpEKJICHHUE.

16. B kpas Ha BCSIKO H3XOJAIIO CIEKTPOHHO CHOOIICHHE aBTOMATHYHO Jla C€ IPHUKAadBa
U3sBJICHUE 332 OrpaHnYaBaHe Ha oTroBopHocTTa (disclaimer) u yka3anus KbM ajpecara 3a ACUCTBUS TPU
MOTPEIITHO MOJTyYaBaHe.

[Ipunoxenne Ne 9 xbm ui. 41
3amura cpelly HexenaH copTyep

1. Hexxenanuar codryep, KOHTO MOXKe Jla €KCIUIOaTHpa YA3BUMOCTTA HA €AMH WIH HSIKOJKO
WH(POPMAIMOHHHA aKTHBAa WM Jla TPEJU3BHKA CMYyIIaBaHE HA HOpMajaHaTa MM paboTa, YBpPEKIaHE WU
YVHUILIO)KaBaHe, BKIFOYBA CICTHUTE OCHOBHU MTPOTPaAMHU:

a) KOMIIOTHPHU BUPYCH;

0) MpEKOBH YEepPBEH;

B) TPOSIHCKHU KOHE, 1

T') JIOTHYeCKH O0MOMU.

2. 3ammrara cpenry Hexenan copryep B HHOOPMAIMOHHUTE CUCTEMH Ha aIMUHUCTPATHBHUTE
opranu Tpsi6Ba fa Ob7e OpHEHTHPAHA B IBE OCHOBHU HAMPABJICHHUS:

a) upe3 3a0paHa 3a U3IM0JI3BaHEe HA HeperJIaMeHTHPaH CoPTyep;

0) upe3 3aIBDKUTENHO W3MOJI3BaHE HAa YTBBPACH 3a IsjaTa aJMHHHUCTpAIMs aHTUBUPYCEH



coryep u codryep 3a OTKpHBaHE Ha HEPETJIAMEHTUPAHN IPOMEHHU Ha HHPOPMALIMOHHUTE aKTUBH.

3. AIMUHHACTpATOPBT HA eUHHATA HanmoHaHa Mpeka (EHM) TpsiOBa na mpuiara cpeacTsa 3a
OTKpHBAHE Ha OIUTH 32 IPOHUKBAHE Ha Pa3IMYHHA HUBA U MIEPUMETPU HA MpexKaTa.

4. [TporpamMHUTE MPOIYKTH, MPETHA3HAYCHHU 32 OTKPHBAHE HA OMUTH 33 MIPOHUKBaHE, TPsOBa J1a
pa3no3HaBaT CIEJIHUTE MOIO3PUTENIHU JICHCTBHS B MpeXkara:

a) OTHMTH J1a CE U3IOJI3BAT YCIYTH, OJOKMPAHU OT 3alllUTHU CTEHH,

0) HeOUaKBaHM 3asIBKH, 0COOCHO OT HETIO3HATH aJPecH;

B) HEOYAaKBaHU MU(POBAHU CHOOIICHUS;

T') U3BBHPEIHO aKTUBEH Tpa(UK OT HETIO3HATH ChbPBBPH U YCTPOUCTBA;

1) 3HAYUTETHA N3MEHEHUS Ha TIPEIUIIHY IEHCTBUS HAa MpeKaTa;

€) OMUTH 32 U3MOJI3BaHe HA U3BECTHU CHCTEMHU TPEIIKHU WU YSI3BUMOCTH;

) OITUTH 32 BXOJ] OT HEMO3HATH MMOTPEOUTENN OT HEOYaKBAHHU aJIPECH;

3) HECAaHKIIMOHUPAHO WJIH MOJA03PUTEIHO M3MOI3BaHe HA a[IMUHUCTPATOPCKH (PYHKIIHU;

1) 3HAYUTEITHU U3MEHEHUS B OOMYAHUTE NEUCTBHUS HA TIOTPEOUTEIN U TIp.

5. Ilpu ycTaHOBsIBaHE HA OTKPUTH OMUTH 32 MPOHHUKBAHE TPsiOBa HE3a0aBHO:

a) J1a ce YBeJOMsIBAa CHCTEMHHST aJIMUHUCTPATOP 3a IpeANpHEeMaHe Ha aJIeKBATHU MEPKH;

0) a ce M3KJIIOYBAT WJIM OrpaHMYaBaT MPEXKOBUTE YCIYTH, CBbpP3aHH C HWH(POPMAIMOHHHUS
AKTHUB - 00EKT Ha IPOHUKBAHETO.

6. Bcsiko yCTpoOHCTBO, KOETO c€ BKJIIOYBA B MpeKaTa Ha CHOTBETHATAa aIMUHHCTpAIUS,
ABTOMATHYHO JIa Ce TIPOBEPSIBA 32 BUPYCH M HEXesaH codTyep, mpean Ja MOIXyIH JOCTBIT IO PECYPCUTE
Ha Mpexara.

[Tpunoxenue Ne 10 kM wi. 43, an. 2

JleificTBUS Ip¥ MOHUTOPHUHT HA CHOUTHATA U MHUUACHTUTE B MH(OOPMALIMOHHUTE CUCTEMHU Ha
aJMUHUCTPALUUTE

1. Ilpu cexpansBaHero Ha UHPOpPMaLUs 3a CBOMTHS M MHUUACHTH, CBBP3aHH C
MHPOPMAIMOHHUTE CUCTEMH Ha aJ]MHHUCTPAIMHTE, TPSIOBa J1a Ce Ch3aBaT CICTHUTE 3aIUCH:

a) laTa ¥ BpeMe Ha HacThIIBaHE Ha ChOUTHUETO;

0) yHHKaJIeH AEHTU(PUKATOP HA MOJI3BATENs - MHULIMATOP Ha JEHCTBUETO;

B) THII HA CBOUTHETO;

T') pe3ysTaT OT CbOUTHETO;

1) U3TOYHUK Ha CHOUTHETO;

€) CIIUCHK Ha 3aCEeTHATUTE O0CKTH;

) ONKCAHHE HAa U3MEHEHUATA B CCTEMATa 3a 3allUTa, IPOU3TEKIN OT ChOUTHETO.

2. PpKOBOAMTENWTE HA aIMUHHCTPALMUTE TpAOBA Jla ONpEIENSAT TOYHU MPOLEAYpU 3a
MOHUTOPHHI' Ha M3MOJI3BAHETO HA CHUCTEMara, C KOWUTO Jla OCHUTYPST H3IBJIHEHHETO CaMO Ha
perJaMeHTHpaHu MpoLEecHd OT cTpaHa Ha mnosBaTtenute. I[lpoueaypure 3a MOHUTOpPMHI TpsiOBa na
OCHUTYpSIBAT:

a) pealMCTUYHA OLICHKA M MEPKHU 3a yIpaBJI€HUE Ha PHUCKa;

0) mpocneasiBaHe Ha M3KJIIOUEHUS WM HEHOPMAJIHO MOBEJIECHUE Ha IOJ3BATENIN 3a OINpeelieH
NepUos;

B) OCHUTYpsIBAHE Ha 3allMCU KAKTO HAa YCIEUIHWUTE, Taka U Ha OTKAa3aHWUTE OMMTHU 3a JIOCTHI B
cucTtemara.

3. 3a ocurypsiBaHe Ha TOYHOCT M IBJIHOTA Ha 3allUCUTE Ha JIOTOBETE, KOMTO MOrar Ja ce
M3II0JI3BAT 3a pa3cie/IBaHe Ha HEMPaBOMEPHU ACHCTBHS WM 3a HYXKIWTE HA aHTaKUPaHE Ha ChAeOHU
JI0KAa3aTeJICTBa, PHKOBOJUTEIUTE HA BEIOMCTBATA TPsOBA J1a OCUTYPSAT MOJABPKAHETO HA EMHHO BPEMe



B MH(POPMAIMOHHUTE CHUCTEMHU chriacHo Hapenbara 3a €NEeKTPOHHUTE aIMUHHCTPATUBHHU YCIIYTH,
npueta ¢ [locranoBnenue Ne 107 na Munucrepckus cbeT ot 2008 1. ([IB, 6p. 48 oT 2008 1.).

[Ipunoxenne Ne 11 xpm ui. 45 ain. 2
[MapameTpu Ha puznYecKaTa CUTYPHOCT

1. 3a ocurypsiBane (usmueckara 3amura Ha MHOOPMAIMOHHU CHCTEMHU PHKOBOAHMTEIUTE Ha
aJMUHHUCTPAIIMUTE TIPEIPUEMAT CIETHUTE MEPKHU:

a) MEpKH IO yIpaBlieHue Ha (PU3NIECKUsI TOCTHIT;

0) MPOTUBOTIOKAPHU MEPKHU;

B) 3allIMTa HA MO IbPKaIaTa HHPPACTPYKTYypa;

T) 3aIUTa Ha MOOMITHUTE CUCTEMHU.

2. IlpenopbuBa ce MepkuTe 3a (PU3MUECKa 3alIUTa J1a BKIOYBAT CICIHUTE HH(PACTPYKTypHHU
KOMITOHEHTH:

2.1. Crpaaute 1 MOMEIIEHUATA, B KOUTO C€ Pa3nojarat TeXHUYECKOTO 000opyaBaHe, cOPTyepbT
U apXuBUTE, HEOOXOAMMM 3a HHPOPMAIMOHHUTE CHUCTEMH Ha aJMUHHCTPATUBHUTE OpraHu, Ja
OTTOBAPAT HA CIEAHUTE APXUTEKTYPHO-CTPOUTEITHA U3UCKBAHUS:

a) MIOMEIICHUATA J1a UMaT OCTOHHH WJIH TYXJICHU CTCHU;

0) iounte na 6pAaT cToMaHoOeToHHM ¢ nebenuna 0,15 [m];

B) TIOMCUICHHATA Jla WMaT CICIUAIHH IIOJBM)KHA OTBOPH, KOWUTO IMPEANa3BaT oOT
CBPBXHAJSITAHE;

') IBOWHUAT MO/ J1a UMa BUCOYrHA He mo-Mainka oT 0,30 [m];

J1) OKQYCHMSAT TaBaH Jia UMa BUCOUYMHA He mo-Maiika ot 0,50 [m];

€) KJIMMAaTHIHUTE CHCTEMH 3a IMOMEIICHUATA J1a I03BOJISIBAT YIIPABJIICHNE OT aJlapMEHU CUTHAIN
Ha TMOXapOTracUTEeIHA CUCTEMA;

) JI0 TIOMEIICHHATA J]a C€ OCHTYPH OTJeNIHA CTasl, B KOSATO Jia CE pasIoJIoKaT JeicTBamiara u
pe3epBHaTa 0aTepun OYTUIIKH C MTOKapOTACUTEITHUS areHT.

2.2. TlomemeHusiTa, B KOWTO C€ pa3MoyiaraT TEXHUYECKOTO OOOpyaBaHe, cOMTyeppT u
apXUBUTE, HEOOXOMUMH 3a HH(POPMAIIMOHHUTE CHUCTEMH Ha aJMHUHHCTpAIMHUTE, c€ O00OpYyIBaT ChC
CJICTHATE TEXHHYECKU CHCTEMH 32 3alllUTa, 0€30ITacCHOCT M OXpaHa:

a) MoKaporacuTelIHa CUCTEMa, KOSTO TPsiOBa a oTroBaps Ha u3nckBanusTa Ha EN 14520;

0) KIMMaTH3aIns,

B) pE3€pBHO €NEKTPO3aXpaHBaHE;

') CHCTEMH 32 TEJICBU3HMOHHO BUICOHAOIIOICHHE;

1) CUCTEMU 32 KOHTPOJI Ha IOCThIIA.

3. Cpemure MEXAy TOCETUTCIUTE M CIY)XHTCIUTS B aJMHHHUCTPAIIMATE TPsAOBa Ja ce
M3BBPIIBAT B CIICIUATU3UPAHU TTOMEIICHHS.

4. B cirygaute 1o T. 3 J]a C€ BOJM CIHCHK HA MOCETUTEIMTE KOTa M C KOTO Ca C€ CPelIay 1 110
KakbB BbIpPoCc. CIHUCHKBT Ja C€ ChXpaHsABa HE MO-MAJKO OT €/IHA TOJMHA OT JaTaTa Ha MOCEIICHUETO.
CHuchbKBT MOXKeE J1a c€ BOJU U CaMO B €JIEKTPOHHA (hopMa.

5. Cnoyxutenure, U3MOA3BAIM MPEHOCUMH KOMITIOTPH, TPsiOBa 3aIBJDKUTENHO J1a M3IMOJI3BAT
MapoJiv 3a JOCTHII 0 PECYpPCHTE Ha MOOMIIHUTE YCTPOMCTBA (IMCKOBH yCTPONCTBA, CHCTEMHH IUIATKH,

codryep u ap.).

[punoxenne Ne 12 kpMm wit. 48



(dom. - JIB, 6p. 5 ot 2017 1., B cmma ot 01.03.2017 1.)

YrpaBiieHne Ha WHIMJIEHTH, CBHP3aHU C MpexoBaTta M WH(OpPMAIMOHHATA CUTYpHOCT (3ari.
norm. - JIB, 6p. 5 ot 2017 1., B crma ot 01.03.2017 1)

1. (mom. - JIB, Op. 5 ot 2017 r., B cuima ot 01.03.2017 r.) [ImanupaneTo Ha IEHHOCTTa TIO
yOpaBlieHHe Ha WHIUICHTH, CBBP3aHU C MpEKoBaTa W HH(OpPMAIMOHHATa CUTYPHOCT, TpsOBa 1a
BKJIIOYBA CJIETHUTE €TaIlu:

a) ompeneisHe HA KPUTUYHO BaXHUTe (YHKIMM HA CHUCTEeMaTa W YyCTAaHOBSBaHE Ha
MIPUOPUTETUTE 32 BH3CTAHOBUTEIHH PabOTH;

0) uaeHTUUKAIMS Ha PpECcypcuTe, HEOOXOIUMH 32 U3MBJIHEHHE HAa KPUTHYHO BAKHHUTE
byHKINY;

B) ONpEIesiHE CHUCHK Ha BBH3MOKHUTE HHIUICHTH C BEPOSTHOCTH 3a IMOSBSBAHETO UM,
M3XOXKJANKU OT OLIEHKUTE Ha PUCKA,

r) pa3paboTKa Ha CTPATEeTUH 32 BH3CTAHOBUTEITHH PabOTH;

1) TOATOTOBKA Ha MEPOIPUSTHS 3a pealln3alys Ha CTPATEeruuTe.

2. lIukbaBT HA YIIPABJICHUETO HA UHIMICHTHU TPSOBA /1a BKIIIOUBA CJIEIHUTE OCHOBHH €TaIlu:

a) TIOJITOTOBKA;

0) OTKpHUBaHE U aHAIIU3,;

B) OrpaHMYaBaHe Ha BIUSHHUETO, IPEMaxBaHEe HAa IPUIHHATA, Bh3CTAaHOBSBAHE;

I') AEWHOCTH CIIe/l MHIIUJICHTA.

3. KputndeH eneMeHT OT YNpaBlICHHETO Ha WHIMICHTH € He3a0aBHOTO BH3CTAHOBSIBAHE Ha
JeHOCTTa Ha CUCTEMaTa.

4. TlomuTHKaTta 3a 3alIMTa OT WHIMICHTH W BB3CTAHOBUTEITHH pabOTH Ha CHOTBETHATA
aIMUHHUCTpAIHsI, KOSTO MPOM3THUYA OT OLIEHKAaTa Ha pHcKa Mo TiaBa Tpeta, pasaen Il or mapenbara,
TpsiOBa SICHO J1a UACHTH(HUIINPA CPECTBATA 32 pe3ePBUPAHE U BH3CTAHOBSIBAHE C OTJIE]] IIOKPHBAHE HIUBO
Ha pe3epBUpaHe HaJ MEeTOo Mo KiacanusiTta Ha Acouuaius Share.

5. Cpencrsara 1o T. 4 Morar ja Ob/ar:

a) MapajierHo 3alicBaHe WU OTJIeaTHa PEIUIMKAIMS Ha ChXPaHSIBAHUTE JaHHU (TEXHOJIOTUU
"Disk Mirroring" unu "RAID" ("Redundant Array of Independent Drives");

0) cb3maBaHe Ha IICHTHD 3a BB3CTAHOBsIBAHE cien MHOUACHTH (T.Hap. "Disaster Recovery
Center"), B KOiTO ce M3BBpIIBA MOCTOSHHO apXWBHO chxpaHenue (“back-up") na mHpOpMarmsaTa ot
cUCTeMarTa, Taka 4e J]a MOXe Jla Ce Bb3CTAaHOBU HEMHATA JEHHOCT Clie]] HHIIUCHTA,

B) CBh3JaBaHE Ha PE3EPBEH H3YHCIHUTEICH IICHTBP, B KOWTO C€ MOAIBP)KAa DPEIUTHKHPAHO
CBHCTOSIHUE HA KPUTUYHUTE ONEPATUBHO JICUCTBAIIM CUCTEMH, TaKa ue JEeHHOCTTa UM Ja Obje He3abaBHO
1oeTa OT Hero.

6. [lnanbT 3a fAelicTBUA MPU MHIMJICHTH Ha CHOTBETHATA CTPYKTypa B aJMHUHHCTpAIUATa
TpsiOBa J]a BKJIFOYBAa MEPOMNPHUATHS, KOUTO Jla C€ MPOBENAT CIIe] BH3CTAHOBSIBAHETO M KOWUTO JIa IEIST
n30sTBaHe Ha MOOOHM MHIMAEHTU. ToBa Morat a ObJIaT MEpPKH T0:

a) MOBHIIIABAaHE HUBOTO HA KOHTPOJI Ha JJOCTHIIA;

0) mpoMsiHa Ha KOH(PHUTypaIIUUTE Ha 30HUTE 32 CUTYPHOCT;

B) U3BMEHEHHE Ha peKuMa Ha (PU3UUECKHU JOCTBII;

') MHCTaJNIUpaHe Ha JOMBIHUTEIHH MOIYJIH 3a 3allluTa KbM coTyepa Ha crucTeMara;

1) CaHWpaHe U JeKIacu(puKanys Ha HOCUTEIUTE U TIp.

[Tpunosxenne Ne 13 kM wi. 51

(Hom. - /1B, 6p. 5 ot 2017 r., B cuma ot 01.03.2017 r.)



Mepku 3a IOCTHTaHE CUTYPHOCT 110 OTHOIICHHE Ha TIEpCOHaa

1. (mom. - JIB, 6p. 5 ot 2017 r., B cuna ot 01.03.2017 r.) 3a mocTturane Ha MpEXOBa H
WH(GOPMAIMOHHA CUTYPHOCT MO OTHOIIICHHE HA TEPCOHANA PHKOBOIUTEIINTE HA aJIMUHUCTPALUUTE Ca
JU'B)XHA ~J1a TpeArnpHeMaT CJIeIHUTe MEpKH 3a WACHTH(QHKAIMATA Ha CIY)KUTCIUTE U
OTPABOMOII[ABAHETO UM JIa M3BBPIIBAT OMPEICICHHU JCUCTBUS MO OTHOIICHHWE HA €KCIIoATalusATa Ha
UHPOPMAIMOHHUTE CUCTEMHU:

a) JOCTBI'BT HA CIYXHUTEIUTE B aJIMUHUCTpPALUATA JO PAOOTHUTE WM CTaHIMU W OOIIUTE
HH()OPMAITMOHHHU CUCTEMH JIa CE€ OCBHIIECTBSIBA CHC CITY)KEOHU OTPEOUTEIICKO MME | ITapoJIa;

0) IOCTBI'BPT HA CHYKUTEIUTE B JIbpXKAaBHATAa AaJMUHUCTpALUsS 1O CHEIUATH3UPAHUTE
WH()OPMAITMOHHN CHUCTEMH Ja C€ OCBIIECTBABA CHC CIY)XKCOHH TMOTPEOWTEIICKO HMeE, Tmapoia |
YJIOCTOBEpPEHUE 32 MyOJINYCH KIIIOY;

B) OCHTYPSIBAaHETO Ha MpaBa 3a JOCTHII HA PA3IMYHHU TPYNHU CIYXKHUTEIH M PHKOBOIUTEIH 0
pecypcute Ha MHPOPMAIMOHHUTE CHCTEMHU B ChOTBETHATA aMUHUCTpAIUS J1a C€ M3BBHPIIBA Ha Oazara
Ha YTBBPJICHUTE PO N CHIVIACHO WI. 52 OT HapeaoaTa;

T') 32 BCEKH CITy>KUTEN B aJIMUHUCTpAIMATA J]a ObJIe OnpeaesieHa TPUHAUICKHOCT KbM MPOQUIL,
CHOTBETCTBAIIl HA CITY)KEOHUTE My 3aJIbJDKCHHUS, BIIUCAHU B JUIHKHOCTHATA MYy XapaKTEPUCTHKA;

1) CIY>KUTEJIHUTE B aIMHHHCTpAIMITA Ja MMAT MPaBO Ha JOCTBI caMoO JO Te3UW PEeCcypcH Ha
WH(POPMAITMOHHUTE CUCTEMH B aJMUHHUCTpAIUATA, B KOSTO Pa0OTAT, WIA 1O CUCTEMHUTE Ha APYTH
AIMUHHUCTPAIIMHA CaMO JIOKOJIKOTO Ca MM HEOOXOJAMMH 32 M3MBIHEHHE Ha CIIYKEOHUTE 3aIbIKECHUS
CBIIIACHO JUTHKHOCTHATA UM XapaKTePUCTHKA;

€) BCsKa TOAMHA Ja C€ MPOBEXKAAT ONMPECHUTETHU KYpCOBE MO MpPEXOBa W HH(OpPMAIOHHA
CUTYPHOCT, ITPe3 KOUTO Ja MPEMUHABAT BCHUKH CITYXKUTEII B a/IMHHACTPAIHATA;

’K) BCHUYKM CIy’)KUTEIH B aJMHUHUCTpAlUATa Ja TpPEeMUHAT OOydeHHWe 3a JACWUCTBUSA TIpHU
WHITUJICHTH C MpPEXOBaTa U HHPOPMAIIMOHHA CUTYPHOCT.

2. [IpunoxxeHneTo 3a MpoBepka Ha YJOCTOBEPEHHS 32 MyOTUYHU KIIIOUOBE (BKI. €IEKTPOHHH
nojnKcK) TpsAOBa Ja M3MOJ3Ba mpoleaypara 3a mnposepka upe3 Certificate Revocation Lists (CRL),
0asupan Ha cnenudukamusara RFC 3280 na IETF (Internet Engineering Task Force) nnu no [IpoTtokon
OCSP (Online Certificate Status Protocol), ocHoBan Ha crienndukanusara RFC 2560 na IETF.

[Ipunoxenne Ne 14 xkpm wi. 102, an. 2

(Hoso - IB, 6p. 48 ot 2013 1., ot™. - JIB, 6p. 5 01 2017 1., B cuna ot 01.03.2017 1.)
[Tpunosxxenue Ne 15 xbM un. 103, ain. 2

(Hoso - JIB, 6p. 48 ot 2013 ., ot™. - JIB, 6p. 5 o1 2017 1., B cuma ot 01.03.2017 1.)
[Tpunosxenue Ne 16 xpMm ui. 104, ain. 2

(Hoso - IB, 6p. 48 ot 2013 1., ot™. - JIB, 6p. 5 01 2017 1., B cuna ot 01.03.2017 1.)



